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ABSTRACT 

There are many techniques, methods and methodologies in secure data transmission.  However, still users are 

failing to transmit the data securely.  Hackers are succeeding in attacking the data for every few minutes.  In 

cyber security attacks, SQL Injection and Cross Site Scripting attacks are very prominent.  SQL Injection 

(SQLI) executes malicious code in the form of SQL statement at database by directly executing the query or 

changing the requested parameters, changing the triggered URL.  In case of Cross-Site Scripting, the attacker 

targets to execute the malicious code at the client side.  In this paper, for secure data transmission, we proposed 

a model using IBE and AES encryption techniques.   we explained the proposed model "How to transmit the 

data securely?". 

Keywords – Symmetric encryption, IBE, AES, Data transmission, Secure transmission, SQL 

Injections (SQLI), Cross Site Scripting (XSS), Static Analysis, Identity Based Encryption (IEB), 

Advanced Encryption Standard (AES). 

 

I. INTRODUCTION 
In the last two decades, the usage of web and mobile applications are increased in many folds.  Web applications 

usage grown exponentially and mobile apps as well.  With the growth of the usage, the cyber security attacks are 

also equally increased.  According to the Security magazine, there is a hacker attack for every 39 seconds.  

Nesparker web security identified the vulnerability for every 4.59 minutes.  In these vulnerabilities, SQL 

injections and Cross Site Scripting attacks are prominent.  In our research, we used IBE encryption for the 

authenticating the users and AES encryption for the encrypting the sender’s data to transmit securely.  We have 

introduced a method for splitting the sender’s data into by parts, encrypt it and send it, where SQL injections fail 

to attack.  In our proposed method, the attackers cannot access or hit the application even through the incognito 

mode and all incognito operations will be recorded through our solution. 

II. IBE ENCRYPTION 

Identity-based Encryption (IBE) is an alternative to PKI, and involves generating the encryption key from a 

piece of identity for the recipient. For example, we could use the email address of the recipient to generate the 

key for a destination.  

Boneh and Franklin introduced a practical Identity-Based Encryption system (IBE) that has become very 

popular in the security research community. 
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In the conventional public-key cryptosystems, it requires to distribute the key before sending the encrypted 

message to the receiver.  Various systems have been designed for distribution, e.g. certificates. Practically, the 

key distribution is complex. 

In case of IBE, the name (email address) of receiver is his public key and there is no need for the distribution. 

There is a trusted central service, to which you send the email; the central service forwards the message to the 

receiver, and all communications are encrypted before sending to the receiver.  There are two disadvantages 

with the approach. 

1. the central service must be trusted (it has the power to read all emails); 

2. the central service will have oversized optic fibers and thousands of processors because every message goes 

through it. 

 

Fig 1.0 

IBE uses high-level mathematics to remove the second issue. With IBE, the "central service" exists and need not 

be online.  The real-time action is replaced with the mathematical pairing. 

 

III. SYMMETRIC ENCRYPTION (AES Encryption) 
The Advanced Encryption Standard, or AES, is a symmetric block cipher chosen by the U.S. government to 

protect classified information and is implemented in software and hardware throughout the world to encrypt 

sensitive data. 

The National Institute of Standards and Technology (NIST) developedthe AES in 1997 when it announced the 

need for a successor algorithm for the Data Encryption Standard (DES), which was starting to become 

vulnerable to brute-force attacks. 

AES features 

NIST specified the new advanced encryption standard algorithm should be a block cipher capable of handling 

128-bit blocks, using keys sized at 128, 192, and 256 bits; Security, Cost and Implementation was the factors for 

evaluating the security algorithm. 
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How AES encryption works 

AES comprises three block ciphers: AES-128, AES-192 and AES-256. Each cipher encrypts and decrypts data 

in blocks of 128 bits using cryptographic keys of 128-, 192- and 256-bits, respectively. The Rijndael cipher was 

designed to accept additional block sizes and key lengths, but for AES, those functions were not adopted. 

 
Fig 2.0 

Symmetric (also known as secret-key) ciphers use the same key for encrypting and decrypting, so the sender and 

the receiver both know and use the same secret key. All key lengths are deemed sufficient to protect classified 

information up to the "Secret" level with "Top Secret" information requiring either 192 or 256-bit key lengths. 

There are 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys.  Each round 

consists of several processing steps that include substitution, transposition and mixing of the input plaintext and 

transform it into the final output of ciphertext. 

The AES encryption algorithm defines a number of transformations that are to be performed on data stored in an 

array. The first step of the cipher is to put the data into an array; after which the cipher transformations are 

repeated over a number of encryption rounds. The number of rounds is determined by the key length, with 10 

rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. 

 
Fig 3.0 
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The first transformation in the AES encryption cipher is substitution of data using a substitution table; the 

second transformation shifts data rows, the third mixes columns. The last transformation is a simple exclusive or 

(XOR) operation performed on each column using a different part of the encryption key -- longer keys need 

more rounds to complete. 

IV. SECURE DATA TRANSMISSION–PROPOSED MODEL 

For exchanging the communication, data will be transmitted between sender and receiver.  In general case, the 

data will be sent without any restrictions.  This will allow hackers and attackers to hack the data without proper 

authorization.  Leaking the data may create different kind of risks and issues.   

 

SQL Injections: 

 
In our proposed system, the data will be sent through AES encryption by splitting the file into different parts.  

The split parts will be encrypted by IBE and AES encryption techniques.  The encrypted file will be sent to the 

receiver. 

 

Pre encryption 

 

 
Fig 4.0 
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Post encryption 

 

 
Fig 5.0 

 
When the receiver receives the data will be the same which was sent through existing method and proposed 

method.  For the receiver, there will be no change except in the proposed method the secure data transmission. 

Usually, the hackers are the unknown and unauthorized users who uses the system.  In most of the cases, they 

will be registered as a normal user to the system and log-in to the system with their credentials.  They will try to 

query the data from their login to extract the other’s data. 

Example:  

 

 

 

 

In case of normal data transmission or existing method, When the modified query triggers, it will show all the 

data from the database since the modified query is always true and the attacker has access to the system.  In case 

of proposed method, the hacker cannot see the data as it restricts to view the un-authorized data. 

Cross Site Scripting: 

In case if the attacker uses the URL of the application without authentication, it restricts the user to allow to the 

application even, if the attacker tries to enter into the system using incognito mode.  Simultaneously, the 

Actual URL: http://localhost:8080/Sql_injection/Shared-Data-AES.jsp?id=8 

Modified URL: http://localhost:8080/Sql_injection/Shared-Data-AES.jsp?id=8' 

OR id >=1 (which is always true) 
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attacker IP address, access time, date and unauthorized login credentials will be captured by the proposed 

system.  System admin can see the details of the users. 

 

V. ADVANTAGES OF THE PROPOSED MODEL 

 

1. Data transport is quite fast as it is split into different parts and secure from SQL injection and Cross 

Site scripting attacks. 

2. Protects from the unauthorized users by using in cognitive mode, using IBE and AES algorithms. 

3. History of the data access users with date and time logs. 

 

VI. CONCLUSION AND FUTURE WORK 

In our research, we proposed a system which restricts the SQL Injection attacks and Cross Site attacks for the 

web applications.  However, the scope of the research is limited to web applications only.  This can be extended 

to mobile and hybrid applications.The proposed model is out of scope for Create, Retrieve, Update and Delete 

(CRUD) transactions. 
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