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ABSTRACT 

 Cloud computing is an entirely new approach of computing that offers a non-traditional, but, 

shared computing paradigm for organizations and individuals. It provides a way to adopt 

information Technology and its features without huge expenditure on infrastructure and 

applications. Cloud computing provides multiple on-demand services accessible from a broad 

network with the ease of scalability even in shared environment so to achieve cost 

effectiveness.  However, despite the potential gains of cloud computing, security of an open 

access and shared environment is still a question mark, which directly impact cloud 

adoptions. Deploying data and business applications to a third party, security and privacy 

becomes critical concerns. Cloud computing is going to serve enterprise needs for 

confidentiality of the customer data and compliance, service providers have to provide 

intense security to ensure sensitive enterprise applications.  

In this paper, we surveyed a detailed analysis of the security problems and remedial solutions 

preferred by cloud service providers. We investigated the layered approach to security, which 

says that a different security, defense mechanism should be used in different vulnerable areas 

of the system. As a result, if some part of defense gets compromised, it reduces the risk of 

security breach on other parts of the system. 

 

I. INTRODUCTION  

Cloud computing is a model for provide more flexibility, shared pool of resources to get on 

demand network access to configurable computing resources (e.g., networks, servers, storage, 

applications, and services) which can be rapidly provisioned and released with minimal 

management effort or service provider interaction. Cloud in a service which perform on real 
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time network and give a computation, unite more than two computing resource in type of 

bunch in another word cloud additionally called Distributed Computing [7].  Most cloud 

three sort service gives us, Paas and Saas Together with virtualization, clouds could be 

characterized as   computers that are networked anywhere on the planet with the availability 

of paying the used clouds in a pay-per-use way, implying that simply the resources that are, 

used will be paid  In the accompanying, the types of clouds will be presented[7].  

 

• Public Cloud: The Public Cloud alludes to the hosting of a customer's computing 

infrastructure at a Cloud vendor's premises. That implies the services and infrastructure are 

provisioned and accommodated geographic removed location over the general population 

world wide web. The consumer has no visibility and control over where the Cloud service 

has been hosted. The core-computing infrastructure is shared between numerous 

organizations and people; on the other hand, every consumer data, platforms, applications, 

and infrastructure resources were consistently isolated so only authorized clients are 

permitted access.  

 

• Private Cloud: The Private Cloud service implies that the computing infrastructure has 

hosted on a "Private Cloud" private and restrictive allocated platforms to a specific 

organization or individual, and not imparted to different consumers. There are two variations 

of Private Clouds: on-premise Private Clouds and externally-hosted Private Clouds 

(externally-hosted Private Clouds likewise only utilized by one body, yet are hosted and kept 

up by a third-party that practices and convey Cloud infrastructure).  

 

• Hybrid Cloud: At a middle to the Public and Private Cloud, the Hybrid Cloud has turned out 

to be more popular for businesses needing to receive Cloud Computing for efficiency and 

cost efficiency, yet seeking to oblige privacy and control for core business data, applications 

and systems. The qualities of both Private and Public Clouds together has called a Hybrid  

This often motivates the customer company’s use of its own personal (in-house) computing 

infrastructure for regularly used operations, together with the hosting of some specific 

applications or systems on the Cloud[8]. 



 

330 | P a g e  

 

 Software as a Service (SaaS): The ability gave to the consumer is to utilize the supplier's 

applications running on a cloud infrastructure. The product and applications are accessible 

from different client gadgets through either a thin client interface, for example, a web 

browser (e.g., Internet-based email service), or a project interface or an environment. The 

consumer does not have control or deal with the basic  

 

 

 

 

 

 

 

 

 

Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto the 

cloud infrastructure, acquired and developed applications, using programming languages, 

frameworks, services, and tools supported by the provider[8].  

 

 Infrastructure as a Service (IaaS): The service provided to the consumer is to provide 

compute processors, storage and network access, and other required computing resources 

from the pool where the consumer is able to deploy and run software and applications, which 

can include different operating systems. The consumer cannot manage or control the 

underlying cloud infrastructure but has possibly limited control of select networking 

components (e.g., host firewalls) [8].  

 

II.CLOUD ARCHITECTURE 

The Cloud infrastructure framework consists of the following components[4]:  

 •Physical infrastructure 
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 •Virtual infrastructure 

 •Applications and platform software 

 •Cloud infrastructure management tools 

The resources of the above components are aggregated to provide Cloud services. 

 

 

 

 

 

 

 

 

 


Physical Infrastructure 

The physical infrastructure consists of physical IT resources that include physical servers, 

storage systems, and physical network components, such as physical adapters, switches, and 

routers. Physical servers are connected to each other, to the storage systems, and to the clients 

via physical networks such as IP network, FC SAN, IP SAN, or FCoE network.  

Virtual Infrastructure 

 

Virtual IT resources consist of:  

 VMs, virtual volumes, and virtual networks 

 VM network components such as virtual switchesand virtual NICs  

 Applications and Platform Software 

 

Applications and platform software layers include a suite of software's such as:  
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 Business applications 

 Operating systems and database. 

 Migration tools 

 

Applications and platform software are hosted on VMs to create software-as-a-service (SaaS) 

and platform-as-a-service (PaaS).  

Cloud Infrastructure Management and Service Creation Tools 

 

Cloud infrastructure management and service creation tools are responsible for managing 

physical and virtual infrastructures. They enable consumers to request for Cloud services; 

they provide Cloud services based on consumer requests and allow consumers to use the 

services. 

 

III.CLOUD SECURITY 

Cloud computing shares similar concerns about security and privacy with traditional 

computing models that means non-cloud services also suffer from security breaches, but 

privacy and security vulnerabilities became the major aspects in shared environment of cloud 

computing. Security concerns are amplified by third party control over organization's data 

and applications. The potential leakage and mismanagement of those organizational assets 

became a problem[1] [3].  Components that were under the organization’s direct control 

before, but after deploying on the third party cloud decisions made about the computing 

environment by the provider or consumer may have dependency[6]. 

 
Challenges of the Cloud Security 

 

Cloud computing benefits involve major changes for organizations. Majorly to gain the trust 

to deploy crucial data and complex business applications to a third party's infrastructure. 

Certainly it makes security a major issue as organizations need to look at cloud services and 

providers. 
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Main principles for Securing the Cloud computing are Secure Identity, Information, 

Infrastructure. 

 

FIG 4. CONCERNED AREA OF CLOUD SECURITY ATTENTION. 

Public cloud computing needs to adopt a strong security model that maintains scalable and 

multi-tenant supports with the need for trust and assurance. As enterprise organizations 

deploy their computing systems with their identities, business information and infrastructure 

to the cloud, some level of controls, they must be willing to give up to the providers. For the 

same, they must be able to develop a trust cloud system and service providers, and verify 

CSP and their processes, events and provisioning schemes. Major factors in the building 

blocks of trust and verification relationships include access control management, security of 

data and information management, compliance and event management –all security 

challenges are well understood by IT departments today, concerns with the existing products 

and technologies, and extendable into the cloud systems. 
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VIII.CONCLUSION 

Throughout this paper, the author has systematically studied the security and privacy issues 

in cloud computing based on cloud architecture components. We have identified the most 

representative, security/privacy attributes (e.g., confidentiality, integrity, availability, 

accountability, and privacy-preservability), 
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