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Abstract 

SMS authorization codes play an important role in the application ecosystem, as a number of transactions (e.g., 

personal identification and online banking) require users to provide a code for authorization purposes. However, 

authorization codes in SMS messages can be stolen and forwarded by attackers, which introduces serious 

security concerns. In this paper, we propose CodeTracker, a lightweight approach to track and protect SMS 

authorization codes. Specifically, we leverage the taint tracking technique to mark the authorization code with 

taint tags at the origin of the incoming SMS messages (taint sources), and then, we propagate the tags in the 

system. To this end, we modify the related array structure, array operations, string operations, IPC mechanism, 

and file operations for secondary storage of SMS authorization codes to ensure that the taint tags cannot be 

removed. When the authorization code is sent out via either SMS messages or network connections (taint sinks), 

we extract the taint tag of the data and enforce pre-defined security policies to prevent the code from being 

leaked. We have developed a prototype of CodeTracker on Android’s ART virtual machine and used 1; 218 

SMS-stealing Android malware samples to evaluate the system. The evaluation results show that CodeTracker 

can effectively track and protect SMS authorization codes with a small performance overhead (< 2% on 

average). 
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I  INTRODUCTION 

Computer security (Also known as cyber security or IT Security) is information security as applied 

to computers and networks. The field covers all the processes and mechanisms by which computer-

based equipment, information and services are protected from unintended or unauthorized access, 

change or destruction. Computer security also includes protection from unplanned events and natural 

disasters. Otherwise, in the computer industry, the term security or the phrase computer security refers 

to techniques for ensuring that data stored in a computercannot be read or compromised by any 

individuals without authorization. Most computer security measures involve data encryption and 

passwords. Data encryption is the translation of data into a form that is unintelligible without a 

deciphering mechanism. A password is a secret word or phrase that gives a user access to a 

particular program or system. 
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Fig 1: Secure Computing 

Fig 1 clearly explain the about the secure computing 

 

1.2 Working conditions and basic needs in the secure computing: 

If you don't take basic steps to protect your work computer, you put it and all the information on it at 

risk.  You can potentially compromise the operation of other computers on your 

organization's network, or even the functioning of the network as a whole. 

1. Physical security: 

Technical measures like login passwords, anti-virus are essential.  (More about those below)  

However, a secure physical space is the first and more important line of defense. Is the place you keep 

your workplace computer secure enough to prevent theft or access to it while you are away?  

While the Security Department provides coverage across the Medical center, it only takes seconds to 

steal a computer, particularly a portable device like a laptop or a PDA.  A computer should be secured 

like any other valuable possession when you are not present.Human threats are not the only concern.  

Computers can be compromised by environmental mishaps (e.g., water, coffee) or physical 

trauma.  Make sure the physical location of your computer takes account of those risks as well.  

   

2. Access passwords: 

The University's networks and shared information systems are protected in part by login credentials 

(user-IDs and passwords).  Access passwords are also an essential protection for personal 

computers in most circumstances.  Offices are usually open and shared spaces, so physical access to 

computers cannot be completely controlled. To protect your computer, you should consider setting 

passwords for particularly sensitive applications resident on the computer (e.g., data analysis 

software), if the software provides that capability.  

3. Prying eye protection: 

Because we deal with all facets of clinical, research, educational and administrative data here on the 

medical campus, it is important to do everything possible to minimize exposure of data to 

unauthorized individuals. 

 Anti-virus software: 

Up-to-date, properly configured anti-virus software is essential.  While we have server-side anti-virus 

software on our network computers, you still need it on the client side (your computer). 

4. Firewalls: 

Anti-virus products inspect files on your computer and in email.  Firewall software and hardware 

monitor communications between your computer and the outside world.  That is essential for any 

networked computer. 

 

5. Software updates: 
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It is critical to keep software up to date, especially the operating system, anti-virus and anti-

spyware, email and browser software.   The newest versions will contain fixes for discovered 

vulnerabilities. Almost all anti-virus have automatic update features (including SAV).  Keeping the 

“signatures” (digital patterns) of malicious software detectors up-to-date is essential for these products 

to be effective. 

 

6. Keep secure backups: 

Even if you take all these security steps, bad things can still happen.   Be prepared for the worst by 

making backup copies of critical data, and keeping those backup copies in a separate, secure location.  

For example, use supplemental hard drives, CDs/DVDs, or flash drives to store critical, hard-to-

replace data.   

 

7. Report problems: 

If you believe that your computer or any data on it has been compromised, you should make 

a information security incident report.   That is required by University policy for all data on our 

systems, and legally required for health, education, financial and any other kind of record containing 

identifiable personal information. 

 

1.3 Benefits of secure computing:Protect yourself-Civil liability: You may be held legally liable to 

compensate a third party should they experience financial damage or distress as a result of their 

personal data being stolen from you or leaked by you. 

 Protect your credibility - Compliance: You may require compliancy with the Data 

Protection Act, the FSA, SOX or other regulatory standards. Each of these bodies stipulates that 

certain measures be taken to protect the data on your network. 

 Protect your reputation – Spam: A common use for infected systems is to join them to a 

botnet (a collection of infected machines which takes orders from a command server) and use 

them to send out spam. This spam can be traced back to you, your server could be blacklisted 

and you could be unable to send email. 

 Protect your income - Competitive advantage: There are a number of “hackers-for-hire” 

advertising their services on the internet selling their skills in breaking into company’s servers to 

steal client databases, proprietary software, merger and acquisition information, personnel detail 

set al. 

 Protect your business – Blackmail:A seldom-reported source of income for “hackers” is to 

break into your server, change all your passwords and lock you out of it. The password is then 

sold back to you. Note: the “hackers” may implant a backdoor program on your server so that 

they can repeat the exercise at will. 

 Protect your investment - Free storage:Your server’s hard drive space is used (or sold on) 

to house the hacker's video clips, music collections, pirated software or worse. Your server or 

computer then becomes continuously slow and your internet connection speeds deteriorate due 

to the number of people connecting to your server in order to download the offered wares. 

 

 

 

http://it.med.miami.edu/x929.xml
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II BACKGROUND 

In this section, we will briefly introduce the key concepts ofthe Android SMS system, as well as the 

Android runtimeenvironment, to provide necessary background informationfor our proposed 

approach. 

2.1 Android SMS System 

In Android, when receiving a text message, the systemsends the message from the RIL (Radio Layer 

Interface)layer to the framework layer. The framework layer thenpacks the text message into an SMS 

PDU and sends a broadcastindicating the receiving of an SMS message. All appswith the 

RECEIVE_SMS permission will receive the broadcast along with the SMS message if they have 

registered theSMS_RECEIVED_ACTION action.Before Android version 4.4, SMS broadcasting was 

ordered,and apps with higher priority (declared by appsin the manifest file) could access SMS 

messages first andthen discard the messages, which make apps with lowpriority unreachable to the 

SMS messages. This mechanismhas been abused by malware to intercept SMS messages [4]. 

In addition, if a malicious app has the permissions (READ_SMSor WRITE_SMS) to directly 

operate on the SMS database; itcould monitor the database continuously. Once an SMSauthorization 

code is received, it could steal the code andthen delete it. 

Starting with Android version 4.4, the SMS system hasbeen changed. When the system receives a text 

message, theframework layer encapsulates the text message into an SMSPDU and sends it with two 

types of broadcasting. One typeis ordered broadcasting, i.e., SMS_DELIVER_ACTION, in 

whichonly the default SMS app can receive it. In other words, onlythe default SMS app has the 

permission to delete and insertthe text messages to the SMS database. The other type isunordered 

broadcasting, i.e., SMS_RECEIVED_ACTION, in whichthe broadcasting cannot be interrupted, and 

all apps canreceive SMS messages by registering the broadcasting. Dueto this difference, malicious 

apps cannot intercept and deletethe received SMS messages, but they still can steal andforward the 

SMS messages to remote servers. 

 

2.2 Android Runtime Environment 

On an Android system, each app is running inside a separated runtime environment and has its own 

unique running environment. This runtime environment was called the Dalvik runtime in old Android 

versions and is called theART runtime in Android versions 5.0 and above. Dalvik is a register-based 

virtual machine that will translatea dex file into an odex file with the dexopt command and then 

execute it. To further improve the performance of Android, Google introduced a new Android run 

time,i.e., ART (Android Runtime) [11], which adopts the AOT(ahead of time) mechanism. When an 

Android app is being installed, the ART virtual machine leverages the dex2oattool to transform the 

app’s dex file into an oat file, which actually compiles the byte code into native machine code. When 

the app is running, the machine code will be directlyexecuted, which greatly improves the 

performance. The transition from the theDalvik to ART runtimeleads to several challenges to the taint 

tracking system. Forinstance, TaintDroid [8] is implemented in Dalvik, whichstores the taint tags by 

applying extra space adjacent to thevariables in the stack of the Dalvik virtual machine. In theART 

runtime, some of the parameters are stored directly inregisters. To support taint tracking in the ART 

runtime, themethod of storing taint tags should be changed accordingly.This is only one challenge, 

and we will illustrate how toimplement taint tracking on the ART runtime. 

 

III SYSTEM ANALYSIS 

3.1 Existing system: 

SecureSMS attempts to protect SMS messages by adjusting the apps receiving sequence of 

text messages in the system so that the default SMS app can get the text message first. Then, it blocks 

the SMS broadcasting to prevent malicious apps from getting the message. 
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Disadvantages of existing system: 

 SecureSMS only works in Android versions prior to 4.4.  

 Other systems have also been proposed to prevent phishing messages.  

 Specifically, these systems search the content of SMS messages to find URLs that might link to 

malicious apps for installation and then block users’ dangerous operations 

 Cannot trace implicit data flows. 

3.3 Proposed system: 
In this paper, we propose CodeTracker, a lightweight approach to track and protect SMS authorization codes in 

Android SMS messages. Specifically, CodeTracker adds taint tags to mark the authorization code at the very 

beginning of the incoming SMS messages, and it modifies the related array structure, array operations, string 

operations, IPC (Inter-Process Communication) mechanism, and file operations for the secondary storage of 

SMS authorization codes to ensure that the tags cannot be removed. Finally, when the authorization code is sent 

out (via either SMS or the network), CodeTracker extracts the tag of the data and checks with pre-defined 

security policies. By doing so, it prevents authorization codes from being stolen by attackers. The system 

architecture is shown in below Fig. 2. 

 
 

Fig 2: System Architecture 

 

Advantages of proposed system: 

 The evaluation results show that CodeTracker can track and protect SMS authorization codes 

from being stolen. 

 Low overhead. 

 CodeTracker works well on Android’s ART runtime and can provide protection as well as 

tracking for authorization codes in SMS messages. 

IV RESULTS 

The experimental results are shown in the below figures. 
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Fig 3: Permission for app 

 

Fig 4: Flash Screen 
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Fig 5: Authorization SMS 

 

 

Fig 6:Authorization code 
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Fig 7: Authorization retrieved SMS 

 
Fig 8: Authorization retrieved code 
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V CONCLUSION 

In this paper, we design a dynamic lightweight approach for tracking and protecting authorization 

codes in Android, called CodeTracker. Specifically, we leverage the taint tracking technique and mark 

authorization codes with taint tags at the origin of the incoming SMS messages and propagate the tags 

through the system. Then, we apply security policies at the endpoints where the tainted authorization 

code is being sent out. The evaluation results on real malware samples demonstrate the effectiveness 

of our system, and the introduced performance overhead is low (< 2% on average). 
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