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ABSTRACT  
Nowadays, authentication is one of the important fields in information security. Strong text-based 

password could provide certain degree of security level. However, the fact that, those strong 

passwords are difficult to memorize by the users. Graphical authentication has been proposed as an 

alternative solution to text-based authentication. Many researches shows that humans can remember 

images better than text. In recent years, many networks, computer systems and Internet based 

environments used graphical authentication technique for authentication. But this graphical 

authentication technique has many limitations. CAPTCHA is a programme that protects website 

against bots by generating and grading tests that human can pass but current computer program 

cannot. This paper present a new technology called Captcha as graphical Password (CaRP). CaRP 

combines both CAPTCHA and graphical password scheme. CaRP offers protection against dictionary 

attacks, relay attacks, shoulder surfing attacks. 
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INTRODUCTION  

Graphical password techniques are an alternative to alphanumeric passwords in which users 

click on images to authenticate themselves rather than using alphanumeric strings. Because of 

increasing threats or misuses to networked computer systems there is great need for security 

innovations system. Security practitioners and researchers have made stalk in protecting 

systems and individual users’ digital assets or sensitive data. Users interact with security 

technologies either passively or actively. For passive use, users must have understood ability. 

For active use people must need much more from their security solutions: ease of use, 

memorability, efficiency, effectiveness and satisfaction. 

 

Authentication is the mechanism of determining whether each user should be allowed access 

to a particular system or resource. It is a critical area in the field of security research and 

practice. Alphanumeric passwords are used widely for authentication purpose, but other 

methods are also available, including biometrics and smart cards for authentication. Many 

problems that the users have with alphanumeric passwords which are mainly related to 

memorability of secure passwords or strong password. In an attempt to create more 

memorable passwords that helps the users, graphical password systems have been invented. 

In these systems authentication is based on clicking over images rather than typing 

alphanumeric strings. Several kinds of graphical passwords have been invented. 

 

A graphical password scheme is an authentication system that works by having the user select 

click points from images, in a specific order, which is presented in a graphical user interface 

(GUI) to the user. The graphical-password approach is also called graphical user 
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authentication (GUA).A graphical password is easy to memorize than a text-based password 

for most people. Suppose an minimum of 8-character password is necessary to gain entry into 

a particular computer network. Instead of w8KiJ72c, a user might select images of the earth 

the country of France, a white stucco house with arched doorways and red tiles on the roof 

and so on. 

 

The proposed system introduce a new security primitive based on hard AI problems, namely, 

a novel family of graphical password systems integrating Captcha technology, which called 

as CaRP (Captcha as graphical Passwords). CaRP is both a Captcha and a graphical password 

scheme.A CAPTCHA is a program that protects websites against automated actions by 

generating tests that humans can pass easily but computer programs cannot. The term 

CAPTCHA (for Completely Automated Public Turing Test To Tell Computers and Humans 

Apart) was invent in 2000 by Luis von Ahn, Manuel Blum, Nicholas Hopper and John 

Langford of Carnegie Mellon UniversityCaRP is click-based graphical passwords, where a 

sequence of clicks points on an image is used to create a password. Unlike other click-based 

graphical passwords schemes, images used in CaRP are Captcha challenges, and a new CaRP 

image is generated for every user’s login attempt. CaRP offers protection against online 

dictionary attacks in the field of web application, which have been for long time a major 

security threat for various online web services. CaRP also offers protection against relay 

attacks, an increasing security threat to bypass Captchas protection, where in Captcha 

challenges are easy to humans to solve. CaRP requires solving a Captcha challenge in every 

user’s login. 

 

METHODOLOGY 

A new user initially registers to the system by providing username, email, phone number,  

CaRP password  Text based allow user to enter text based, which is minimum of six[6,7] 

alphanumeric strings. Next level is CaRP where user needs to click correct image specified 

by the system.Each login or registration time the images are displayedin random sequence. 

 

 In CaRP password selection, a set of animal image are stored in the database. On 

registeration these stored animal images are displayed in grid form to the user interface 

randomly. Also the name of the images as in text form shows randomly to each user. Each 

user at registration time need to select the corresponding animal image as per the displayed 

text(name of the animal).This image will be the user CaRP password. 

User need to memorize this selected image for authentication. This correct selection can be 

done only by a human. While the bots feel this as a difficult task. Hence this reduces 

automated attacks made by the attackers. If the selection is right, then user need to select 

click point password. 

 

 Here user need to click some points(three points) on the selected image as their password. 

This scheme is flexible to the user because it allows any image to be used, e.g. natural 

images, paintings, etc. The images could be chosen by the user. The only practical 

requirement is that the image be intricate and rich enough so that many possible click points 

are available.  
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Another flexibility is that do not need artificial predefined click regions with marked 

boundaries. A user’s password consists of any randomly chosen sequence of points in the 

image. Since an tangled image easily has hundreds of memorable points, not many click 

points are needed to make a password hard to guess. For example, with five or six click 

points one can make more passwords than 8-character Unix-style alphanumeric passwords 

over a standard 64-character alphabet. The authentication process involves the user selecting 

several points on picture in a particular order.  

 

When logging in, the user is supposed to click close to the selected click points, within some 

(adjustable) tolerance distance. Here only one image is needed for the user to set their 

password in this level. At authentication time, user need to provide username, email, text 

password, CaRP image password and click points password. If this selction is right, then 

login success. Then the user enter to their own accounts. Each user can store documents to 

their accounts.  

 

The systems provide an option for setting security to the stored documents. For security 

reasons, the system should not store passwords explicitly. User’s text password, click points 

were saved in encrypted format using AES-128 encryption algorithm. Advanced Encryption 

Standard (AES) algorithm is not only for security but also for great speed. The user clicked 

points at the final level of authentication were saved as (x,y) coordinates in the database. 

 
 

CONCLUSION 

Here proposed CaRP, a new protection primitive relying on unsolved hard AI problems. The 

notion of CaRP presents a fresh class of graphical passwords, which adopts a fresh approach 

to stand online estimating attacks: a new CaRP image, which is too a Captcha task, is used 

for every login shot to make trials an online estimating attack computationally individual of 
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each other. A password of CaRP can be start only probabilistically by unthinking online 

guessing attacks counting brute-force attacks, a desired protection property that other 

graphical password systems lack. In addition to proffering protection from online guessing 

attacks, CaRP is also immune to Captcha relay attacks, and, if pooled with dual-view 

technologies. CaRP can also help cut down spam dispatches sent from aNet email facility. 
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