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MESSAGE 

 

 

 

I am ecstatic to learn that the Department of Computer Science and Engineering of National Institute 

of Technical Teachers Training & Research, Chandigarh has taken a timely initiative to address the 

emerging issues on Edge Computing, Internet of Things, Social Computing for smart villages by 

organizing "AICTE Sponsored International Conference on Edge, IoT and Social Computing for 

Digital Villages (ICEISCDV-2021)" scheduled for April 29-30, 2021. This is a timely action by the 

Department to empower the technical community to address the issues pertaining to Atma Nirbhar 

Bharat towards Digital Villages.  

 

I am made to understand that the organizing committee has invited many speakers of International 

repute to make the two-day deliberations in virtual mode more academically rich and research 

oriented. As a Director of the Institute, I extend a warm welcome to all the dignitaries, keynote 

speakers, paper presenters and delegates to the conference. I am sure the conference will provide a 

platform to researchers, professionals, educators and students to share innovative ideas, realistic 

solutions and create networking to explore and provide solutions to the present and emerging 

challenges. 

 

I wish the organizers a grand success and all the participants a fruitful interaction. 

 

Prof. (Dr.) Shyam Sunder Pattnaik 

Director 
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MESSAGE 

  

We are delighted to welcome delegates from India and abroad to the AICTE Sponsored “International 

Conference on Edge, IoT and Social Computing for Digital Villages (ICEISCDV-2021)” to be held 

on April 29-30, 2021 at Department of Computer Science and Engineering of the National Institute of 

Technical Teachers Training & Research (NITTTR), Chandigarh. 

 

Undoubtedly, the technologies like Cloud or Edge Computing, Internet of Things (IoT), Social 

Computing etc. have transformed our society in recent years and the pace of change can only be 

described as disruptive. The challenge here is to adopt these technologies to make our villages digital 

and smart, so that they enjoy better privileges in par with cities. It has the ability to create digital 

awareness of the physical world we live in. It’s a digital pulse made up of data that we can aggregate 

to improve the world around us. The technology itself is progressing and exploring new horizons. The 

conference aims at providing a platform for researchers, engineers, academicians as well as industrial 

professionals from all over the world to present their research results and development activities in the 

areas of communication, computing and networking. This conference provides opportunities for the 

delegates to exchange new ideas and application experiences face- to- face, to establish research 

relations and to find global partners for future collaboration. 

 

It is rightly said, “The strength of the team is each individual member. The strength of each member is 

the team”. We are thankful to all the members of this conference who have worked hard in planning 

and organizing both the technical program and supporting social arrangements. In particular, we 

would like to take this opportunity to express our gratitude towards conference Patron, members of 

Advisory Committee for their wise advice and brilliant suggestions on organizing the conference. 

Also, we would like to thank the Technical Committee and Program Committee for their thorough 

and timely review of the research papers and our Ph.D and M.E students for their constant support. 

We would also like to thank all the sponsors who have supported us in organizing this conference. 

 

We wish all the success. 

 

 

Prof.(Dr.) Maitreyee Dutta                                                                      Prof. (Dr.) K. G. Srinivasa 
Conference Chair                                                                                        Conference Chair 
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MESSAGE 

  

 

We extend our most sincere welcome to all delegates of “International Conference on Edge, IoT and 

Social Computing for Digital Villages (ICEISCDV-2021)” to be organized by the Department of 

Computer Science and Engineering, National Institute of Technical Teachers Training & Research 

(NITTTR), Chandigarh during April 29-30, 2021 in association with AICTE.  

Based on an integrated approach to digital development, the Smart Village model enables accelerated 

impact on multiple Sustainable Development Goals (SDGs) – such as health, commerce, education 

and agriculture – by increasing last-mile access and making sure that the right digital solutions reach 

the people. Internet of Things (IoT), Edge and cloud computing are transforming the physical objects 

that surround us into an ecosystem of information that will enrich the life of people living in these 

digital villages. Researchers have introduced a trusted and dependable solution through the Fog and 

the Mobile Edge Computing to put the services and resources of the cloud closer to users, which 

facilitates the leveraging of available services and resources in the edge networks. We feel highly 

enthusiastic about the conference and hope that we all will get benefit academically through mutual 

collaboration. This International Conference will provide an exposure to the recent advancements and 

innovations that can be used for enriching digital villages.  As the conference is being conducted in an 

online mode, we are certain that we all will connect to discuss how to uplift the villages using these 

latest advances in communication, computing and networking.  

The successful organization of ICEISCDV-2021 requires the talent, dedication and time of many 

volunteers and strong support from sponsors. We thank the paper reviewers, keynote speakers, invited 

speakers, authors and student volunteers.  

We wish the event to be a grand success. 

 
Dr. Mala Kalra             Dr. Rakesh Kumar                                                                    

Conference Coordinator                                                                               Conference Coordinator 
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IoT Based Intelligent Indoor Air Quality Monitoring 

and PM2.5 Prediction 

Jagriti Saini
a
, Maitreyee Dutta

a
, and GonçaloMarques

b 

a
 National Institute of Technical Teachers Training and Research, Chandigarh. India 

(160019) 

jagritis1327@gmail.com (JS); ORCID: 0000-0001-6903-3722 

d_maitreyee@yahoo.co.in (MD); ORCID:0000-0002-2608-6821 

b
Polytechnic of Coimbra, ESTGOH, Rua General Santos Costa, 3400-124 Oliveira do 

Hospital, Portugal. 

goncalosantosmarques@gmail.com (GM); ORCID: 0000-0001-5834-6571 

Abstract: Indoor environment isgreately affected by a variety of pollutants including particle 

pollutants, gaseous pollutants, and chemical pollutants. Particulate matter (especiallyPM10 andPM2.5) 

is one of the leading risk factors for public health and well-being. As people spend 90% of their 

routine time indoors, indoor pollutant concentrations play important role in an exposure. Therefore, 

it is crucial to develop a reliable, responsive, efficient, and affordable system to monitor indoor air 

quality so that people working inside buildings can take preventive measures on time. This 

experimental study discusses the development of an indoor air quality monitoring system using 

Internet of Things that focuses on six major pollutants (PM10, PM2.5, CO2, VOC, Temperature, and 

Humidity) measurement. Furthermore, a prediction system was designed using a Levenberg-

Marquardt Neural Network to get prior details about PM2.5pollutant concentrations in the premises. 

The performance of the system was measured in terms of MSE, RMSE, and R-Value that are 

calculated to be 56.41, 7.58, and 0.7313, respectively.  

Keywords: Indoor air quality, prediction, public health, internet of things,monitoring, 

neural network.  

Introduction 

A number of epidemiological studies conducted in the past report a drastic increase in the 

adverse health effects among populations spending most of their time in the enclosed 

environments[1]. The impact is worse in the buildings close to traffic prone roads and 

industrial areas[2]. Studies reveal that pollutant concentrations can arisein the indoor 

environment due to a variety of sources such as environmental tobacco smoke, domestic 

chemicals, cooking, and furnishings[2], [3]. Therefore, the assessment of indoor air quality 

(IAQ) is crucial to improve public health and well-being in the long run. The most commonly 

found pollutants in the indoor environment are particulate matters (PM), volatile organic 

compounds (VOCs), and gaseous pollutants such as carbon dioxide (CO2), sulfur dioxide 

(S2O), nitrogen oxides (NOX), carbon monoxide (CO),biological pollutants, formaldehyde, 

and secondhand smoke[4]. They are closely related to a variety of critical health effects such 

as respiratory disease, dementia, cardiovascular disease, asthma attacks, cancer, and 

premature death[5], [6]. As per the recent reports, low air quality is responsible for 3.2 

mailto:jagritis1327@gmail.com
mailto:d_maitreyee@yahoo.co.in
mailto:goncalosantosmarques@gmail.com
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million deaths per year worldwide[7]. A potentially large number of cases regarding 

insufficient IAQ levels are found in the developing countries where adequate regulations for 

control of pollutant emissions are still lagging.  

Several researchers have analyzed the impact of PM sources on human health and well-

being[8], [9]. Generally, the concentration of these harmful particles can be 10 times higher 

in the indoor environment as compared to the outdoor, especially in the industrial areas and 

residential apartments located close to the high traffic areas[10]–[12]. Regular IAQ 

monitoring can provide crucial insights intothe pattern of indoor air pollutants[13]. However, 

it is essential to look for a cost-effective, time-saving, and reliable solution to get real-time 

updates about indoor air pollution (IAP) with the help of advanced modelling techniques. The 

Internet of Things (IoT) shows the potential to measure pollutant concentrations from the 

indoor environment on a real-time basis[14]. The wirelessly connected combination of sensor 

networks, microcontrollers, and data storage units can bring insights about pollutant 

concentrations in the indoor environment on the go[15].Furthermore, it is possible to use 

Artificial Intelligence (AI) algorithms to estimate the future conditions of the IAQ in the 

premises[16]. This study focuses on the application of forecasting indoor PM2.5 concentration 

levels with the help of a neural network. The real-time data from the indoor environment is 

measured with the use of the IoT-based monitoring system that measures four different IAQ 

parameters PM10, PM2.5, CO2, VOC, and two crucial thermal comfort parameters temperature 

and humidity. As people spend most of their routine time indoors, this analysis can be truly 

useful to prevent building occupants from worse impacts of poor IAQ[13]. The results of this 

experiment can be more useful for older adults, disabilited people, and children, that are the 

most vulnerable groups and are primarily affected by IAP concentrations[17].  

As IAP is a potential area of concern for researchers around the world.Consequently, several 

research groups have already developed monitoring and prediction systems to get a clear 

understanding of the scenario[18]. Real-time prediction of IAP can guide building occupants 

to take preventive measures, especially in terms of adequate ventilation to avoid serious 

consequences associated withinadequate pollutant concentrations. The powerful combination 

of IoT and AI can provide great insights in this direction to maintain healthy indoor 

environments. Therefore, it is a crucial step toward environmental quality management.   

Materials and Methods 

To measure the real-time concentration of potential indoor air pollutants along with important 

thermal comfort parameters, an IoT based monitoring system was installed in the canteen 

area of the institute. The data was collected from 10
th

July 2019 to 9
th

January 2020 by 

installing the hardware near cooking area of the canteen.  

Hardware development 

The hardware monitoring system for IAQ was designed with the help of three different sensor 

modules. DHT11 sensor was used to collect hourly data on thermal comfort by focusing on 

humidity and temperature parameter. SDS011 laser sensor unit was selectedto measure two 

crucial particle pollutant concentrations: PM10 and PM2.5. Furthermore, a CCS811 sensor unit 

was chosento measure CO2 and VOC parameters from the indoor air environment. All these 
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sensors are available in factory calibrated form.However, relevant reliability tests were 

conducted before deploying them for the real-time monitoring application. The specifications 

of these three sensor units are given in Table 1. 

Table 1. Sensor specificaitons 

Sensor Name Manufacturer Sensor 

Type 

Measured 

IAQ 

Parameter 

Typical Range 

CCS811 

Sensor 

SparkFun Digtial Gas 

Sensor 

eCO2, tVOC 0 ppb to 1187ppb; 

400ppm 

to8192ppm 

SDS011 

Sensor 

Nova Fitness  Laser Dust 

Sensor 

PM10 and 

PM2.5 

0.0-999.9 µg/m3 

DHT11 

Sensor 

Aosong MPN NTC Temperature 

and humidity 

0°C to 50°C; 20% 

to 90% 

For the real-time measurement in the indoor area, the sensor units were connected to the 

Arduino Uno microcontroller. The system was set to record four readings per hour, and the 

data was sent to the ThingSpeak environment wirelessly with the help of the ESP8266 

gateway unit. The framework of the IoT based monitoring system was presented in Figure 1.  

 
Figure 1. The architecture of IAQ monitoring system 

Data Preprocessing 

The real-time IAQ monitoring system was installed in the canteen area by using a direct 

connection from the mains power supply. Therefore, data collection was greatly affected by a 

variety of conditions such as power shut down and system failures. Such failures lead to 

missing data values, and they can cause undesired variations in the prediction system 

performance if fed as it is. The authors used data imputation method to deal with this problem 

where all the missing values of all six measured parameters were first marked as zeros in the 

entire dataset. In the next step, those zeros were replaced with the mean value of the 

respective IAQ parameter. After this initial cleaning, a statistical analysis was applied to the 

dataset containing 17819 values to obtain a clear understanding of distribution. The statistical 

information is presented in Table 2. It shows that PM2.5 and PM10paremeters are highly 
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correlated; therefore, authors eliminated PM10 from training data to avoid the overfitting 

problem.  

Table 2: Statistical analysis of the monitored dataset 

Paramete

r 

Min Mean Max Mediu

m 

STD Unit 

PM2.5 0.5 13.3 85.2  8.7 11.5 µg/m
3
 

PM10 0.5 14.3 89.2 9.6 12.0 µg/m
3
 

VOC 0.062 0.098 0.590 0.065 0.067 ppb 

CO2 381 834 2626 641 476 ppm 

Temperatu

re 

19.42 23.69 27.96 23.52 2.00 ºC 

Humidity 31.44 42.17 72.09 41.21 4.53 % 

Prediction system design 

The PM2.5 prediction system was designed using a robust neural network fitting method with 

the help of the Levenberg-Marquardt Algorithm (LMA). It is a damped least-squares 

technique that works specifically with a loss function that ultimately takes the form of sum 

squared errors[19]. This algorithm makes use of gradient vector along withJacobian matrix 

without calculating the exact Hessian matrix. LMA is also known as a popular trust-region 

algorithm that works for identifying the minimum of a specific linear or non-linear function 

over the pre-defined space of essential parameters. Like most other numerical techniques, the 

LMA can be sensitive to initial parameters. However, as this method is tailored for the sum of 

squared error functions, it is observed to be very fast. This method is usually a more reliable 

choice for small datasets[19], [20].  

To design the proposed prediction system, the authors usedMATLAB R2020a software. The 

PM2.5parameter was considered as a target variable whereas the remaining four parameters 

(temperature, humidity,CO2, and VOC) were used as input features after eliminating PM10. 

The dataset containing 17819 samples was divided into three parts where 70% (12473 

samples) were used as a training dataset, 15% (2673 samples) were used as the validation set, 

and the remaining 15% (2673 samples) were used as a testing set. As per the four input 

parameters, the number of neurons at the input layer was four, the hidden layer size was 10, 

and the trainFcn used for this model was „trainlm‟ which denotes LMA. The stages of the 

prediction system werepresented in Figure 2.  
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Figure 2. Stages of the PM2.5 prediction system 

Results and Discussions 

This section focuses on performance analysis of the proposed PM2.5prediction system based 

on IoT and AI algorithms.The proposed neural network architecture is presented in Figure 

3.Theneural network includes 10 hidden layers for the best performance. 

 

Figure 3. Structure of the neural network model for the PM2.5 prediction system. 

The performance of the proposed system was measured in terms of mean square error (MSE), 

root mean square error (RMSE), and R-Value with values equal to 56.41, 7.58, and 0.7313, 

respectively. The best training performance for train and test data in terms of R-value is given 

in Figure 4.  

 

Figure 4: Prediction system performance on training and test dataset 

Currently, several methods have been proposed for PM2.5 prediction. The authors of [21] and 

[22] have used a Radial Basis Function Network (RBFN)along with Feed Forward Neural 

Netork (FFNN) to predict PM2.5 concentrations.The prediction system performance was 

further compared with some existing IAQ prediction systems in the literature. The analysis is 

shown in Table 3.  
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Table 3: Comparison between existing IAQ prediction systems and proposed system 

Ref Prediction Algorithm RMSE 

[21] Radial Basis Function Network 173.60 

[22] Feed Forward Neural Network 18.4 

Proposed 

System 

Artificial neural network trained with the Levenberg-

Marquardt  

7.58 

The proposed method presents better performance in terms of RMSE than similar studies 

available in the litarure. However, the proposed results need to be improved for enhanced 

accuracy. This can be related with relevant factors concerning the neural network architecture 

and parametrization. Consequently, future work will focus on the testing of recurrent neural 

networks (RNN) such as Long short-term memory (LSTM) and Neuro-Fuzzy approachesto 

improve PM prediction performance. 

Conclusion 

This paper presents information about the development of an IAQ monitoring and prediction 

system. The hardware for the real-time monitoring of indoor air pollutants was developed 

using an IoT sensor network, whereas LMA based neural network was used for forecasting of 

PM2.5 concentration. The four input parameters used for model training were CO2, VOC, 

temperature, and humidity; whereas the PM2.5 was considered as a target variable. System 

performance was measured in terms of three different parameters as MSE = 56.41; RMSE = 

7.58; and R-Value = 0.7313.  

This system is predicting only PM2.5 concentration levels.However, in the future, the authors 

are planning to work on the forecasting of other relevant parameters as well. The prediction 

algorithm can be also optimized to reduce the error rate of the system while improving 

overall prediction performance. Other than this, the proposed model can be extended to the 

real-time measurements and forecasting applications with a stand-alone module that can send 

pollutant concentration updates via mobile application. Thistype of system can help improve 

building health while ensuring enhanced public health and well-being.  
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Abstract. The corona virus (COVID-19) has caused a major disease outbreak around the world. This 

disease is having a serious impact on life and health of people. To detect the infected patients in early 

and provide them special care is the one of the main steps for fighting against COVID-19. Hence, in 

this paper, Deep Learning Based hybrid approach (DLBHA) is designed to classify the COVID-19 

and non COVID-19 cases. The proposed classifier combines the Convolutional Neural Network 

(CNN) and Atom Search Algorithm (ASA). The ASA is utilized for the optimal selection of CNN hyper 

parameters. The proposed classifier is tested with Computed Tomography (CT) images which can be 

categorized into two classes COVID-19 and non COVID-19. The collected images are enhanced and 

noise is removed by applying Contrast Limited Adaptive Histogram Equalization (CLAHE) method. 

DCNN is used for extracting features and for performing classification. The performance is evaluated 

based on accuracy, precision, recall, F1-score and Matthew’s correlation coefficient. To validate the 

proposed DLBHA methodology, it is compared with Artificial Neural Network (ANN), Support Vector 

Machine (SVM) and k-Nearest Neighbour (kNN). The proposed DLBHA method achieves 95% accu-

racy in predicting COVID-19 and non COVID-19 cases.  

Keywords: COVID-19, deep learning, convolutional neural network, CT images, Atom 

search algorithm.  

1 Introduction 

In the past couple of months, COVID-19, a contagious disease quickly spread around the 

globe. It is caused due to SARS n-CoV2 (severe acute respiratory syndrome novel coronavi-

rus-2). [1].This virus infection is transmitted from the patient through the airborne droplets 

while sneezing and coughing [2]. When a person comes in contact of an infected person di-

rectly or indirectly, becomes infected. Some patients may experience nasal congestion, pain, 

fatigue, and loss of taste. Sore throat, difficulty in breathing, cough, fever are the common 

symptoms of this ailment. The time duration can be 14 days for the identification of the infec-

tion and the first signs of symptoms [3]. The epidemic has spread worldwide, and the total 

numbers of reported cases, deaths around globe has exceeded 36 million and 1,000,000 conse-

quently. The COVID-19 pandemic, since it began has endangered the lives of human and has 

been a disastrous disease [4].  

An early diagnosis of the disease is essential in order to diminish the burden on the health 

care systems. Much of the efforts have focused on enhancing automated solutions to assist 

healthcare professionals with early disease detection based on medical imaging [5]. Deep 

mailto:malakalra@nitttrchd.ac.in
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learning, a research field of AI which enables to achieve promising results without the manual 

feature extraction by input data.  

Deep learning technique has been applied to solve many problems for example lung seg-

mentation, fundus image segmentation, brain disease, skin cancer, breast cancer detection, 

pneumonia detection and arrhythmia detection from the chest X-ray images. Providing any 

hospital with qualified doctors is a challenging one when there are less number of radiologists. 

Hence, accurate, fast and simple artificial intelligence models can help in solving the problem 

and also ensuring timely patient care [6]. The most common method for detecting COVID-19 

is real-time polymerase chain reaction (RT-PCR). RT-PCR kits are expensive and take six to 

nine hours to check infection. Because of lower sensitivity, it gives high false-negative results. 

To resolve this issue, radiological imaging techniques can be used to detect and diagnose 

COVID-19 from chest x-rays and computed tomography (CT).Computed tomography is con-

sidered sensitive method for detecting COVID-19 pneumonia. 

This work suggests deep learning method for predicting COVID-19 cases from CT images. 

To improve the classification accuracy, CLAHE based segmentation is applied to CT images 

before training.Data augmentation technique is used toincrease number of segmented imagesto 

obtain various data [7].The proposed system implements a DLBHA and ASA algorithm to 

predict the cases for COVID/ Non COVID. The remaining paper is organised as follows. Sec-

tion 2 briefs Literature review. Section 3 elaborates proposed DLBHA methodology along 

with detailed description of CNN and ASA algorithms. Section 4 consists of performance 

evaluation of the proposed DLBHA method. Section 5 concludes the paper.  

2 Literature Review 

Many researchers are attempting to develop an efficient method for diagnosing COVID-19. 

Some of the methods are reviewed in this section.   

Ismael et al. [8] have presented fine-tuning of pre-trained CNNs and the CNN model was 

developed to identify COVID -19 and healthy chest x-rays . The pretrained depth CNN mod-

els such as VGG16, VGG19, ResNet18, ResNet50 and ResNet101 were utilised for in-depth 

feature extraction.  

Amyar et al. [9] have presented multi-task learning approach to detect COVID-19 from CT 

images and segment the regions of interest simultaneously. To determine the severity of 

pneumonia and to monitor patients segmented lesions were used. Deep learning multitasking 

to collaboratively identify a COVID-19 patient and also section a COVID-19 lesion take from 

chest images. With different datasets there are three learning tasks such as classification, 

segmentation and reconstruction are performed.  

 Panwar et al. [10] have proposed a deep transfer learning algorithm that speeds up identifi-

cation of COVID-19 cases utilizing computed tomography chest’s and x-ray scanned images. 

This is because with COVID-19, the chest x-ray provides vital information to detect sus-

pected cases of COVID-19. Three datasets have been considered: i) chest x-ray (pneumonia), 

ii) SARS-COV-2 CT scan, iii) COVID chest x-ray. As per their experimental   results, detec-

tion of positive result can be achieved in less than or equal to 2 seconds.  



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

11 | P a g e  

ISBN: 978-93-87793-92-7 

Abraham et al. [11] have proposed the Multi-CNN technique, a combined form of multiple 

pre-trained CNNs, the automatic identification of a COVID-19 on x-rays. This method used 

to combine the characteristics of multiple CNNs which are extracted with a screening method 

Bayesnet Predictor, and CFS for COVID-19. This method has been examined on two or more 

publicly available datasets and also gave achieved results from both datasets.  

Silva et al. [12] have provided voting-based approach to detect COVID-19. In this ap-

proach, patient images were divided into groups in the system of voting. The approach was 

examined using the two largest data sets of the COVID-19 CT scan. 

Sina F. Ardabili et al. [13] have proposed a relative analysis of soft computing and machine 

learning for COVID-19 cases prediction as a change to SIR and SEIR models. Multilayer 

perceptron with an adaptive network-based fuzzy inference system presented better outcome 

among other machine learning techniques. 

Varela-Santos et al. [14] have proposed a series of supervised learning model experiments 

to accurately classify datasets composed of medical images of patients with COVID-19 and 

several other images associated with lung diseases. This work can be aimed at neural network 

models by classification process of high accuracy rate prediction.  

3 Proposed Methodology 

Many researchers have been carried out to diagnose COVID-19 but still there is lack of accu-

racy [15].This paper proposes a hybrid technique to predict the affected and non-affected 

COVID-19 cases by using images. The proposed DLBHA method is combines DCNN and 

ASA.Figure 1 depicts the proposed DLBHA prediction model.In the proposed DLBHA me-

thodology, input CT images of the COVID-19 affected and non-affected patients are taken 

consisting of unwanted noise. The noise may reduce the prediction accuracy of the whole 

system. Hence, Contrast Limited Adaptive Histogram Equalization (CLAHE) method is used 

to enhance the quality of image by reducing the noise present in it. DCNN is then used to 

predict the COVID-19 cases. The DCNN parameters are optimized using ASA algorithm 

which optimally selects a hyper parameter of DCNN. The optimal design of hybrid DCNN is 

used for prediction purpose. 

COVID-19

Non-COVID-19

COVID-19

Non-COVID 19

Atom Search 

Algorithm

 CNN
Enhanced image

Histogram image

Hybrid Deep CNN

CLAHE Pre-processing

Classification

Input images

 
Fig. 1.Block diagram of the proposed DLBHAprediction model 

 

3.1. Dataset Used 

The dataset is collected from an open source [16] which consists of images of affected and 

non-affected cases of COVID-19 as CT images and X-ray images. In this work, the CT im-
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ages are considered to evaluate the proposed DLBHA methodology. These images are gener-

ated by using various augmentation methods. The total CT images are 8055 images which 

contains 2628 images of Non-COVID-19 and 5427 images of COVID-19. 80% of data is 

used to train the proposed classifier and remaining 20% is used to test the proposed classifier. 

3.2. Pre-processing Stage 

Initially, in this stage input image which may be containing the noise, is enhanced by 

CLAHE. Adaptive histogram equalization (AHE) is a frequent approach for enhancing the 

image contrast. The contrast of each region is enhanced and also the equalization for small 

regions in the image is calculated with AHE. Edges and local contrast in each part of the im-

age are improved by adjusting the local distribution of pixel intensity instead of the overall 

information content of the image [17]. However, AHE can exaggerate the level of noise com-

ponent in the image.  To overcome this issue, CLAHE uses the same approach as AHE, but 

the amount of contrast enhancement that is produced in the selected area is limited by a thre-

shold / parameter. Therefore, the images look more natural than the images produced by 

AHE. The histogram alignment procedure is applied to the images, but AHE is found to satu-

rate different areas of the x-ray images. CLAHE techniques does not face such problems. 

Therefore, CLAHE is used instead of AHE for the x-ray pre-processing. Before any tech-

nique is applied, the pixel intensity images are converted to greyscale.  

The COVID-19 CT histogram image would show the pixel distribution of the selected im-

age. While redistributing CT histogram image from the COVID-19, the difference type of CT 

image would be enhanced. The Histogram equation is the graphical display for the gray level 

in the original COVID-19 CT image, in the pixel gray value’s dynamic range is enlarged. 

Therefore, this can enhance the contrast of the image. The grayscale range of COVID-19 CT 

image is, including a gray level of m. The kth gray level probability is𝑝𝑟 𝑟𝑘 =  
𝑛𝑘

𝑛
, here, 

𝑘 = 0,1,2, … , 𝑚 − 1 and 𝑟𝑘  – kth gray scale and 𝑇 𝑟𝑘  denotes CDF (Cumulative Distribu-

tion Function) which can be shown as, 

𝑔 =  𝑇 𝑟𝑘 =   𝑝𝑟 𝑟𝑗  

𝑘

𝑗=0

                         (1) 

Here, 0 ≤ 𝑔 ≤ 10. Global histogram equalization is working with the whole image of 

COVID-19 as an image block. Because gray-scale variations are in various parts of the image 

are different. The local changes in the COVID-19 CT image are neglected when using a 

global histogram. The COVID-19 CT Image Segment Equation has an Adaptive Histogram 

Equation (AHE) algorithm that unites global histogram equation benefits that takes into re-

cognizing account local variations. Firstly, The COVID-19 CT images are divided into many 

smaller parts in this algorithm. Then for every smaller area, the CDF and histogram of the 

COVID-19 CT images are calculated. At last in every smaller area HE is presented on the 

pixel. Perversely, AHE leads to over-amplify sound in the COVID-19 CT image's relatively 

uniform sections. The CLAHE method has been proposed to solve this problem. It has two 

main features called i) A method to prevent excessive enhancement of noise and so the histo-

grams distributed is controlled, and ii) To accelerate the equalization of the histogram, inter-

polations are used. The CLAHE steps are presented follows,  
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Step 1:  The input COVID-19 CT images are split into non-overlapping and continuous re-

gions. Usually, region size is set to 8 × 8. 

Step 2: Every region histogram is obtained and then to clip the histogram the threshold is 

utilized. The CLAHE algorithm accomplishes the limiting magnification goal through clip-

ping image histogram by predefined threshold value already estimating in CDF. It further 

controls the conversion function slope. 

Step 3: The pixels values are reassigned and the clipped pixel values are evenly distributed 

under the histogram.  

Step 4: Perform local histogram equation in all areas 

Step 5: For pixel value regeneration, the linear interpolation is used. Assume P is the grey 

value of s to the sample point. Then 𝑠′  is the later linear interpolation grey value. 

𝑝1,𝑝2,, 𝑝3,𝑎𝑛𝑑𝑝4, are the sample points in surrounding regions and  

𝑔𝑝1 𝑠 , 𝑔𝑝2 𝑠 , 𝑔𝑝3 𝑠 , 𝑎𝑛𝑑𝑔𝑝4 𝑠  are the gray-mappings for 𝑠 .The pixels are placed on the 

edges and a novel gray value has equivalent to gray-level mapping for s in that area. For in-

stance,  

    𝑠′ = 𝑔𝑝1 𝑠                                                      (2) 

For the edges of pixels, the two models of gray-level map of s of the surrounding area in-

terpolation is the new gray value are shown in the following equation 

𝑠′ =  1−∝ 𝑔𝑝1 𝑠 + ∝ 𝑔𝑝2 𝑠            (3) 

For the COVID-19 CT image pixels, the new gray-scale value is the s-map gray-scale in-

terpolation for the four environment models as computed in equation (4). 

𝑠′ =  1 − 𝛽   1−∝ 𝑔𝑝1 𝑠 + ∝ 𝑔𝑝2 𝑠  +  𝛽  1−∝ 𝑔𝑝3 𝑠 + ∝ 𝑔𝑝4 𝑠               (4) 

Here 𝛼 and 𝛽are normalized distance with respect to point 𝑝1. So, the CLAHE method is 

used to enhance the image by reducing noises. Once image is enhanced, it is used for predic-

tion purpose. So, the enhanced images are sent to the hybrid DCNN which provide the effi-

cient prediction of COVID-19 affected and non- affected cases.  

 

3.3. Classification Stage  

The detail description of DCNN and ASA and combined proposed classifier is summarized 

in this section.  

 

3.3.1. Deep Convolutional Neural Network 

Convolutional, pooling, and fully connected (FC) layers are the layers included in DCNN. 

The DCNN architecture is illustrated in Figure 2. 

In this process of DCNN, Relu activation function is used as a model of this system. The 

DCNN consists of following procedure for image processing [18]. Initially the input layers 

are used as the whole input of CNN and it represents the COVID-19-pixel matrix image. 

Through the low-level features input, the abstract features are learnt by the High-level convo-

lutional layer. The main task of Convolutional layer is to detect local features from the input 

image. Convolutional layer applies filter to an input image for creating feature map to detect 

features in the input images of COVID-19.The next layer is pooling layer which reduces the 

computational complexity by decreasing the data COVID-19 image. The output given by the 

final pooling or convolutional layer, can be flattened and fed into the fully connected layer to 
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perform the same mathematical operation as ANN. Then input from the other fully connected 

layers is flattened and sent so as to transform the output into number of classes as desired by 

the network by using the classification Relu activation function.  

The Convolutional layer includes a set of kernels to define the tensor of the feature maps. The 

dimensions of the output volume are integers as the kernels fold the overall input into 

“stride(s)”. When the striding process is executed with the convolutional layer then the input 

volume dimensions get decreased. To maintain an input value for low level features and also 

sustain the input value within zeros, there is a requirement of zero padding. The convolution-

al layer operation is given as,  

Y  i, j =   P ∗ R  i, j =  ∑∑P i + m, j + n R(m, n)                   (5)  

Where, P is the input matrix, R refers to size m × n of a 2D filter, and Y represents feature 

map output of a 2D. The convolutional layer operation is meant by P*R. Next the convolu-

tional layer is also called as the pooling layer, when the number of parameters is to be re-

duced so that in the given input dimension down sampling is carried out by the polling layer. 

The Max pooling is one of the general methods in which the maximum value is produced in 

the input field. Finally, based on the features acquired from both the pooling layer and the 

convolutional layer, the decision is made with the FC layer which is used as a classifier.  

Input images

COVID-19

Non-COVID-19

Conv Layer 

2

Pooling 

Layer 1

Conv Layer 

1

pooling 

Layer 2

Conv Layer 

3
Pooling 

Layer 3

Fully connected 

layer

Output layer

0

1

ClassifierFeature Extractor

DCNN

Relu activation function

 
Fig. 2.Schematic structure of DCNN [18] 

 

3.3.2. Atom Search Algorithm (ASA) 

This section presents an optimization algorithm called ASA which is based on molecular dy-

namics. Matter is made up of molecules. Atoms have volume and mass. To form molecules 

the atoms are linked by covalent bonds. According to the various distances between the 

atoms, the forces of interaction between atoms are represented as repulsion or attraction. As 

the distance in the region of repulsive gets decreases, the forces of repulsion between the 

atoms increases. When there is increase in distance, somewhat in the zone of attraction, the 

forces of attraction reach a maximum. As the distance increases, the attraction force mod-

erately decreases to zero [19]. When two atoms are at equilibrium distance, the interaction 

force reaches in between point of zero. The atomic forces and molecules, must take into ac-

count the influence of geometric constraints and internal movements of atoms. The con-

strained atomic motion equation is given below: 

𝑋𝑖 +  𝑌𝑖 =  𝑚𝑖𝑎𝑖                                         (6) 
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where the interaction’s resultant force on atom i is 𝑋𝑖  , the subsequent force of the constric-

tive force on atom i is 𝑌𝑖 , 𝑚𝑖  refers as the mass, and 𝑎𝑖  refers to acceleration in atom i.  

Every atom has represented the possible research result in ASO. The quality of a possible 

solution is represented by the mass of an atom. The better solution gives the greater atomic 

mass and vice versa. All atoms in the population are attracted and repelled depending on their 

distance from each other, forcing on the light atoms forward towards heavy atoms. The heavy 

atoms consume less acceleration that allows to make great use of resident space. The Light 

atoms consume a higher acceleration that allows to explore larger quantity of investigation 

space.   

In ASO, set of first K atoms is the known as Kbest, which have the best fitness values in 

atomic population. The suitable value of DCNN has been mathematically formulated which 

is given below, 

𝐹𝐹 = 𝑀𝑖𝑛 Xa                    (7) 

The set is known as the K-nearest neighbour for the atom i. Then the atom i should com-

municate as much as possible with the K-nearest neighbours to strengthen the search at the 

very beginning of the iteration. The atom i should communicate as little as possible with 

neighbour K in order to improve usability at a later stage of the iteration. Therefore, the num-

ber of iterations gets increased when K decreases. The value K can be evaluated, while the 

total number of iterations is T,  

K s = Q −  Q − 2  ×   
s

T
                                         (8)  

A series of random solutions are generated when the ASO starts the optimization. The 

speed and position of atoms are updated with each iteration, and also the best atom position 

found is updated with each iteration. Additionally, the acceleration of an atom consists of two 

parts. The first is, the potential L-J generates a force of interaction which is the vector sum of 

the attraction and repulsion of other atoms. The second factor is the strength of the stress by 

the bond length potential, which is the difference of position weighted between every atom 

and the best atom. Until the shutdown criterion is met, all the calculations and the updates are 

performed. Finally, the best atom’s fitness value and the position were returned as an approx-

imation of the overall optimum. The ASA is used to select optimal DCNN hyper parameters 

which enhances the COVID-19 prediction model’s classification accuracy.   

 

3.3.3. Hybrid DCNN system model 

In this research, hybrid DCNN is utilized to detect the affected and non-affected cases of 

COVID-19. In the DCNN, the main issue is computing satisfying CNN network design 

which encoded by some set of hyper parameters [20] [21]. In hybrid DCNN, the ASA is used 

for the optimal selection of hyper parameters in DCNN such as the number of kernels, num-

ber of convolutional layers with their size, and also measured the number of fully connected 

layers with their size. The hyper parameter set of DCNN is formulated as follows, 

ℋ =  hc , hf , hk                                        (9) 

Where, ℋ can be described as hyper parameter sets, 𝑐  is described as convolutional layer 

parameters, 𝑓  is described as fully connected layer parameters and 𝑘  is described as kernel 

parameters. The mentioned three hyper parameters are optimally selected with the help of 
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ASA algorithm. The parameter selection is achieved by reducing the error which related to 

COVID-19 prediction. The error rate of hybrid DCNN is mathematically formulated as fol-

lows,  

Xa =
1

1 +  erra ′
      (10) 

Where, 𝑒𝑟𝑟𝑎  can be described as dataset classification error. The classification error is re-

duced with the help of ASA. To achieve best distinction among various system control para-

meters, the ASA is utilized. The control parameter is DCNN parameters. Based on the classi-

fication error rate, the optimal hyper parameter is selected. The complete parameter selection 

with ASA is illustrated in Figure 3. 

Update atoms positions

Select optimal CNN hyper 

parameter

Save the result

Initial population

Calculate atoms mass

Determine K neighbors for each atom

Calculate the atoms acceleration

Update atoms 
velocity

Calculate the constraint force and interaction 
force

start

end

Yes

No
Max iteration

 reached ?

Fitness evaluvation 

FF=Min(Xa)

 
Fig. 3.ASA flow chart to select optimal hyper parameters of DCNN 

 

Initially, atom population, velocity and CNN hyper parameters are randomly selected. Addi-

tionally, ASA implementation parameters are initialized with number of iterations and epoch. 

The fitness function of ASA is fixed as error rate in classification stage. Based on random 

populations, the error rate is computed and further reduce the error rate by adjusting the CNN 

hyper parameters. 

4 Performance Evaluation 

To identify the affected and non-affected cases of COVID-19, the proposed DLBHA tech-

nique has been utilized. The suggested method is implemented in python and its performance 

is evaluated using five statistical measurements of F1_score, accuracy, Matthews’s correla-

tion coefficient, recall and precision are analysed. To validate the proposed DLBHA metho-

dology, it is compared with earlier developed methods namely ANN, kNN and SVM. Table 1 

shows parameter settings for the proposed DLBHA method.  
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Table 1.Parameter settings for the proposed DLBHA method 

S.N

o 

Me-

thod 

Description Parame-

ters 

Activation 

Function 

1  

 

 

DCN

N 

Model Sequen-

tial 

Relu 

2 Convolutional 

2D 

32,32,3 Relu 

3 Max pooling 

2D 

2 Relu 

4 Convolutional 

2D 

[64, [3,3] Relu 

5 Max pooling 

2D 

[2,2] Relu 

6 Convolutional 

2D 

[64, [3,3] Relu 

7 Epoch 200 Relu 

8  

ASO 

Iteration 100 - 

9 Population 50 - 

10 Multiple 

Weight 

0.5 - 

11 Depth Weight 10 - 

 

 

Confusion Matrix 

The confusion matrix is used for validation of the proposed DLBHA methodology in 

COVID-19 prediction. The confusion matrix is used to compute different statistical mea-

surements: accuracy, recall, precision, F1_score and Mathews correlation coefficient. In the 

confusion matrix, False Positive (FP) result in which the system incorrectly forecasts for the 

positive class. Likewise, True Positive (TP) result in which the system correctly forecasts for 

the positive class. Then the False Negative (FN) result in which the system incorrectly fore-

casts for the negative class. Similarly, True Negative (TN) result in which the system correct-

ly forecasts for the negative class. The confusion matrix represents the non-affected and af-

fected cases of COVID-19 with 0 and 1 classes.  

Table 2. Analysis of confusion matrix prediction model 

Predicted values Actual Values 

COVID Positive 

(1) 

COVID Negative 

(0) 

COVID Positive 

(1) 

TP (68) FP (7) 

COVID Negative 

(0) 

FN (2) TN (123) 
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Performance Metrics 

Accuracy 

It is computed as the ratio of correctly predicted COVID-19 cases to total number of samples 

using equation (10).  

Accuray =  
TP + TN 

TP + TN + FP + FN
                 (10) 

F1-Score 

F1 measure can be defined as measurement of both recall and precision. So, it is an average 

measure of both recall and precision. The F1 measure can be computed based on below equa-

tion, 

F1 Score =  
2 ∗ TP

2 ∗ TP + FP + FN
             (11) 

Matthews’s correlation coefficient 

It is a more reliable statistical rate that makes a peak score, and the prediction that is obtained 

is of better outcomes in all of the confusion matrix such as true positive (TP), true negative 

(TN), false positive (FP), and false negative (FN).   

MCC =  
TP × TN − FP × FN 

  TP + FP  TP + FN  TN + FP (TN + FN)
           (12) 

Precision 

Precision is computed as number of correctly detected COVID-19 cases from the whole sam-

ples. The estimate of the precision is given by,  

Precision =  
TP

TP + FP
           (13) 

Recall 

Recall is computed as the number of COVID-19 positive cases detected correctly from the 

whole sample. It is computed by below equation, 

Recall =  
TP

TP + FN
          (14) 

 

Input Image 

 

Enhanced Im-

age 

 

Histogram Equalization for 

Image 

Fig. 4.Analysis of CLAHE pre-processing images 
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(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

Fig. 5.Statistical measurements of proposed DLBHA method (a) Accuracy, (b) Precision, 

(c) Recall, (d) F1-Score and (e) Matthew’s correlation coefficient 

 

After the completion of pre-processing, the representation of the input image, enhanced im-

age and Histogram equalization of image is shown in Figure 4. Further, the enhanced image 

is used to classify the COVID-19 classes. Once pre-processing stage is completed, it is fed to 

proposed classifier. The proposed classifier is used to classify the affected and non-affected 

COVID-19 cases. This work is done in two stages, testing stage and the training stage. To 

validate the performance of our suggested method, this section presents testing and training 

outcomes with respect to statistical measurements of Matthews’s correlation coefficient, re-

call, accuracy, F1-Score, and precision with Epoch. For analysing the proposed DLBHA me-

thodology, we have considered the epoch values from 35 to 210.From Figure 5(a), the pro-

posed DLBHA methodology attained highest accuracy as 95% at 210 epoch and lowest accu-

racy of 84.5% at 0 in training stage. For testing stage, highest accuracy is 95% at 210 epoch 

and lowest accuracy is 87% at 0 epoch. In Figure 5(b), the proposed DLBHA methodology is 

attaining highest precision of 95% at 210 epoch and lowest precision of 82.3% at 0 in training 

stage. For testing stage, highest precision is 95% at 210 epoch and lowest precision is 84.2% 

at 0 epoch. Figure 5(c) represents high and low recall value of the proposed DLBHA metho-

dology such as for training stage highest recall value is 98% at 210 epoch and lowest recall 

value is 86% at 0 epoch. Likewise, for testing stage highest recall value is 98% at 210 epoch 

and lowest recall value is 84% at 0 epoch. Then from Figure 5(d), the proposed DLBHA me-

thodology is attaining highest F1-Score is 97% at 210 epoch and lowest F1-Score is 80.5% at 

0 epoch in training stage. Similarly, for testing stage, highest F1-Score is 97% at 210 epoch 

and lowest F1-Score is 82% at 0 epoch. Figure 5(e) describes highest Matthew’s correlation 

coefficient is  90 % at 210 epoch and lowest Matthews correlation coefficient is 78% at 0 

epoch in training stage. Similarly, for testing stage, highest Matthew’s correlation coefficient 

is 90% at 210 epoch and lowest Matthew’s correlation coefficient is 75.2% at 0 epoch. 
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Fig. 6. Comparison analysis of accuracy 

 

From Figure 6, it is clear that DLBHA has achieved higher accuracy than ANN, KNN, and 

SVM. The accuracy values of DLBHA, ANN, KNN, and SVM are 95%, 88%, 81% and 80% 

respectively. Figure 7 shows that DLBHA has achieved higher Matthew’s correlation coeffi-

cient than ANN, KNN, and SVM. The Matthew’s correlation coefficient values of DLBHA, 

ANN, KNN, and SVM are 90%, 85%, 83% and 80% respectively. From Figure 8, it is ob-

served that DLBHA has achieved higher precision values than ANN, KNN, and SVM. The 

precision values of DLBHA, ANN, KNN, and SVM are 95%, 92%, 90% and 89% respective-

ly. From Figure 9, it is clear that DLBHA has achieved higher recall values than ANN, KNN, 

and SVM. The recall values of DLBHA, ANN, KNN, and SVM are 98%, 91%, 89% and 

86% respectively. Figure 10, depicts that DLBHA has achieved higher F1-Score values than 

ANN, KNN, and SVM. The F1-Score values of DLBHA, ANN, KNN, and SVM are 97%, 

92%, 89% and 88% respectively.  

 

 
Fig.7. Comparison analysis of Mat-

thews correlation coefficient 
 

Fig.8. Comparison analysis of 

Precision 
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 Fig. 9. Comparison analysis of recall 

 

 

 
Fig.10.Comparison analysis of F1-

Score 

5 Conclusion 

In this research, a DLBHA technique has been implemented to classify and predict the af-

fected and non-affected cases of COVID-19.The classifier has been tested with CT image 

dataset. From the collected dataset, 80% dataset is used to train the proposed classifier and 

remaining 20% of data is used to test the proposed classifier. To enhance the collected data 

images, the CLAHE method has been utilized. The ASA is used to select the optimal DCNN 

hyper parameters to improve its performance. The ASA selects the optimal parameters of 

CNN such as convolution layer with its size, FC layer with size and kernel layer with size. 

The proposed DLBHA method has been compared with ANN, kNN, and SVM classifiers to 

validate its performance.DLBHA method has achieved 95% of accuracy in the classification 

process. In the future we will consider more number of images to improve accuracy of 

COVID-19 prediction. 
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Abstract. Since the beginning of civilization, human beings have tried to manipulate and engineer the 

environment to produce enough food for a rapidly growing population which further led to the foun-

dation of the relationship between modern human beings and environment. Farm automation is often 

called “smart farming” is the technology that fashions our modern farms more efficiently and it au-

tomates our crop production cycles by decreasing the human intervention. Automation is also trans-

forming Indian agricultural scenario. It not only improves yield of farmers but the cost of production 

also goes down in comparison to traditional farming. In due process, the domain is transformed from 

being labour intensive and static to intelligent and dynamic automated systems, in which agricultural 

systems give higher yield with less human intervention and effort. In this paper, we propose an auto-

mated irrigation system for Vertical Farming which is capable of monitoring and maintaining the 

desired soil moisture content for a particular crop using an automatic irrigation system. Microchip 

ATMEGA328P is used on the Arduino Uno microcontroller platform for automatic irrigation sys-

tems. We have used soil moisture sensor, which triggers the irrigation mechanism on requirement. 

This process allows the system to maintain required quantities of moisture content which avoids 

over/under watering to the crop. IoT is implemented using the IOT Cloud Network to keep the user 

updated with real time status of the crop on the basis of collected sensor data. Information from vari-

ous sensors is regularly fed to the IOT Cloud network via wi-fi network and can be used to collect 

data logs and contribute to Big Data linked with crop parameters for future analysis. 

Keywords:Vertical Farming, IoT, Smart Irrigation System, Farm Automation, Microcontroller, 

Arduino Uno, IOT Cloud. 

1 Introduction 

The efficient and proper use of water resources for irrigation is of high importance in a na-

tion where a prominent part of the population is dependent upon agriculture for living. The 

changes in environment affect the farming sector too, and the farmers have to change and 

adapt practices in accordance with environmental changes due to pressure from governments 

and other interested parties. Since the water resources are depleting day by day, an efficient 

irrigation system is the need of the hour which would help in saving water. Many Information 

& Technology companies and R&D groups are working on robotic solutions to develop auto-

nomous drones, autonomous farm vehicles such as robotic harvesters, autonomous tractors, 

automatic irrigation setups and seeding robots. Although these technologies are fairly expen-

sive and new, yet farmers are keen to adopt these technologies to improve their yield and 

productivity. In our country, a major part of agricultural land depends on the monsoons which 

does not cater to the needs of the farming sector. Therefore, to overcome this problem, smart 

irrigation systems are being developed. In the smart irrigation system, the crop is watered de-
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pending upon type of the soil, type of the crop being sown in the field and the need of the crop. 

During the process, two important aspects of the field, “fertility of the soil and moisture con-

tent of the soil” are also taken care of. The cloud control technology is developing with fast 

pace and has entered each and every sector and has drastically improved the condition of the 

sectors, so it can also be implemented in the field of agriculture for implementing automation. 

This technology also assists farmers in gathering data and taking analysis driven smart deci-

sions. 

2 Related Work 

We know that the requirement of irrigation depends upon the type of crop we grow. Gain-

waret al. [1] have proposed in their paper that field parameters such as soil pH, temperature of 

soil, humidity, moisture and electrical conductivity are measured and further controlled for 

getting high yield from soil-based farming setup. Also, it’s known that conventional farming 

methods have already acquired 80% of land resources and 65-70% of fresh water supply, 

which is used in the process of soil-based farming and out of which 45% to 70% of water is 

lost due to evaporation and water runoff [1]. 

Subalakshmi [2] proposed in her research that to make irrigation systems effective and 

simpler, the time consuming and complex irrigation systems can be automated by using elec-

tromechanical, microcontroller-based systems and GSM techniques. On the basis of data col-

lected from sensors for measuring soil moisture, temperature and humidity, programmed 

alerts can be sent to end users.[2] 

Despommier [3] has suggested, in his case studies, a qualitative approach for assessing and 

analysing the currently used vertical farming practices. He has suggested that vertical farms 

can be built by combining Vertical Farming setup with the design of high-rise buildings. He 

proposed that Vertical Farming set-up will become a system of growing crops in skyscrapers 

and multi-level buildings to maximize the use of land resources. 

 

Murthyet al. [4] suggested that to increase the efficient utilization of land resources, we can 

increase the plant density per unit area of the field. Many effective arrangements have been 

proposed and tested on different species of flowers including rose, bachelor button, salvia, 

zinnia, snapdragon, godetia, Angelonia and chrysanthemum (Anderson et al.[5]), on vegeta-

bles like lettuce and on plants such as tomato,  strawberries (Noakes [6] Murthy et al.[4]). 

Beachamet al. [7] have discussed a stacked horizontal system. This type of vertical farming 

setup frequently adapts between various traditional and commercial horticulture systems. 

Such vertical farming setups comprise of multi-level, traditional, horizontal, or non-

traditional growing platforms. Many crops, such as flowers, fruits, leafy vegetables like let-

tuce (Lactuca sativa), herbs, tomato (Solanum lycopersicum) and pepper (Capsicum) can be 

grown in large-scale Greenhouses using multi-level vertical farming setups. It is also pro-

posed that these plants can also be grown in substrate blocks formed of mineral based rock-

wool or similar materials or even soil mixture (as per requirement), along with hydroponic 

systems. Both systems provide a place for plant roots to grow and sustain. Plants are drip-fed 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

25 | P a g e  

ISBN: 978-81-952307-5-4 

 

with nutrients mixed with running water precisely controlled using automation and Artificial 

Intelligence through tubes or plumbing setup. 

3 Proposed System 

In this section, we proposed to automate the irrigation and nutrition delivery system. As the 

plantation system implemented is vertical in nature, nutrition delivery along with water will 

be easier and more cost-effective, which will require less human intervention in comparison 

to traditional labour-intensive farming systems. Further, the yield comparison allows us to 

determine whether autonomous irrigation is capable of improving overall yield or not. 

A. Trial Field Setup. 

For the purpose of experimentation, a trial field of 300 strawberry plants is setup using ver-

tical wall mounting planters through which water can travel from one planter to another in 

downward direction as shown in the image below. 

 

 
 

● Capacity of planter= 1.5 lt. 

Three sections of the plantation with 100 plants in each section is maintained namely 

Section A, Section B, Section C. 

● Section A will be irrigated manually. 

● Section B will be irrigated via Continuous Drip Irrigation System. 

● Section C will be irrigated through a smart irrigation system. 

Whole setup is divided into three sections which allows us to have a comparative analysis 

between data of three different types of radical steps. The only difference amongall three set-

ups is the manner by which the plants are provided water to maintain the desired moisture 

content in the plant, so that plants can sustain a healthy growth. 

All sections are irrigated differently and it allows us to compare automatically irrigated 

sections with the sections which are provided continuous water supply and manual irrigation 

on the basis of plant growth, plant mortality, and overall yield from the plant. 

B. Moisture Senor Implementation. 

Two LM393 based moisture and humidity sensors are used and both are placed in soil for 

data generation. Data collected from this soil moisture sensor is fed to the system through 

Arduino setup. As the microcontroller collects the data from soil moisture sensors, it provides 

us with information whether our plants need more water or not.  It allows us to have an in-

formed decision to maintain optimum moisture in the planter which leads to healthy plant and 
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more yield per plant. Further, this setup will allow us to log historic data for future refer-

ences. With the help of recorded sensor data and land mortality data, we can determine what 

kind of improvements are required in our autonomous education set up to improve overall 

yield of the plants. The LM393 based soil moisture sensor consists of two probes which are 

used to measure volumetric content of moisture or water in the soil substrate. A current is 

passed between two probes and the value of resistance is simply measured which allows us to 

calculate how much volume of water is there in the soil. As we all know that dry soil is a 

poor conductor of electricity, but when the amount of water is increased in the planter’s soil 

along the with the help of salts and minerals available in the soil, the electrical conductivity 

will increase. Whenever we will have a higher resistance in the sensor data, we will be having 

lower moisture content in the soil substrate and it can be taken as an indication that more wa-

ter should be added to the planter. After installing this sensor and its PCB, we can use the 

installed potentiometer to calibrate the trigger based on the data signal which tells us that 

more moisture is required in the soil/substrate. If the sensor is not calibrated, it will simply 

act as an on/off switch for the system, but still we will be able to control the frequency of the 

irrigation of the field to control overall moisture content of the field on the basis of our re-

quirements. 

C.  Network Connectivity. 

The smart irrigation is connected to the local wi-fi network using XBee wi-fi Shield V03 

for Arduino Uno. After this Local Wireless LAN is used to provide connectivity to IoT Cloud 

network, where data logs received from the sensors can be kept. If GSM based microcontrol-

ler setup is implemented, then the collected data from the sensors can directly be ported to the 

cloud set up without using any local wireless LAN service. It will also reduce the cost of the 

hardware to be implemented along with the size of the hardware, as integrated boards are 

much smaller than add-on cards. Further, this will reduce the overall length of our code 

which will result in better efficiency of the microcontroller which we are using. 

D. Control Unit. 

Table 1 Apparatus 

Sr. 

No. 

EQUIPMENT REQUIRED  

Name of Equipment Purpose 

1 Arduino Uno, Board Main microcontroller 

2 XBee wi-fi Network connectivity 

3 24V 1 Channel Relay Module Triggering Motor 

4 Irrigation setup, (water Tank and 

Pump. 

For water supply to plants 

5 LM393 based moisture and humid-

ity sensor 

To provide data of moisture present in soil 

6 Battery Bank To provide power to micro controller setup. 

7 Connecting cables For connection, sensors and other equip-

ment with microcontroller. 
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The control unit is based on ATMEGA328P Auridon module LM393 based moisture and 

humidity sensor. It will not only automatically irrigate the field based as per the moisture 

level present in the soil but will also send the data to the IOT Cloud network server to keep 

track of the moisture condition. The system will consist of a water pump with plumbing 

mechanism, which will be used to feed water in vertical plantation setup based on environ-

mental conditions such as Moisture, Temperature and Humidity. 

E. Cloud Integration 

Arduino IOT cloud is an application which is used by the designers and programmers to 

build connected projects, where the data from Arduino setup is directly ported to the cloud 

services using secured way in real time. This real-time data can be accessed from anywhere 

using a simple interface on a handheld device. Our current setup based on IoT Cloud network 

services will provide real time soil moisture data to keep track of irrigation frequency. 

i)   Log Keeping:  A manual log of the irrigation is kept for two sections (Section A and 

Section B). Section B is fed with a continuous supply of water for the plantation. Log of sec-

tion B is basically a continuous feed of water to the planters with calibrated drips per unit 

time. For Section C, the irrigation logs are generated and kept on the IoT Cloud network 

server. As irrigation of Section C is automated on the basis of moisture sensor data. So, this 

data can also be ported to any mobile device by using IOT Cloud network and their console 

service.  By using our support system, we can also override the program automation at any 

given time, so that an informed decision can be taken to improve crop yield. 

ii)   Crop Yield Logs:  Manual crop yield logs are kept for all the three sections (Section 

A, Section B and Section C). These logs are recorded by collecting the fruit (strawberries) 

from 1/02/2020 to 17/05/2020. All the strawberries are collected separately from all the sec-

tions and then are carefully weighed for logging. The collected data will help us to analyse 

output of the entire setup, and allow us to draw a comparative analysis of output of all the 

sections. 

F. Output of Setup. 

The output of the entire setup is recorded as a fruit yield of the three different sections 

(Section A, Section B and Section C). The Fruit yield is recorded in grams and for measure-

ment, a digital scale (weighing machine) is used. All the data is recorded in MS Excel and a 

comparative graph is drawn from the recorded data, which is shown in Fig. 1. 

Fig. 1 shows the crop yield of all the three sections (Section A, Section B, Section C) in the 

form of detailed bar graph, by which we can see the change in yield on daily basis. 

 

Fig. 1 Crop yield from (01/02/2020 to 17/05/2020) 
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Below shown figures 2 and 3 are vertical plantation setups used for sowing strawberry 

plants where a multi-layered plantation mechanism is installed using a wall as support sys-

tem. This is also known as vertical farming method.  

 
Fig. 2 Vertical Plantation setup 1. 

 
Fig. 3 Vertical Plantation setup 2 

4 Methodology 

Irrigation frequency was setup on the basis of study conducted by Kirschbaum et al. [15]. On 

the basis of above-mentioned research, threshold value was calibrated using the potentiome-

ter on the moisture sensor of our microcontroller setup. Whenever a decrease in resistance 

between the probes of the moisture sensor is detected, the irrigation system attached to the 

microcontroller is switched on, until the threshold level which is already set is achieved. This 

process allowed us to use water efficiently as per the requirement of the plants. 

5 Result and Discussion 

The sensor data enabled the system to switch the irrigation system on and off as per our re-

quirement. This whole process can easily be monitored remotely on a handheld device such 

as a mobile phone or tablet or a remote PC. Hence, the system resulted in creation of smart 

vertical farm setup and contributed in collection of Big Data for future analytical use. Also, if 

the sensors are not calibrated; the hardware simply acts as the on/off switch for the irrigation 

system, but helps to maintain the desired value of moisture in the soil for the plants to grow. 

By the end of the experimentation period, we were able to collect data of yield from the 

plants of all the three sections along with plant mortality data.  

As the whole setup was divided into three sections A, B and C with different irrigation 

modes, we were able to collect data and control irrigation frequency of all the three systems. 

In addition to this, we were also able to record plant mortality rate for all the three setups 

which helped us to monitor the plants’ health. The output analysis provided us with a view of 

the scale of output in all the three systems. 

6 Conclusions 

By segmentation of the whole set up into three sections along with the implementation of 

different irrigation modes enabled us to establish a relation between methods of irrigation and 

quantity of yield. On the basis of above shown data, we can say that the section in which the 
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controlled and automated irrigation process was implemented, reduced water consumption 

was observed with considerable improvement (10%) in yield with lower plant mortality rate. 

7 Future Scope. 

Improved and calibrated arrays of sensors can be used to record more precise data from sen-

sors. Further, we can add more sensors to the grid ranging from soil PH sensor, soil tempera-

ture sensor, ambient light sensor, NPK sensor, carbon sensor, electrical conductivity sensor to 

humidity sensor for providing more data regarding vertical farm setup. This setup can also be 

used to collect Big data for coming years can help us to implement automation and robotics 

in a better cost-efficient way. 
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Abstract. Due to large population in developing countries like India, providing high quality lifestyle 

to the citizens proves challenging. Further, a majority of population in India still lives in villages. 

Therefore, intelligent and  sustainable techniques are required for providing quality lifestyle while 

preserving the environment and protecting life for future generations. The concept of smart city bring 

together all the smart technologies required to improve the standard of living of people by providing 

a large variety of services. The internet of things and social computing provide leverages to the smart 

city development and deployment throughout the world with the introduction of new and efficient 

technologies that enable monitoring and management of connected devices remotely and allows to 

analyze the information and take necessary actions. The various IoT applications are thus aimed at 

changing cities in-terms of infrastructure and operability by providing cost and energy efficient solu-

tions. Moreover, with the advent of internet and cloud computing technologies the interaction be-

tween people through various software and social media sites have been seen. Thus, social computing 

applications have been steadily connected people across the globe. Present paper emphasize on the 

use of IoT for developing smart villages on the pattern of smart cities. This can be a founding stone in 

improving and developing villages. The paper focuses on opportunities, challenges and social impli-

cations in using IoT. 

Keywords:Smart cities, Smart villages, Internet of Things (IoT), Information and Communication 

Technology (ICT). 

1 INTRODUCTION  

In the recent years, concept of “Smart cities” has emerged.The term “smart city”, refers to 

new industries that sustainably utilize information and communication technologies (ICT) by 

combining it with the urban functions [1]. The concept of smart city relates to use of smart 

technologies like IoT, Social Computing , Cloud Computing, Fog computing and Green 

computing etc. for providing better facilities and improving lifestyle of people. This concept 

of development using smart technologies is the need of hour as the population is continuously 

growing and evolving to a point, creating shortage of both resources and services for the 

people.  

As described by International Telecommunication Union (ITU), an innovative city uses in-

formation and communication technologies (ICTs) as a means to provide a quality life. This 

increases the efficiency of services and operations provided in the area, while ensuring a sus-

tainable environment  that will tend to the needs of present generation while saving for the 

future with respect to economic, social and environmental aspects[2]. 

Many developed countries have already implemented the concept of smart cities. Accord-

ing to the seventh edition of the IESE Cities in Motion Index 2020, London is the smartest 

city in world along with New York that takes the second spot and followed by Paris[3]. The 

government of India also initiated the Smart Cities Mission in 2015 to promote economic 

growth and improve the quality living .The need for smart cities in India arises due to the fact 

that nearly 31% of current population lives in cities, contributing to 63% of GDP [4]. How-

http://india.gov.in/smart-cities-mission-portal-ministry-urban-development
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ever, majority of population still lives in villages. The graph shown in Figure 1, describes 

urban vs rural population from 1960 to 2020[5]. 

 

 

Fig. 1.Urban vs Rural population from 1960 to 2020 [5] 

Therefore, developing smart villages on the pattern of smart city concept is highly essential 

for the overall development of the nation. Smart villages can also usesmart technologies to 

carry out various functions for its citizens and environment. The main objective of smart vil-

lage are [6]:  

1. Use of  smart technologies 

2. Providing high quality life  

3. Low cost of living 

4. Sustainable environment  

The objectives are also described in Figure 2. 

 

Fig. 2.Objectives of Smart Cities/ Smart Villages. 

The major smart technologies that can be usedfor developing smart cities and smart  villages 

include the Internet of Things (IoT), Social Computing,  Sensor and 5G technologies, Artifi-
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cial Intelligence, Green Computing, Mobile Computing, Cloud Computing etc [6]. In present 

paper, opportunities and  challenges in the use of IoT for developing smart villages is dis-

cussed. 

2 IoT and Smart Villages 

Today, Internet of things (IoT) is one of the major and most widely researched domain. IoT 

has played a key role in creating an internet connected world. As described by Analyst firm 

Gartner[7], in 2020-21, there will over 26 billion connected devices on internet as 8.4 billion 

IoTdevices in 2017. Further, according to IHS [8], smart devices are expected to reach a 

whopping 1 billion units by the year 2025. 

The internet of things is a network of physical objects called „things‟ connected to each 

other over internet for the purpose of exchanging data. Due to the rise in various IoT devices 

and technologies, the terms smart home, smart city and smart village have come into exis-

tence. Devices on internet connect people living in homes, cities, villages and even across the 

globe with each other. 

Opportunities and challenges of using IoT for development of smart villages are discussed  

in Section 3 and Section 4 respectively. 

3 Opportunities in using IoT for Smart Villages   

Some of the components of smart cities concept that have opportunity and can be applied for 

development of smart villages are as follows : 

1. Efficient Water Supply using IoT and smart meters to facilitate leakage detection and re-

duce wastage.  

2. Energy-Efficient Buildings using devices that can be connected to smart management ap-

plications. Connecting and automating things like lights and fans via IoT can help conserve 

energy by monitoring activities inside the building using sensors and switching of these 

devices incase it‟s not required. 

3. Smart Street Lighting Sensors that can schedule the switching operations, with the help of 

a cloud management solutions, to keep track of movement of people and vehicles. 

4. Effective Waste Management is one of the most important components of smart cities to 

create a healthy environment. This can be done developing technologies for effective waste 

segregation and garbage sensors to detect the quantity and quality of garbage. Smart dust-

bin system as proposed [9] will detect the quantity of garbage with help of ultrasonic sen-

sor which interfaces with PIC and encoded information is sent to the receiver Arduino via  

RF-transmitter. The collected information is then transfer to website via ethernet shield so 

that the government authorities can come and collect the garbage.  

5. Smart surveillance typically including installation of CCTVs in public places and even in 

personal residences to collect real time data. This can help detect crimes and can also pro-

vide efficient proofs in case of crimes like robbery, pickpocketing, murder, harassment etc, 

by revealing important details like identity of victim and criminal. 

6. The  use of smart  grid to create an automated and distributed advanced  energy  delivery  

network  [6]. 
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7. Air Quality and Noise Monitoring in crowded areas can be monitored and controlled using 

IoT[10]. Various noise monitoring devices such as sound detectors and environmental mi-

crophones can be installed. A space-time map for noise pollution in a particular area can be 

built to detect the noise pollution. IOT devices like smart watches can further enhance the 

experience of health-conscious people by making the data regarding air quality and pollu-

tion collected via sensors, available publicly. 

8. Smart Parking using GPS monitoring systems to enable the drivers to find empty parking 

spot by creating a virtual parking map to the location. This will help save lot of gas and re-

duce air pollution as the driver will able to identify and reach the empty spot in a single go. 

One major factor while implementing this technology is to oversee that no two vehicles are 

shown the same empty spot if they access thesystem at the same time. A simplified flow 

diagram shown in Figure 3 explains one of the possible working methodology of the smart 

parking system. In the shown system the spots are maintained via a database system along 

with their distance from the entry. As soon as a car connected via a GPS system enters the 

parking area the database is searches for availability of free spot and the books the slot for 

the car so that it cannot be shown to other cars. It then then sends the location of the spot 

back to the GPS system. Similarly, if a car that is leaving the area is detected then the slot 

allotted to the car is booked free. 

 

Fig. 3    A Flowchart Representing Methodology of a Smart Parking System 

9. Real-time Smart Traffic Management systems [11] that can tackle the traffic in an effective 

manner by allowing people to collect and share data from their vehicles thus helping in ac-

cident detection and route redirection etc. The traffic monitoring systems can detect traffic 

and automatically set the time for traffic signals, giving more time to the roads, with more 

traffic, to clear out. The services like google maps can help people see the routes clearly 
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and with the help of smart monitoring system will be able to tell people traffic intensity in 

the different areas and help them select the less congested routes. It can also help in crimi-

nal investigations, if these monitoring systems are implemented using camera technologies 

by reading the number platesand thus record the time and location of people on the road. 

But this can also cause privacy concern among citizens. 

4 Challenges in Using IoT for Smart Villages 

Despite the opportunities of using IoT in  development of smart villages, it faces four major 

concern and challenges : 

1. Security and privacy concern: IoT devices operate on real time data using smart devices 

like CCTV cameras and GPS systems, etc. Improper management of the data collected via 

these devices can make personal information of people vulnerable towards cybercrime. 

Moreover, many malicious hackers can easily hack into the IOT systems like traffic lights, 

autonomous cars etc, if left unprotected, since they are connected through internet over 

networking and their data are stored using cloud computing services [12]. The US Federal 

Trade Commission (FTC), also, pointed out these concerns in a report [13].Thus, preven-

tion of cyber-crimes and ensuring peoples safety and privacy and also giving them a mental 

piece from being watched all day long is one of the major concerns.  

2. Need for energy and combating power shortage : IoT devices need datacenters for ensuring 

the working efficiency on large scale but “tens of thousands of IT devices are used in many 

of the world‟s largest data centers and each of them need more than 100 megawatts (MW) 

of power capacity which is nearly enough power to operate, on an average, around 80,000 

households in the U.S.” (U.S. DOE 2020)[14]. Thus, there is a need to provide sustainable 

environment conditions by adopting techniques like “renewable energy solution” and 

“green computing”. Also, many countries across the globe, especially the developing and 

underdeveloped countries, still face power shortage problems on large scale. Thus, provid-

ing proper infrastructure for power generation and supply is also one of the concerns before 

the implementation of IoT in smart cities and villages. 

3. Proper Infrastructure development:IoTutilizes sensor technology to collect data and also 

involve replacement of old infrastructure to install high-speed internet. Broadband wireless 

service in the developing countries having been increasing especially  since last year, but 

access of these services in villages is still limited.Installation of resources takes time, funds 

and resources which can also hinder the growth and development of smart cities[15]. 

4. Lack of literacy over the use of technology: Even though the use of technology has larger 

increased over the past few years, the increase in computing technologies make it difficult 

for people to keep a track of these technologies and possibly learn to use them. This is also 

an issue of concern in developing and underdeveloped countries where poverty and illitera-

cy are still prevalent. The farther people are from internet, the farther they be from the lat-

est software innovations [16]. 
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5 Conclusion  

Construction and  development of smart villages on the pattern of smart cities is one of the 

major goals of many developing as well as developed countries. This is an essential require-

ment in countries like India as majority of population still lives in rural areas. Smart technol-

ogies like IoTcan play a very important role in structuring and development of a smart vil-

lage. Various opportunities using IoT for smart village development are discussed in context 

of present paper. Despites various technological advancements and inventions, still there are 

many challenges and concerns that need to be resolved. The future of smart villages is based 

on how successfully the infrastructure is built and how these challenges are faced and hence, 

resolved. 
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Abstract:   

Background: The Home Care System (HHC) aims to help people with varying degrees of dependency 

stay at home rather than relying on long-term institutional or hospital nursing care. With the 

advancement of technology, traditional trends are rapidly changing from hospital-center system to 

home care system. In the home health care system, caregivers are referred to different homes to visit 

patients. However, the HHC system schedules visits by nurses and doctors to patients' homes to 

improvise the quality of care and treatment. The problem of the Home care system is an NP-difficult 

problem. Many researchers have proposed different algorithms to effectively solve this problem of the 

HHC system which involves planning routes for various health workers who might make home visits. 

Methods: In this paper, we have proposed two meta-heuristic techniques namely, Artificial Bee 

Colony and ABC hybrid algorithm to solve the HHC problem. Adjustment of the genetic algorithm 

parameters such as crossing rate and mutation rate was performed. In addition, researchers 

performed the sensitivity analysis in order to assess the performance of the home care system. 

Results: The results show that the performance of the hybrid ABC algorithm is better than that of the 

ABC algorithm. The values of the objective function, that is to say the distance and time required for 

caregivers to get to their homes, were optimized by a hybrid of Artificial Bee Colony and Genetic 

Algorithm. 

Keywords: Artificial Bee Colony (ABC) algorithm, Genetic (GA) Algorithm, Home Health Care 

(HHC) System,  

INTRODUCTION 

In recent scenario, the aged population and less accessibility of casual consideration are two 

of the few elements prompting an expanded requirement for assisted living support.  

Consequently, home medical services (HHC) activities involving a bunch of attendants as 

well as patients have grown as of late by both scholarly world and wellbeing specialists to 

think about elderlies' inclinations ready to get their considerations at their homes rather than 

emergency clinics or retirement homes.  

Usually, various administrations such as nursing, housekeeping and physiotherapy for a HHC 

framework are carried out by attendants at patient’s houses subsequent to booking and 

steering the medical caretakers by leaders. Because of the trouble of the issue, ongoing 

examinations indicate a great deal of interest applying different meta-heuristics as well as 

heuristics to tackle the issue. Fig 1. shows the global home health care market for the year 

2015-2021. 
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Fig 1: Worldwide Home Healthcare Market, 2015-2021 (USD Billion) [2] 

The Home healthcare problem is also referred by other names, for example, in-home 

consideration and social consideration. Now-a-days, home healthcare is getting common. 

Some people with diseases like diabetes, chronic heart diseases etc. prefers to be treated at 

their home rather than in a hospital.  

Home care and home consideration administrations are at the core of present changes in the 

medical care framework and therefore they require specific considerations. Their 

advancement can enhance the quality and benefit the home health care system, so as to assist 

adapt to ageing population,, increasing expenses and the craving of numerous individuals to 

be treated at home. This study takes into consideration the home visit by the heath care 

workers.. The objective is to design paths to serve each patient joined to a health care office, 

considering various limitations that portray the home care environment [7].  The major role 

of companies offering HHC service is to supply medication as well as to take biological 

samples of the patients by visiting their homes. For these tasks, different algorithms are 

employed to prepare a schedule of the home health care workers such as nurses so that all the 

responsibilities can be performed in an efficient manner. 

The home-healthcare problem can be summarized as follows: 

1. The required data of the patient like gender, age, address, health history, type of 

disease should be gathered by the HHC services company. 

2. The company then sends nurses and doctors to the homes as per the schedule in order 

to gather the samples and then the biological samples are to be submitted to the 

laboratory. 

3. At last, the doctors and nurses are scheduled to serve the patients as per Step 2. 

 

In order to perform all these steps, the travelling cost needs to be optimized. Different 

researchers have proposed different algorithms [10, 11, 12] in order to provide optimal 

solution for this home healthcare problem. The problem of routing home visit has been 

addressed by different researchers. In this study, researchers have proposed hybrid of ABC-
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GA algorithm to tackle the home medical services issue with an emphasis on making PC 

frameworks fit for addressing explicit necessities. 

RELATED WORK 

The Home Heathcare (HHC) problem is a variant of vehicle routing problem (VRP) [13] 

where the company supplies the clients with the demands using multiple vehicles. The 

problem is optimize the route so that the demands can be supplied to the clients with 

minimum distance possible [14]. Fathollahi-Fard et. al. [1] proposed not just another 

numerical formulation taking into consideration new speculations in this area yet additionally 

a least bound dependent on Lagrangian unwinding  hypothesis had been utilized. Thus, three 

new meta-heuristics along with hybrid meta-heuristic were used in the study to tackle the 

proposed methodology. At long last, the exhibition of the proposed calculations were verified 

by the created least bound and furthermore investigated by various models and furthermore 

the effectiveness of created plan was tested through some affectability analysis. 

Vahit Tongur [3] coordinated polyclinic, research center as well as radiology units' design of 

a large scale hospital utilizing these meta-heuristic techniques namely migrating bird 

optimization (MBO), simulated annealing (SA) and tabu search (TS). The outcomes 

comparison was done with existing techniques and it was found that MBO and Simulated 

Annealing meta-heuristic calculations have provided best outcomes improving the existing 

clinic layout effectiveness roughly by 58%. Jalal Euchi et. al. [4] proposed a hybrid of ant 

colony optimization (ACO) method in order to find the solution to the scheduling problem of 

home health care workers. The results obtained were compared with existing algorithms and 

it was found that ACO algorithm outperforms all other algorithms employed for finding the 

solution to the home health care scheduling problem. Ping-Shun Chen et. al. [5] applied 

algorithms namely the decision tree method as well as the greedy search technique for 

solving the nurse scheduling problem (NRP) for integrating with meta-heuristic algorithms in 

order to produce much better initial solutions in much less time as well as to improvise the 

solutions’ quality. The experiment evaluation showed that Bat Algorithm (or Particle Swarm 

Optimization Algorithm) with the decision tree technique and the greedy search technique 

can produce good initial solutions in much less time and improved solutions’ quality. Neda 

Manavizadeh et. al. [6] introduced a mathematicalaModel for Home Health Care Scheduling 

Problem so as to solve this problem with the help of Simulated Annealing (SA) algorithm by 

taking into consideration real condition. The results were compared with the existing 

algorithms and it was found that SA algorithm provide better results to solve the home health 

care routing problem. 

VARIANTS 

The depiction of the huge number of variations which add to the problem of routing of home 

healthcare workers is needed, to create information which can be utilized by researchers in 

the future. 
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Accepting a set of patients, guardians, along with the home consideration structure,athe 

objective is to find out the optimal schedule along with a way to limit the span of the journey 

of the nurses while guaranteeing great quality consideration for the patients. Fig 2. gives a 

possible solution for the Home Healthcare (HHC) routing problem. 

The routing solution of the home healthcare problem must consider the following constraints 

[7]: 

 Each patient should be visited by one team. 

 Every team must leave and should come back to the centre of the area, i.e. a clinic. 

 Every visit should start in a specific time period, as specified by the user. 

 Every visit has a pre specified time domain which may vary as per the activities 

which are being carried out. 

 The working hours of caregivers may vary corresponding to given time slot. 

 

 
 

Fig 2: A possible solution for the Home Health care Routing problem. Here Route 1, Route2 

...., Route 8 represents the different possible routes which can be followed by the caregivers 

to provide home healthcare service to different patients. 

METHODOLOGY 

This study introduces a hybrid algorithm of Artificial Bee Colony algorithm in order to find 

solution to the home health care (HHC) routing problem by taking into consideration various 

restrictions. 

Artificial Bee Colony (ABC) technique is swarm knowledge based nature propelled 

algorithm that was presented by Karaboga for multi-modular and multi-dimensional numeric 

issues. ABC attempts to demonstrate common conduct of genuine honey bees in food 

rummaging. Honey bees utilize a few components like waggle dance to ideally find food 

sources and to look through new ones. 

By performing waggle dance, fruitful foragers share the data about the course and distance to 

patches of bloom and the measure of nectar inside this blossom with their hive mates. So this 
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is a fruitful instrument which foragers can enlist different honey bees in their province to 

gainful areas to gather different assets. 

The GA algorithm has low convergence speed. So, a hybrid of ABC-GA algorithm was used 

in this research to solve home health care routing problem. Initially, the variables of ABC 

algorithm were initialized and after each iteration, the best solution was kept. The flowchart 

for the proposed methodology is given in Fig 3.   

 
 

Fig 3: Flowchart of proposed methodology 

RESULTS 

The proposed technique ABC-GA for home health care routing was implemented in 

MATLAB. Initially, the parameters of Genetic algorithm i.e. mutation rate and cross-over 

Start 
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rate were tuned. These parameters were made as fixed and the GA algorithm’s phase was 

executed after the ABC algorithm. 

GA Tuning: The parameters were tuned by executing Genetic algorithm for different values of 

mutation rate (MR) as well as cross-over rate (CR) and number of iterations.  

Table 1: GA parameter tuning 

Values Time Span Distance 

MR- 0.01, CR- 

0.2 

250 641 

MR- 0.03, CR- 

0.4 

200 605 

MR- 0.05, CR- 

0.6 

300 631 

 

Table 1 shows the average values of each set of 10 values for different parameters. We 

observe that MR-0.03, CR- 0.4 produces the best results i.e. minimal time span, minimal 

distance for the given set of problem. So, for further experimental evaluation we have 

considered Mutation rate as 0.03% and cross-over rate as 0.5%. 

 
 

Fig 4: Tuning of parameters of Genetic Algorithm 

Two different meta heuristic algorithms namely ABC and ABC-GA were executed to solve 

the home healthcare routing problem. It was observed that ABC-GA algorithm gives better 

results in comparison to the ABC algorithm. Fig 5 shows the convergence curve of both these 

algorithms.  
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Fig 5: Convergence of ABC algorithm and ABC-GA hybrid 

To assess the performance of Home Healthcare Routing problem, sensitivity analysis has 

been performed on different parameters. Firstly, the number of nurses (N) was considered in 

order to assess the performance of the algorithm. It was observed that as the number of 

employed nurses increases, the objective function also increases uniformly. Table 2 and Fig 6 

depicts the sensitivity analysis for N. 

Table 2: Sensitivity analysis for the number of nurses employed 

Cases Count N Z 

X1 4 9600 

X2 5 10,012 

X3 6 11,342 

X4 7 11,567 

 

 

Fig 6: Sensitivity analysis for the number of nurses employed. 
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CONCLUSION AND FUTURE REMARKS 

This study depicted a hybrid Artificial Bee Colony (ABC) algorithm for solving the home 

healthcare problem. The main objective was to optimize the time and distance incurred in 

order to provide the home healthcare to the patients. It was observed that hybrid of Artificial 

Bee Colony algorithm with genetic algorithm performs better than ABC algorithm. Tuning of 

parameters of Genetic algorithm was performed so that better results can be achieved. 

This study provides new avenues for performing the research. Several other meta-heuristic 

algorithms can be employed to optimize the HHC problem. Further, the proposed 

methodology can be expanded to multi-dimensional home health care problem where some 

other dimensions like cost and sustainable dimensions can be added to the objective function. 
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Abstract: The IoT has seen immense growth in the last few years to become the area undergoing 

intense study in the field of computer science. The increase in IoT applications in the field of 

intelligent transportation, smart homes, healthcare and smart industries and their consolidation in 

our lives have raised considerable security risks. These risks are not only limited to privacy of data 

but also to the availability and performance of IoT networks.With the first line of defense mechanisms 

like cryptography being unsuitable for the resource constrained IoT networks, intrusion detection and 

prevention systems become essential to act as the second line defense of the network like IDS, IPS etc. 

The development of IDS algorithms and their evaluation depend largely on the dataset quality 

provided.Sadly, there is an absence of such quality datasets for the development and evaluation of 

IDS for IoT networks. In our research analysis, we recognized that only few researchers utilize 

datasets truly relevant to IoT networks, and use incompatible datasets like KDDCup dataset. In this 

paper, we aim to investigate and analyze existing datasets for IoT environment. We also propose a 

dataset generation framework for evaluation and testing IDS in IoT. The main advantage of the 

proposed framework is that it is based on the open 6LoWPAN/RPL protocol stack standardized by the 

IEEE. 

Keywords: IoT Security, IDS, Dataset, RPL, 6LoWPAN, CoAP 

Introduction: 

The Internet of things (IoT) is termed as the network of smart devices with inbuilt sensing 

and actuating features combined with communication interfaces such as WiFi, Bluetooth, 

LAN etc. It is estimated that by 2022, the world will have 50 billion IoT devices connected 

across the globe enabling automation and enhancing the quality of life in modern society [1]. 

However, this consolidation of IoT devices with human lives raises some serious concerns 

over privacy and security of user data. The resource constraints of devices and dynamic 

nature of IoT networks further increases the attack landscape. Hence, continuous monitoring 

and analysis is needed to secure IoT networks. With cryptographic mechanisms being 

inappropriate due to the restricted resources, second line of defense mechanisms like 

intrusion prevention and detection are significant to confirm security of IoT networks.  

An important component of any IDS is a datasetwith network traces that mimics real-world 

scenario. One of the most popular intrusion detection evaluation programme to date was 

conducted by DARPA in 1998 asthe KDDCup 99 Dataset which was considered a 

benchmark for IDS evaluation. The generated dataset included process and file system 

attacks along with injected attacks. Though, this dataset has been used extensively by the IDS 

researchers, its precision and inconsistency with real world scenario has been heavily 

criticized in [2][3]. The authors in [4] proposed a structured method to createstandard datasets 

mailto:kamal.katyal@yahoo.com
mailto:manisha.cse@nitttrchd.ac.in
mailto:d_maitreyee@yahoo.co.in
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for IDS. In this work, they claimed that a benchmark dataset should have the features: 

realistic traffic and network configuration, multiple attack scenarios, labeled datasets and 

total interaction capture. Such features are applicable to traditional networks where there is 

clear definite boundaries of the network and defined internal/external attackers. This is not 

the case with IoT networks which has no definite boundaries. Thus, research is essential for 

evaluation and creation of benchmark datasets and testbeds for IoT systems. We believe this 

paper can be a viable starting point that address multiplethreats in the IoT. 

In this paper, we investigate the gaps inthe existing IDS datasets and propose a dataset 

generation framework for evaluating IDS in the IoT. The paper is structured as follows: In 

Section 2, we present the standardized protocol stack in IoT and survey the literature for 

prevailing datasets. Section 3 details the proposed framework. In section 4, we present the 

data collection method and later in Section 5 we characterize and compares the generated 

dataset with existing datasets. Finally, conclusions and scope for future work are given in 

Section 6. 

 

2. Related Literature 

2.1 Standardized Protocol Stack in IoT 

This section presents the IEEE standardized protocol and communication stack of IoT. This 

stack consists of six layers namely application, transport, network and routing, adaptation, 

data link and physical layers [9]. As is shown in the Table 1, these protocols are CoAP [8] at 

application layer, UDP at transport, IPv6 and RPL [7] at the network layer, 6LoWPAN [6] at 

the adaptation layer and IEEE 802.15.4 [5] at the data link and physical layer. 

Table 1: IoT Standardized Protocol Stack 

 

 

 

 

 

 

CoAP [8] is open standard application layer protocol deployed specially as web transfer 

protocol and works on top of UDP and IP. RPL protocol defined in RFC 6550 [7] works at 

the network and routing layer to enable routing of packets with a primary aim to minimize 

energy consumption in IoT network. To allow adaptation of bigger IPv6 packets over the 

lower frame sized network of IEEE 802.15.4, the 6LoWPAN adaptation layer protocol 

defines packet fragmentation and reassembly mechanisms.The IEEE 802.15.4 [5] standard 

defines the wireless medium access control, data link and physical layer for low power and 

low rate wireless networks.In this standardized protocol stack, all the discussed protocols 

suffer from vulnerabilities within their functionalities and are thus susceptible to attacks from 

internal and external malicious users. In such a scenario, the presence of an IDS in the 

network becomes crucial. The IDS monitors, detects and identifies the attacks as intrusions to 

a network or a host. The evaluation and validation of any IDS depends largely on the dataset 

it is being tested upon. 

Over the last few years, some IDS frameworks have been suggested to ease the generation of 

datasets. However, many such studies focus on conventional networks while only a couple of 
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them focused on different network scenarios like the IoT. This section justifies the need for a 

benchmark dataset based on the standardized protocol stack of the IoT by answering the 

following research questions: 

 In the context of IDS for IoT, which datasets have been used for evaluation and why? 

 What are the different technologies and protocols used for developing datasets? 

 Does the developed dataset conform to the desired features? 

 How to build a cross layer attack dataset for evaluating IDS in IoT? 

In earlierstudies, different datasets either public or private have been used for IDS evaluation 

in proposals related to IoT security. These datasets contain host and network based 

features.We will not include conventional datasets like DARPA [10], KDDCup‘99[11], NSL-

KDD [12], ISCXIDS[13] and CICIDS2017 [14] in our discussion as these datasets are not 

applicable to IoT networks.We present popular network based IoT datasets in Table 2. 

Table 2: Existing IoT Datasets 

Though the abovementioned datasets have been developed with IoT in mind, they have been 

designed for wide range of scenarios over different protocols. However, no dataset have been 

developed for open protocol stack of IoT which works as base for the futuristic interoperable 

IoT market. We implemented three different IoT attacks over two layers of the standardized 

stack. Our proposed dataset can be used as a baseline to implement machine learning based 

intrusion detection algorithms for IoT networks. 
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3. Framework 

The ideal process to generate a dataset is to gather data from anactual testbed of network 

operating in real time. Butbecause this process is expensive and complicated, we deliberated 

our network on the simulation/emulation design. The network is designed with motes running 

Contiki, an operating system for the low power IoT devices. Contiki OS implements the 

micro TCP/IP stack known as uIP to provide minimal set of features that render 

communication and networking capabilities to low power IoT devices. The Contiki OS is 

written in the C programming language. Cooja is the network simulator of Contiki. Different 

IoT nodes can be emulated in the Cooja environment with real CPU and memory power and 

supporting the standardized protocol stack. Hence, while carefully designing and generating 

the dataset, we took into accountthe interoperability and applicability of such framework and 

dataset in real-world scenarios. The network simulation parameters are listed in Table 3. 

Table 3: Simulation Parameters 

Parameter  Value 

Physical Layer 

Protocol 

IEEE 802.15.4 

Network Layer 

Protocol 

IPv6, ICMPv6 

Routing Protocol RPL 

Application Protocol UDP 

Number of nodes 30 

Network Area 100 x 100 m 

Simulation Time 24 hrs 

Bandwidth 250 kbps 

 

3.1 Network and attack scenarios 

The network has been aimed to emulate a real-world IoT network with commercial motes. 

One of such popular motes is the Tmote Sky mote which runs the IEEE 802.15.4 standard.As 

all motes in the network implement the same protocol and use similar hardware, we term the 

network is a homogeneous network. All motes run on a modified version of the Contiki-NG 

OS [20], the cross-platform operating system for Next-Generation IoT devices. As for 

routing, the motes implement the standard RPL protocol from the standardized IEEE 

802.15.4 stack. To implement the three attacks namely, selective forwarding, blackhole and 

UDP flooding attack, we tweaked the RPL implementation. 

We designed four scenarios, a normal network scenario with no attack and the other three 

with the three attacks. The pseudo code of the three attacks are given below: 

 

Selective Forwarding Attack 

In this attack, the attacker drops specific packets and forward the others while maintaining 

the minimum suspicion on itself. The attackers tries to place itself on the path of route where 

maximum packets get forwarded to the root. 
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Algorithm 1: Selective Forwarding 

Output: Drop all packets except RPL packets 

Input:packet: IP Packet and myIP: own IP address 

while (packet.size≠ 0) 

if packet.protocol ≠RPL and IP ≠  myIP 

     Drop the packet 

else 

                Forward the packet 

endif 

   endwhile 

end 

 

Black Hole Attack 

This attackis similar to the selective forwarding attack, except that the attacker drops all the 

packets passing through it to the root node. To increase the maliciousness of this attack, the 

attacker may follow two steps: The initial step is that the attacker ensures that it is on the best 

route to the sink route. This can be implemented by changing the ranking system code in RPL 

in the Contiki-NG OS and flashing the modified code on the attacker node. The next step is to 

drop all the packets going to the root node. 

Algorithm 2: Blackhole Attack 

Output: Drop all packets 

Input:packet: IP Packet and myIP: own IP address 

while (packet.size≠ 0) 

ifIP ≠  myIP 

     Drop the packet 

endif 

   endwhile 

end 

 

 
Fig 1: Three Attack Scenarios 
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UDP Flooding Attack 

In the UDP flooding attack, the attacker floods the victim by sending UDP packets on 

random ports. The victim on the other hand, inspects the packet and searches for the related 

application, finds none and sends back an ICMP Destination Unreachable message. In 

distributed DoS UDP flooding attack, the attacker can launch a botnet where many bot 

machines simultaneously flood the victim and the victim becomes irresponsive to legitimate 

request from other nodes. In our implementation of the UDP flooding attack, the attacker 

node sends packets to the sink or the root node on non-listening ports and sockets which in 

turn generates ICMP destination unreachable messages as shown in Figure 1. 
 

Algorithm 3: UDP Flooding Attack 

Output: Flooding Traffic in the Network 

Input:Root.ListeningPort 

Initialize port to random value 

while (port≠ Root.ListeningPort) 

Send packets to root node on port 

endwhile 

end 
 

3.2 Traffic Gathering 

The traffic is gathered in Cooja, where the Sky motes run custom UDP application where 

hello messages are exchanged between the root node and client nodes. Figure 2shows there 

two types of nodes in the network: 

Client Node: This is a sensor mote that senses the data from the surroundings and 

communicates it to the sink node. These nodes run the client UDP application and share their 

status information like RSSI and ETX values in the form of UDP payload. These nodes even 

route the packets of other client nodes up to the sink node. 

Sink Node: This is also called as the root node and it runs the typical UDP server application. 

All the client nodes send their packets to sink node. It has the highest rank in the network in 

the RPL hierarchy. Additionally, it operates in storing mode, meaning that all network routes 

are saved in this node. 

Both these nodes run the open 6LoWPAN protocol running over the IEEE 802.15.4 physical 

layer protocol. 

 

 

 

 

 

 

 

 

 

 

Fig 2: Network Topology 
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3.3 Capturing and Aggregating Data 

In this section, we explain how we setup Contiki-NG to sniff and capture real time 

6LoWPAN packets.This is done by using the Cooja network simulator. In Cooja, we can 

enable the ―Radio Message with a 6LowPAN analyzer with pcap export‖ to store packet 

capture in pcap format. There are two options to visualize and analyze the network in 

Contiki-NG: either use Wireshark or Foren6 to visualize the network and debug it. The 

resultant pcap file gets saved in the location contiki/tools/cooja/build/radiolog-

xxxxxxxxx.pcap. 

 

4. Feature Extraction and Labelling 

With an aim to create a diverse, cross layer dataset we gather data from the three network 

layers with different features.These features we categorize at three levels: Level 1 includes 

features collected at physical layer like transmission range and signal strength. Level 2 

includes features taken fromRPL and 6LoWPAN protocols. Level 3 includes UDP data 

extracted at transport layer. 

 

5. Analysis of the Dataset 

Our proposed IoT dataset contains multilayer and simultaneous attacks at the routing layer 

and the transport layer.A comparison of our proposed dataset with other available datasets is 

shown in Table 4. In the case of realistic network traffic, the framework of our proposed 

dataset can directly be ported to the realistic devices on the FiTIoT [21] Lab platform. 

Table 4: Dataset Comparison 

Dataset 

Real 

traffi

c 

Labelli

ng 

Protocols 

IoT 

Attacks 
TCP/IP/U

DP 

CoA

P 

6LoWPA

N 

RP

L 

IEEE 

802.15.

4 

UNSW-

NB15 

[15] 

Yes Yes TCP/IP No No No No No 

Sivanath

an et al. 

[16] IoT 

Dataset 

Yes Yes 
TCP/UDP/I

P 
No No No No No 

RPL-

NIDDS17 

[17] 
No Yes TCP/IP No Yes Yes Yes 

Only 

routing 

layer 

attacks 

Bezerra 

et al. [18] 
Yes No TCP/IP No No No No 

DDoS 

Botnet 

Proposed 

Dataset 
No Yes UDP/IP Yes Yes Yes Yes 

Cross 

Layer & 

Simultaneo

us 
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6. Conclusion and Future Work 

A major concern in the field of IoT security is the availability of open dataset for intrusion 

detection evaluation and testing. The need for a dataset based on open protocol stack is 

important to ensure interoperability across different devices and networks. 

We discussed the open protocol stack for IoT and also shed some light on the available 

datasets in this domain. We listed out the issues in these datasets and addressed them by 

designing a framework for IoT dataset generation. As a result, we came up with a dataset 

which includes the implementation of three different attacks namely selective forwarding, 

blackhole and UDP flooding attack spanning the two layers of the protocol stack. This dataset 

can be extended to include other types of attacks at different layers. The contributions of this 

framework to existing literature are: (a) This dataset framework provides researchers a 

baseline to develop their own dataset or revive our proposed dataset and collect data; (b) 

Researchers can validate their intrusion detection models on our dataset. Thus, we can term 

our dataset as self-sufficient. Additionally, we compared our dataset with existing to validate 

the feasibility of our proposed dataset. Future work will involve exploring diverse network 

flows. Also, different scenarios with simultaneous and combination attacks can be explored 

to generalize to various security threats. 
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Abstract. Community detection is primarily considered as graph clustering problem in which we try to 

identify group or set of nodes which are strongly connected to each other as compared to rest of the 

nodes or other groups in the graph. Community detection in social networks has several applications in 

real time and they can be detected using different algorithms and approaches. It is a NP-Hard Problem in 

social networks analysis and quite popular among researchers of different domains like sociology, 

academics, organizational networks analysis, biological networks, communication networks analysis and 

so on. The research paper covers main datasets which can be used by researchers for community 

detection from different resources. It also highlight upon the different application areas and challenges in 

this research field to help the researchers in knowing the research scope in future. The approaches for 

community detection are discussed to give an idea about existing methods to discover the communities. 

 

Keywords. Social Networks Analysis, Community Detection Approaches, Community Detection 

Applications, Challenges in Community Detection 

 

1. Introduction  

Social Networks (SN) can be represented as a graph where nodes are used for people or 

organizations and links (edges) between nodes are used to show relationships or interactions 

between people[1]. They have many applications such as Information Diffusion or Propagation, 

Recommendation Generation for an individual or groups, Viral Marketing, Election Campaigns, 

Intruder Detection in an organization, Public Opinion Mining or Sentiment Analysis about a 

sensitive issue, Disaster Management and so on. Community detection (CD) is one of the key 

application areas of Social Networks Analysis (SNA) using several social media networks like 

Citation Networks, Collaboration Networks, Communication Network of Emails or Mobile, 

Friendship Networks etc. It is popular in various domains like business, education, target 

marketing, health-care sector etc[2]. Individuals interacting with each other on social media are 

densely connected to each other if they belong to same organization, school or college, having 

same preference or most of the time they may be close friends group or family members[3]. 

Further, complex networks analysis measurements are mainly classified as Network 

Connectivity  based measurements like transitivity, Reciprocity and Multiplicity; Network 

distribution based measurements like centrality measures, PageRank and distance measurement 

between nodes; group or cluster formation in networks like k-core and hierarchical clustering. 
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This paper is consisted of: Section 2 which describes the Community Detection problem, Section 

3 includes details of various datasets and resource links for carrying out research in CD on social 

networks, Section 4 gives a brief overview of application areas of CD, Section 5 covers the 

quality metrics for evaluation of community detection algorithms, Section 6 covers the CD 

algorithms and approaches, Section 7 highlights the challenges in community detection and  

Section 8 concludes the survey on community detection with future scope in this area of 

research. 

 

2. Communities in Social Networks 

A community in a social network is defined as a set of nodes having more number of edges 

between nodes of this set as compared to edges between nodes of this set with other nodes in the 

graph or nodes of other set. Community detection (CD) can also be considered as a graph 

clustering problem. A community consists of a collection of nodes in an SN having similar 

interests/ characteristics/ purpose of communication and the nodes are densely connected. 

Communities can be overlapping or non-overlapping and CD generally requires a sparse graph 

because finding a community in a dense graph has no meaning. Generally, a node in a 

community may belong to other groups also and such kind of communities having common 

nodes between them falls under overlapping communities. Further, social networks can have 

different levels of properties i.e. microscopic properties depend upon node level characteristics, 

macroscopic level depend upon overall network properties and mesoscopic which falls between 

microscopic and macroscopic level is mainly used for community detection[4].  

 

3. Datasets used for Community Detection  

Datasets that can be used for community detection analysis are related to friendship networks 

like Facebook Dataset, email networks; collaboration networks like LinkedIn Dataset. The 

various benchmark datasets available at the Stanford University website are based upon various 

types of graphs including directed, undirected, temporal, signed and weighted. These datasets are 

highly used by researchers for analysis of large scale social networks and details of these datasets 

are given in Table 1: 

Table 1: SNAP “Stanford Large Network Dataset Collection”[5] 

S. 

No. 

Dataset Name and 

Type of Graph 

No. of 

Nodes 

No. of Edges Description 

1. Stack Overflow 

(Directed, 

Temporal) 

260197

7 

36233450 (Edges 

in static graph) 

63497050 

(Temporal Edges) 

Stack Overflow Temporal 

Network includes Comments, 

Questions and Answers on Stack 

Overflow 

2. Ca-HepPh 

(Undirected) 

12008 118521 Collaboration network of “Arxiv 

High Energy Physics” 

3 email-Enron 

(Undirected) 

36,692 183831 Email communication network 

from “enron” 
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4. Slashdot Social 

Network 

(Directed) 

82140 549202 Slashdot Zoo signed social 

network 

5. Amazon 

(Undirected, 

Communities) 

334863 925872 Amazon “Product co-purchasing 

network and ground truth 

communities” 

6. DBLP 

Collaboration 

Network 

(UnDirected 

Network) 

317080 1049866 Collaboration network with 

ground-truth communities 

7. Wiki-talk 

temporal network 

(Directed, 

Temporal) 

114014

9 

3309592 (Edges 

in Static graph) 

7833140 

(Temporal edges) 

This network represents Wikipedia 

users who are editing Talk page of 

each other where a directed edge 

“(u, v, t)” means that user u edited 

user v's talk page at time t 

8. CollegeMsg 

Temporal 

Network 

(Directed, 

Temporal) 

1899 20296 (Edges in 

Static graph) 

59835 (Temporal 

edges) 

It includes private messages sent 

on an online social network at the 

“University of California, Irvine”. 

The edged are labelled with “time 

when user u sent a message to user 

v”. 

9. Bitcoin OTC trust 

weighted signed 

network 

(Weighted Signed 

Directed 

Network) 

5881 35592 (Range of 

edge weight -10 

to +10) 

This represents “who-trusts-

whom” network of people who 

trade using “Bitcoin” on a 

platform called “Bitcoin OTC”. 

Edge weight -10 means total 

distrust and +10 means total trust 

10. LiveJournal 

Online Social 

Network 

(Undirected 

Network) 

3,997,9

62 

34,681,189 No. of undirected communities are 

287,512 

It is allows users to form groups 

with other users on the network 

 

In addition to the datasets mentioned in Table 1, from the Stanford University website, we can 

stream data from various online social networks like Twitter by using Twitter API, Flickr, 

Tumblr, etc. Moreover, there are lots of datasets available online on websites for analysis and 

visualization of large networks which includes datasets from various resources like[6][7]:  

“Pajek's list of datasets”, “UC Irvine Network Data Repository”, “M.E. J. Newman datasets”, 

“KONECT - Koblenz network collection”, “Barabasi's Network Lab (Center for Complex 

http://www.bitcoin-otc.com/
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Network Research) at Northeastern University”, Social Computing Data Repository at Arizona 

State University. 

  

4. Application areas of Community Detection in Social Networks 

Community Detection is a process of finding the cohesive group or cluster of nodes in a graph. It 

has several applications in real-time like finding a group of people of similar interests or 

preferences, so, that recommendations regarding some product can be generated for the whole 

group. It is also used for finding influential nodes in a network in an effective manner as 

compared to finding influential nodes at the network level. Further, it also plays a vital role when 

we need to send a message to a group as a whole rather than communicating the message to each 

person in the group[8]. The World Wide Web communities correspond to a group of pages 

related to similar topics of interest. 

Information diffusion can be enhanced by detecting communities in social networks and 

influential nodes in each community can spread the information quickly to other nodes within the 

community and to nodes in the other communities through weak ties. So, the concept of 

“strength of weak ties” helps in spreading or sharing information across different communities in 

different scenarios like finding a job opportunity, finding a good marriage partner for getting a 

variety of information from people of similar interests[9][10]. Further, this theory of strength of 

weak ties is based upon the proposition that acquaintances are more powerful in terms of 

influence as compared to the nodes having close relationships represented by strong interactions. 

 

5. Quality of Community Detection 

Evaluation of CD can also be referred to as benchmarking and it helps us in knowing the 

effectiveness of community detection algorithms. We can evaluate the detected communities by 

mainly focusing on the computation of intra-cluster connectivity i.e. the number of edges inside a 

cluster and inter-cluster connectivity i.e. the number of edges between two clusters where each 

cluster refers to a different community in a graph. Further, we can also evaluate using both intra 

and inter-cluster connectivity and using network models. The evaluation process makes of either 

synthetic networks or small empirical social networks datasets like “Zachary’s Karate Club”, 

“American college football network” and “Bottlenose Dolphin network”. 

Several metrics can be used for CD like centrality measures, modularity, clustering coefficient, 

structural cohesion, hubs or authorities, conductance, density or link distribution, coverage, 

performance, precision, and recall. Quality of CD can be enhanced by identifying outliers or 

noisy data representing unwanted nodes in a network. Such kind of nodes can be removed using 

various outlier detection algorithms like DBSCAN, BIRCH, ROCK, STING, Wave Cluster, 

etc.[11] 

Normalized Mutual Information (NMI) helps in measuring the effectiveness of communities 

identified from artificial(synthetic)  networks whereas modularity measure is generally useful for 

evaluating communities detected from real-world networks[2]. The clustering coefficient is one 

of the main factors which affect community detection and it refers to the tendency of nodes to 
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connect with other nodes in the network or the tendency to form clusters. It can be further 

classified into local and global clustering coefficients. 

 

6. Community Detection Algorithms and Approaches 

A Community Detection refers to finding a group of nodes based upon some similarity among 

nodes using graph characteristics or using topological features. Community detection is studied 

by researchers as either graph clustering problem or graph partitioning problem. Graph clustering 

algorithms used for community detection mainly use hierarchical methods, density-based 

methods like spectral clustering, and modularity based methods. Graph partitioning methods are 

used for partitioning a graph into clusters by finding a cut set consisted of a minimal number of 

edges of the graph. A graph can have many cut sets and it refers to a number of edges required to 

be removed from a graph such that we can have disconnected components (subgraph) of a graph. 

These disconnected components represent non-overlapping communities. We can also have 

multi-cut so that a graph can be divided into two or more disconnected components. One of the 

well-known examples of graph partitioning based method for clustering is a k-means algorithm. 

Further, other approaches can be greedy heuristic-based algorithms for getting an optimal 

solution for community detection within less time[8]. 

Community detection algorithms make use of the agglomerative (bottom-up) or divisive (top-

down) approach. In the first approach, we keep on connecting a node to other similar nodes 

whereas in the second approach we keep on dividing a large graph into smaller components 

representing clusters. Girvan Newman algorithm is one of the most popular algorithms based on 

the divisive approach, and it is based upon removing edges with maximum betweenness 

centrality iteratively. Many researchers have worked for the improvement of this algorithm and it 

mainly uses modularity metrics proposed by Newman for community evaluation. Further, most 

of the community detection algorithms are based upon using undirected graphs as the input. 

Node attributes based classification approach can be used for detecting communities and in case 

if community detection algorithm is performing well then it can also be used for estimating 

meta-data of nodes. 

Community detection algorithms can also be based upon identifying influential nodes in social 

networks which represent people having many connections and they are respectable personalities 

in their domain. These nodes are comparatively more active and play a vital role in diffusing 

information regarding ideas or innovation to other nodes in the network[12]. There are various 

approaches for finding influential nodes including centrality measures. We can also make use of 

“k-shell decomposition analysis” as nodes in the core layer are supposed to be better as 

compared to periphery layer nodes for spreading information to broader areas. The idea of 

finding nodes having similar characteristics to a leader or influential node(s) helps in discovering 

communities in social networks. Generally, we detect communities first, and then it will be 

followed by finding influential nodes at a community level. But in recent research works, CD 

based on the identification of node representing a leader is proposed, and it is mainly focused on 

two types of methods i.e. local and global methods. Local methods use individual node position 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

61 | P a g e  

ISBN: 978-81-952307-5-4 
 

in the network as in degree centrality but global methods are based upon network topology for 

finding influential nodes like betweenness centrality. 

Most of the clustering algorithms used by Data Scientists are the k-means algorithm, hierarchical 

clustering, or DBSCAN and these algorithms are mainly focused on exploratory data analysis of 

tabular data. On the other hand, there is one more type of data that is referred to as network data. 

Markov Clustering (MCL) algorithm is used for Community Detection which is an application of 

clustering algorithm on network data. MCL algorithm can also be used for tabular data and it is 

based upon the idea of simulating a random walk on a network data represented using a graph. 

MCL algorithm makes use of iterative application of expansion and inflation for generating 

partitions of the graph data into clusters(connected components) naturally from the 

graph(network) topology itself, unlike other clustering algorithms which require prior knowledge 

of the number of clusters to be detected[13]. 

Topology-based community detection particularly refers to network graph structure based 

community detection. Recent work in community detection is not only utilizing the topology of 

social network’s graph but node attributes are also considered for getting effective results[14]. In 

addition to these approaches, Topic-based community detection can be done using Twitter 

Dataset. Sentiment analysis like sentiment scores and words per tweet using the Twitter dataset 

can be used for finding communities or groups. Sentiment analysis based scores varies as per 

similarity in the interests, thoughts, and opinions. Tweets structure plays a great role in finding 

communities. Community Detection algorithms are also based upon Meta-heuristic Optimization 

Techniques namely “Genetic Algorithms”, “Ant Colony Optimization” and “Particle Swarm 

Optimization” which are used for identifying communities from large-scale networks[2]. 

 

7. Challenges in Community Detection 

Community detection is one of the key areas of research and it suffers from the problem of 

validation and evaluation of the CD methods due to the lack of benchmark datasets and 

availability of ground-truth for many of the network datasets[15]. Researchers have identified 

various challenges in the field of CD like continuously evolving social networks in terms of 

shape and size. Community detection algorithms based on Graph partitioning method require 

prior information regarding the number of clusters (groups) to be formed and the size of 

components. This pre-requisite makes it difficult for us to use graph partitioning based 

algorithms for community detection. 

Community detection algorithm may suffer from low recall (if detected communities are less 

than the desired number of communities) or low precision problem when the number of detected 

communities includes spurious communities as well. A good evaluation scheme should be able 

to detect such communities and follow up for either merging or splitting communities[16]. There 

are several other challenges like resolution limit problem in CD, lack of clarity on the definition 

of community, difficulty in the assignment of nodes to a specific community gives scope for soft 

computing approaches based assignment as compared to assigning a node to only one 

community. This is essential when a node may belong to more than one community and it is 
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more close to real-time scenarios. In present scenario the data available in online social networks 

is of huge amount and requires higher end computational resources to process and analyze big 

data of graphs for example social networking sites and e-commerce portals data[17].  

 

8. Conclusion and Future Scope 

Community Detection is a key research area for the past two decades but still having scope 

further to improve the efficiency of community detection in terms of accuracy and time 

efficiency. Further, research in the field of CD algorithms is mainly divided into overlapping and 

non-overlapping CD algorithms and an appropriate algorithm can be selected based on network 

dynamics like size and type of the network, edge connectedness. In the future CD can be 

explored using meta-heuristic optimization techniques for discovering overlapping communities 

with more precision. Further, the concept of communities can be researched using node attributes 

along with topology-based approaches if data is available. In addition to this CD can be studied 

in current application areas related to online recommendation generation for promoting products 

and innovative ideas, for developing effective strategies for disaster management, for studying 

inter-community information diffusion, and many more. The quality of CD can be increased by 

making available ground-truth communities. Faster algorithms along with new approaches for 

CD will help in improving its application in newer domains. Community Detection using 

directed graphs is a recent area of research and CD in dynamically evolving network structures is 

a major concern of researchers. 
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Abstract: Due to COVID-19 crisis when people around the globe were confined to the boundariesof 

their homes, the code for various digital services kept on running inside the data centers to provide 

various digital services to both the urban and rural world. But due to the same crisis the exodus of 

millions of workers from cities to back to their villages in India has shown that villages are more 

sustainable than cities.In this work,we have covered the coexistence of the Cloud and the Fog, and 

have explored various sustainable digital servicesthat may be helpful for the development of villages. 

Keywords: IoT, Cloud, Fog, Digital Village, Smart City, Smart Village,SIoT. 

 

1. Introduction 

Internet is one of the most important and powerful creations in all of human history. 

Today, human life and comforts are largely controlled and facilitated through Internet of 

Things (IoT). Due to this, traffic volume has been growing exponentially on the Internet. No 

doubt, soon we are going to enter the era of Giga Bits Per Second (GBPS) speed in 5G, but 

experiences have also shown us thatwhena remote and slow device tries to access information 

from centralized cloud, the device cannot effectively access it. Once a remote and rural 

village is connected digitally with a high speed Internet and the people are provided with 

basic computing infrastructures like computers, smartphones, tablets etc., various digital 

services may be started for the villages.  

The rest of the paper is organised as follows:First we briefly cover the background of 

Internet of Things (IoT), the Cloud computing, the Fog computing, and the digital village in 

the section 2. After this in the section 3 we have covered the coexistence of Cloud and Fog. 

The section 4 cover various sustainable digital village services that may be deployed over the 

coexistence of Cloud and Fog. And at last, conclusion and future scope has been covered in 

section 5. 

 

2. Background 

While remotely providing the centralized cloud based services to the remote and rural 

areas of India, where 68.84% [1]of the total populationresides, the major problems that are 

being faced are intermittent Internet and power connectivity, lack of coordination among 

various departments working for villages, lack of proper skill and awareness etc.Therefore, 

the digital infrastructure that connects rural populations to the rest of the world is critical. The 

Fog as a local Cloud has been imitating the cloud capabilities at user end.The Cloud and Fog 

have their own advantages as well as disadvantages. The cloud and Fog are not meant to 

replace each other. Both can coexist with Internet of Things (IoT) to provide various digital 

services in amore effective manner. 

2.1. Internet of Things 

Although, the term Internet of Things (IoT) was coined by the Auto-ID Center at 

Massachusetts Institute of Technology (MIT) in 1999, its first appearance in the literature 
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was noticed in 2006 [2], [3]. The IoT [4], [5], [6], [7] is a new paradigm that is based on 

coordination of identifying, sensing, networking, computation and actuation. From the 

traditional Internet in which computers and various network communicating devices such as 

hubs, switches, routers were used, the Internet today is evolving to the Internet of Things 

(IoT) in which we are trying to connect various objects/devices appearing in our daily work 

routine. These traditional things are made smart by enabling these things to see, hear, think, 

and communicate [5]. IoT helps these objects/devices to bring to the Internet, the largest wide 

area network. Internet of Things aims to bring connectivity to every physical object. Anyone 

can connect to these objects at anyplace and anytime by preferably using any network and 

any service for making human life easier and comfortable.Due to constrained computation, 

storage, and limited battery life, IoT has different protocols than the TCP/IP based traditional 

Internet, on each layer[8], [9]. 

 The IoT architecture varies from solution to solution and is based on the type of solution 

which we intend to build. Many IoT architectures have been proposed but have not converged 

to a reference model. But based on the requirements of researchers and industries, IoT-A 

project tries to design a common architecture. Some common architecture for IoT are (1) three 

layer based, (2) middleware based, (3) SOA based, (4) five-layer based. The most commonly 

used IoT architecture comprises of three levels: perception, network, and application, as 

depicted in Fig. 1.  

 

 

 

 

 

 

 

 

Fig. 1. Three Layer IoT Architecture [17] 

The perception layer is basically a hardware layer, and consists of various sensors and 

actuators. The main function of the perception layer is the acquisition of environmental data 

from the real world. The perception/Sensing layer acts as a seed point, and is responsible of 

creation of big data [4]. For example, an IP camera, acting as a sensor in the perception layer, 

is constantly forwarding images to a video analytic solution in a remote cloud. The IoT is a 

heterogeneous network in which the network/transmission layer acting as an interface 

between perception and application layer, is used to efficiently transmit data acquired by 

sensors to its destination by providing routes and without any loss of data. Various devices 

operating in this layer are switches, routers, and gateways.  Most of the IoT services rely on 

wireless communication technologies. These wireless technologies are available from the 

proximity communication to wide area network communications [5]. The application layer 

implements various services and applications for a specific IoT solution.  

Since the initial use in RFID, the IoT today has applications in almost every field that is 

directly or indirectly related to bring help to humans in their daily work routines or improving 

the quality of human life. With nearly limitless applications [6], [8]and use in information 

perception and real time applications for reducing human efforts, there are also some latency 
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sensitive applications that require special attention. 

2.2. Cloud Computing 

In the Cloud Computing [10], major computer system resources such as storage and 

processing of system or user programs, are available to the user as and when demanded on a 

self-service basis. Here, on demand network access of the resources is provisioned and 

released automatically with respect to the service level agreement (SLA). The cloud provides 

various services to multiple users at the same time. For this, the cloud maintains a pooled 

group of major computer system resources. Users can access these services from a broader 

range of network devices such as laptop, desktop, smart phone, tablet etc. This is done with 

minimal interaction with cloud service provider. Capabilities of each provisioned resource 

can be dynamically and automatically increased or decreased as per the requirements. The 

measured service provides transparency to the end user in terms of resource consumption.  

The Cloud Computing deals with virtual resources. Here, we focus on consuming rather 

than own. It is based on pay-as-you-go model.  The Cloud Computing and the IoT share a 

common first appearance in the literature as 2006 [6], shown in Fig. 2. 

 

 

 

Fig. 2. First emergence of Cloud Computing, IoT and Fog Computing in literature [6] 

The cloud provides three service models for users [10]. The Software as a Service (SaaS) 

model is often used when the user doesn‟t have the costlier software locally and want to use it 

for a fixed duration of time on a remote cloud. The Platform as a Service (PaaS) model is 

often used when the user wants to develop his/her own software and is not satisfied by the 

SaaS version of that software available on the cloud. The Infrastructure as a Service (IaaS) 

model is often used when the user is not satisfied by the SaaS version of a software and PaaS 

version of environment, and wants to work from scratch on a virtual version of infrastructures 

on the cloud. The cloud can be deployed in four different ways[10]. The private cloud 

deployment is owned privately by an organization or company. The community cloud 

deployment is used when more communities (same organization at different locations for 

example) are interested to work together in a safe and protected environment. The public 

cloud deployment is open to access and used by general public (for example AWS Cloud). 

Hybrid cloud is any mixed version of above three models.  

Whereas the IoT is characterized by limited resources, represents real world and is a 

source of big data, the Clouds have virtually unlimited resources, represent virtual world and 

are mangers of large data [11]. Some of the challenges many centralized IoT solutions 

currently facing are constraints related to scalability, cost, single point of failure, latency, 

bandwidth, connectivity to cloud, access & diversity, flexibility, security and privacy [12], 

[13]. Only using the concept of centralized IoT through Cloud Computing, all these 

challenges cannot be handled smoothly. 

2.3. Fog Computing 

In order to reduce the heavy burden and long latency on the backhaul links, the pendulum 
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of computing is once again shifting from the traditional centralized architecture to the 

distributed architecture using Edge/Fog computing, which try to bring the cloud resources 

near the user, at the edge (near the village/people). 

Since the underlying meaning of the Fog Computing at CISCO by Flavio Bonomi [14] in 

2012, various researchers have been endeavouring to characterize and portray the Fog 

Computing in the literature. [15], [16], [17], [18], [19], [20], [21].  

 Fog Computing is one of the recent distributed computing paradigm, which is a natural and 

non-trivial extension of the Cloud Computing and is one of the implementation of the Edge 

Computing [20], [21], [22]. The Fog Computing is not being considered as an offloading 

solution, rather it is a continuum [23]. Fog Computing is an intermediate layer that bridges the 

mismatch that exist between two extremes, the Cloud and the Things, in terms of speed, 

computation, storage by enabling computation, storage, and networking capabilities closer to 

the end user, residing near the edge of the network [24]. Therefore, the fog layer reduce 

workload as well as response time of the cloud infrastructures. The Fog Computing is not a 

replacement architecture for the Cloud Computing, but it may be utilized to combine the 

globalization power of the cloud with IoT [6]. Similar to the service and deployment models 

available in the Cloud Computing [10], the Fog Computing could also have implementations 

for SaaS, PaaS, and IaaS, as well as support for Private, Community, Public, and Hybrid fog 

nodes [25].   

 One major factor reducing the capacities of the cloud infrastructure is the huge amount of 

data sent to the backhaul of the network. The Cloud Computing cannot solve all the IoT 

problems independently, specially the latency in some latency sensitive applications. The Fog 

Computing deals with the limitation of the cloud systems in such a way that its robustness, 

performance and effectiveness are enhanced [26]. 

 The greater part of the research work in Fog Computing alludes to the three-layer 

architecture shown in Fig. 4 which is made out of Cloud, Fog, and IoT [27], [28], [29], [15], 

[23]. Here, the IoT layer is responsible for sensing data from the real world and forwarding 

them to Fog layer. Various things such as sensors, drones, smart vehicles, etc., distributed 

geographically, are present here. Second layer is the Fog Layer, consists of large number of 

physical and logical network elements, called Fog Nodes. This layer acts as intermediator 

between Cloud and IoT. Fog nodes offers services to the end devices, while obtaining services 

from the cloud. The Fog layer increases the efficiency by decreasing the load of cloud 

resources. This is done by moving some computation/services from the Cloud to the Fog layer. 

This also reduces the latency. The Cloud Layer is composed of Cloud infrastructures such as 

several high computational and storage servers. The sensors/actuators use Local Area Network 

(LAN) to communicate with Fog layer whereas, the communication between sensors/actuators 

and the Cloud is done using Wide Area Network (WAN) either directly or through the Fog 

layer [30].  

 The OpenFog Consortium‟s N-layer Fog architecture [21] is a refinement of the three-layer 

Fog architecture, where the intermediate Fog layer is further divided into several N-layers. 

Each of these layer may have multiple Fog nodes (Fig. 3). In the lowest tier, the Fog nodes are 

near to IoT layer and spotlights on acquiring, normalizing, and gathering information, while 

the Fog nodes close to the Cloud layer are liable for conglomerating the information and 

building knowledge out of them. These Fog nodes in the intermediate tiers are responsible for 

filtering, compressing, and transforming data received from lower layers. Some factors which 
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determine the number of tiers are based on information such as latency requirements, 

capability of nodes at each tier, load and type of work in each tier, and number of end devices 

etc. These Fog nodes form a mesh by interconnected links in such a way that inspires some 

extra benefits such as load balancing, fault tolerance and flexibility and strength. Therefore, 

within the Fog layer, nodes can communicate horizontally as well as vertically [6]. 

 Some unique and feasible features[30] related to computing, storage and communication 

services are possible at the Fog layer due to the Fog‟s proximity to the Things layer. Some of 

the computing paradigm related to the Fog Computing has been covered in detail in [24], [22], 

and [6]. In many countries, due to the capabilities of fog in the adoption of smart city 

technologies and programs, the questions like “do we need the cloud?” are also arising [31]. 
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Fig. 3. OpenFog‟s 3-tier & N-tier architecture for Fog Computing [6] 
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2.4. Digital Villages 

Integrating digital technology into the life of a village makes it a digital village. Various 

services like digital health services (tele consultation), installation of energy and cost 

effective solar panel powered street lights, making each family as digitally literate, various 

skill services, base line survey to understand attitude of the community and to address the gap 

between qualitative and quantitative data, creating awareness etc. are being used in India for 

creating the digital villages. The basic requirement of these services a good Internet 

connectivity. The idea of digital village is not limited to just providing a super-fast Internet 

connectivity to a village, but it also requires some services running in the background.The 

IoT, Cloud Computing, Fog Computing, Information and Communication Technology (ICT), 

RFID, Geography Information System (GIS), Global Positioning System (GPS), Remote 

Sensing (RS), Wireless Sensor Network (WSN) are the commonly used technologies that 

form the foundation for these solutions.These services, if not properly developed and 

deployed, may even prove to be counterproductive. 

 

3. Coexistence of Cloud and Fog 

 In order to get overall good performance from a computer system, various memory 

components are arranged hierarchically inside it, as shown in Fig. 4, where moving top to 

bottom, the access time and storage capacity of memory components decreases. Analogues to 

this fact, the cloud and fog may also coexist to provide a Cloud-Fog-Things continuum. Cloud 

and things reside on two extreme ends. The things in IoT are closer to action but clouds are 

placed away from things and act as information processors. Also, cloudsare virtually full of 

resources like computational and storage power, while thingsin IoT have lesser computational 

and storage capacity with limited battery life. The Fog layer is the intermediate and perfect 

junction where there are enough resources to mimic cloud capabilities. It makes the Fog as a 

better platform for many latency sensitive applications.In the Cloud-Fog-Things continuum, 

collection and delivery of data is extremely important. Caching the data at Fog layer can help 

in both cases. 

 
Fig. 4. Analogy of Computer Memory Hierarchy with Cloud-Fog-Things continuum 
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 The coexistence of the Cloud and Fog may be helpful for various applications. Any 
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and Cloud‟s globalization power. Here, temporary computation and storage are done on the 

fog while pushing the preprocessed data with the need of powerful processing to the remote 

Cloud. 

 In smart irrigation, various sensors can be deployed in fields that sense the temperature, 

humidity, and moisture level from selected area of the village and send the sensed data to the 

Fog layer near the village. The Fog layer is then responsible for take decision to open or close 

the valve of the irrigation system. The sensed and preprocessed data can be forwarded to the 

Cloud to form big data for future use. The time for seeding any crop is crucial for its best 

output. Further, the environmental factors like rain, moisture, wind may also disturb the 

farmer‟s plan. For this the smart agriculture may be deployed in such a way that the Fog level 

prediction and Cloud level predictions are compared and priority may be given to the Fog‟s 

perfections.The time toswitch ON or OFF the street lights in the villagecannot be same in a 

year. Further, the cloudy season may also disturb this time.In order to save the electricity, the 

street lights may be switched ON or OFF as when any movement is detected in the 

street.Other important service is smart governance for the villagers which utilizes modern 

technologies and ICT and create a transparent and sustainable environment.To prevent sudden 

fall of patients during strokes, smart health system may be deployed. This will also be helpful 

for early detection of spread of many diseases. Surveillance system may be interconnected to 

the Fogs and the Clouds. The utilization of water may be managed using a similar system. 

Quick alerts on any event, especially during disasters, may be generated in a village to protect 

them all from loss of life and property. Schools and other institutes within the village may be 

interconnected. Other services include food and clean drinking water, transportation and 

sanitation. 

 

5. Conclusion and Future Scope 

 Tomaintain the balance between rural India and urban India, digitization of village is 

necessary. 

Through Internet, rural India will connect to urban India and rest of the world. For the 

prosperity of digital villages, the co-existence of Cloud and Fog is helpful. We cannot rely 

entirely on the Cloud while using any of the centralized applications in rural and remote 

villages. We have to use the Fog also. We have to create smaller set of Fogs in geographical 

regions near the village. This will ensure connectivity and services as and when required. This 

may also create various opportunities in employments, improves the standard of living, ease 

the work, increase the knowledge regarding Internet and help establishing sustainable 

environment in the village. All these benefits will contribute towards global economic growth. 

 Progress and development of rural area is often hampered by the lack of high end 

technology and unavailability of high speed internet. While urban world enjoys benefits of 

technology advancement in every walk of life, the rural world remains unaware of it. IoT and 

ICT can bridge this gap and bring the same benefits of technology to villages as the cities. 

 As the number of things in IoT have already crossed the human population, research should 

have done toward making social network of things. Also, there is a need of smart digital 

infrastructure to empower rural people and create self-driven economy.Various thrust areas in 

Social Internet of Things (SIoT) require focus today. 
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 Abstract: Cloud Computing is the collection of computing mechanism in information technology. 

These services mainly comprise of hardware, software, networking applications and other computing 

resources which are over a network provided to the end user who subscribe to these services. Various 

cryptographic techniques are used in order to migrate and mitigate data to the cloud. This paper has 

focused on the two techniques RSA and ElGamal. The paper further categorises the performance 

evaluation of the two techniques and has proposed a technique that decreases the computational 

complexity in terms of the time consumption to provide the better solution  

Keywords:  Cloud  Computing,  RSA, ElGamal,  µTPM  and  Third  Party  

Authoriser. 

 

I. INTRODUCTION 

Cloud Computing is the collection of computing mechanisms in information technology. 

These services mainly comprise of hardware, software, networking applications and other 

computing resources which are over a network provided to the end user who subscribe to 

these services. The advantages of this service (cloud storage) is the on demand access to the 

data or information with perks of being available anytime, anywhere, scalability, cost 

efficient, and high security of data. In order to make available these resources to the user, the 

cloud service provider (CSP) needs to transfer all the available information of files to the 

remote located system called storage of cloud. Thus a need arises which is to secure that data 

as this data is extremely vulnerable to the attacks such as confidentiality, integrity, 

availability, misuse of authentic user, malicious insider etc. As we are aware that in order to 

smooth working of a system there is the need for the system to be secure and reliable. We 

have to keep into consideration that all the story revolves around the data. Thus data is the 

integral part of the cloud system because it is the data which is needed to be protected from 

getting into the hands of the malicious user. Thus confidentiality and privacy of this data is 

needed to be maintained as the data is growing rapidly in the system with the abundance. The 

most well-known technique in order to secure data is “Cryptography” which contains of the 

two processes- Encryption and Decryption.  

The data is first encrypted using sender‟s key (Public) and the moved to the remote location 

(Cloud). Thus the encryption of the data is done at the CSP side and the data when accessed 

by the user decrypts it using its private key. Thus we need to have better secure cryptographic 

algorithms 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021  

 
 

74 | P a g e  

ISBN: 978-81-952307-5-4 

.  

Figure 1: Cloud Computing Deployment Models and Organization. 

In this study we have taken two cryptographic algorithms into consideration:  

• RSA  

• ElGamal  

 

 

 

 

 

 

 

 

Figure 2: Cloud Computing Security Aspects. 

We have implemented both of these algorithms separately and their performance is evaluated 

in terms of time complexity in both the phases i.e. Encryption and Decryption. Moreover, we 

have also come up with a new algorithm which has incorporated the features of both of these 

algorithms. The performance evaluation of this algorithm is also carried out in terms of the 

time complexity. This algorithm‟s performance is then compared to RSA and ElGamal, thus 

clearly depicting the user what algorithm to go for to implement in the system.  
 

II. Literature Review  

Arockia Panimalar.S and Subhashri.K in the research “Securing Outsourced Data on Cloud 

Using ElGamal Cryptosystem” has focused on the originality of the data in the cloud. As 

during the storage of data over the cloud, the user loses its physical control over the data and 

has to rely upon the third party that is managing the data, in this case the third party is the 

Cloud Service Provider. The encryption mechanism used by them is being coincided with the 

integrity maintaining mechanisms. The cryptographic algorithm used for encryption and 

decryption is the ElGamal combined with SHA-25 hashing methods and the result were taken 

for the time complexity of various size of data and the experimental results where compared 

with the RSA algorithm‟s time complexity.  R. Mythili, Revathi Venkataraman and T. Sai 

Raj in the research focused on the access control mechanisms over the stored online data in 

the cloud storage as the file transfer over this medium is less secure. For doing so they have 

proposed ABSC (Attribute based Signcryption) technique combined with the Attribute based 

Encryption technique, thus encrypting the stored data using these two mechanisms. By 

allowed this innovative encryption technique the authors where able to reduce the 
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computational time that existed. The results were taken and were compared to existing 

system to evaluate difference between the existing and proposed system.   

Asma Khatoon and Dr Ataul Aziz Ikram in their research has proposed the better algorithm 

for cryptographic needs in the cloud storage is RSA so as to provide the better security. They 

thus proposed a method which is implemented in the system using RSA algorithm. The 

implementation is further authenticated by evaluating the performance to the algorithms in 

terms of different metrics. The metrics used in performance evaluation of the proposed 

system are the Time and Space  

Complexities and as well as Throughput.  

P.Suresh a research scholar in his research  

– “Secure Cloud Environment Using RSA Algorithm” has discussed about various 

cryptographic algorithms used in the cloud environment to reach to the goal of maximum 

security. These cryptographic algorithms include DES, RSA, and AES. But the main 

algorithm taken into consideration was the RSA, the RSA algorithm was used in the 

cryptography of the Data that was stored and transferred into the cloud environment. The 

applied RSA was used over different number of key sizes and the results were taken which 

showed the performance evaluation of this algorithm.  

Nasarul Islam.K.V, Mohamed Riyas.K.V in the research has focused on the merits and 

demerits of the computing and the various security issues assigned to the same. In order to 

acquire the security the framework has implemented various cryptographic algorithms and 

compared those algorithms by virtue of various factors like Time, Space and Throughput.  

 

III. METHODOLOGY:  

With the increase in the cryptographic development in the framework. Various asymmetric 

cryptographic algorithms are used in order to securely transfer and mitigate the data over to 

the cloud. Some of the algorithms used in the systems are defined below:  

RSA-Cryptosystem:  

There are three phases of this algorithm  

• Recovery of Key  

• Encrypt the key   

• Decrypt the key 

Encryption in RSA is performed using the virtue of public key and the decryption is 

performed using private key respectively. The mathematical modular exponential cipher is 

used in RSA. The algorithm works are follows:  

Working principle of RSA:  

Let‟s consider a scenario- Marc has to send a message „Q‟ to Steve. In order to do so Marc 

would encrypt the message in order to make it secure, so as to encrypt the Marc should first 

acquire the public key A1 (x, y) and this pair would be used to encrypt the data and the 

message „Q‟ is restricted to be in the interval [0, y-1].  Thus a number „z‟ is calculated where 

„Z = Q x mod y‟ and after decryption the plain text can be obtained by: “Q = Z r” mod y  

Mathematically,  

The RSA algorithm can be written as:  
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RSA Encryption:  

Input:  

Input data, Q Public key pair A1 (x, y)  

Output:  

Cipher text „Z‟  

Return (Z)  

Z = Q 
x
 |y|  

RSA Decryption:  

Input:  

A1 = Cipher text (Encrypted Message)  

Private Key pair A2 (r, y) 

Output:  

Return (Q)  

Q = Z 
r
 |y|  

RSA Key Generation:  

1. Two prime numbers are selected a & b, these two numbers should be large.  

2. Calculate y, where y = a * b  

3. Compute Φ (y)  where, Φ (y) = (a-1) * (b-1)  

4. We have to assume a number „r‟ which must be co-prime to Φ (y).  

5. Calculate „r‟, where y*r = 1 mod Φ (y), such that : (y*r mod Φ (y) = 1 thus, [(y*r) / Φ (y)] 

remainder should be 1)  

6. Thus the private key constitutes of (x and r)  

7. The public key constitutes of parameters (x and y).  

4.2 ElGamal Crypto system:  

Let the message to be encrypted be „Msg‟. The algorithm works as follows:  

ElGamal Key Recovery Process:  

1. Choose a number „x‟ which should be prime.  

2. Assume an entity „j mod x‟  

3. Compute a private key „K1‟ from the interval [1….x-1]  

4. Calculate a public key „K2‟ from the expression [k2 = j K1 modulo x]  

ElGamal Encryption:  

 The cipher text in the ElGamal is denoted by „Ctxt‟ which comprises of two values „T1‟ and 

„T2‟ both being the part of the cipher text.  

1. Calculate „a‟ (RANDOM NUMBER) <  

„x‟  

2. Calculate „T1 „ and „T2‟ where    T1 = ja mod x  &  T2 = (Msg) XOR (K2) (a)  

3. After obtained the cipher text Ctxt (T1, T2), transfer these parameters to the receiver‟s 

end.  

ElGamal Decryption:  

 Upon receiving the cipher text Ctxt (T1, T2)   by the receiver, the receiver decodes the cipher 

text using the expression:  

Msg = (T1 K1 mod a) XOR T2 
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 IV. MOTIVATION:  

While taken into consideration the performance evaluation results of both RSA, El Gamal and 

Pailler. It was apparently found that: RSA algorithm during the encryption works faster than 

both Pailler and ElGamal and ElGamal during the decryption works faster than both Pailler 

and ElGamal.  

 
Figure 3: Comparison for time taken during Encryption 

 
Figure 4: Comparison for the time taken during Decryption 

 

 V. PROPOSED WORK:  

Trusted Party Module Management:  

A third party authoriser can be enforced that would validate the key and integrity while 

performing encryption and decryption.  

This third party authorises can be developed by using a module in the server called µTPM 

acronym for “Third Party Module”. This micro TPM is an integrated circuit or a chip that 

would enforce the integrity and authorise the cloud data 

 
Figure 5: Micro TPA Flow Diagram 
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Proposed Algorithm:  

Let the message transferred be “TxT”.  

Key Generation:  

1 The key generation process works as follows:  

2 Assume a large prime number „g‟.  

3 Choose a rational element „K‟ such that {(K) XOR (L)}.  

4 Calculate the variable „a‟ such that:   {a = g * [(K) XOR L]}  

5 Choose „P1‟ (Private key) randomly from {1…g-1}.  

6 Calculate „P2‟ as follows: P2 = log2 [a  

(TxT) mod (g)]  

 

Encryption:  

1 Compute a rational whole number „r‟ less than „g‟.  

2 Calculate „C1‟ and „C2‟ that are the related components of the cipher text  

„CTxT‟.  

3 The cipher text „CTxt‟ thus contains the both key components „C1‟ and „C2‟, such that 

CTxT (C1, C2).  

4 C1 = Log2 {(g) (r) mod (L)}  

5 C2 = Log2  [(Txt) XOR (P2) (r)] Then the CTxT is send to the receiver‟s end which 

contains C1 and C2.  

Decryption  

After receiving the cipher text „CTxt‟ the receiver then decrypts the file and gets the original 

text „TxT as follows:  

TxT ={ [C1  
𝟏 

 mod (g)] XOR C2}  
𝑳𝒐𝒈𝟐 𝑷𝟏 

VI. EXPERIMENTAL RESULTS  

The framework was implemented on Ubuntu Operating system  The „Anylogic‟ Software was 

used to implement the system with core java as the programming language. The results were 

taken after implementing the algorithms.  

 
Figure 6: Encryption time for Character Count 
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Table 1 Comparison in Encryption time for Algorithms for Character Count 

 

 

 

 

 

 

 

 

 

Table 2 Comparison in Decryption time for Algorithms for Character Count

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Decryption time for Character Count

Text 

length  

 

  

ElGamal  

  

RSA  

  

Proposed 

Algorithm  

19580  29093.6349ms (29s)  3818.8579ms  2634.234ms 

9342  13232.2388(13s)  641.4635ms 545.6787ms  

6895  8383.3855ms(8s)  224.8633ms 198.7676ms 

4480  6505.8839 (6s)  142.941ms  115.7634ms  

3839  5196.68898ms(5s)  108.6065ms 97.568ms  

Text length   

ElGamal 

 

RSA 

 

Proposed Algorithm 

19580 101.7654ms 

ms 

154.4229ms 89.5619ms 

9342 38.765 ms  59.6534ms 31.5681ms 

6895 20.7765 

ms 

35.7865ms 17.3410ms 

4480 15.5692 

ms 

29.329 ms 11.3408ms 

3839 15.6073 ms 25.6507ms 12.0956ms 
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Figure 8: Encryption time for File Size                Figure 9: Decryption time for File Size 

 

VII. Conclusion and Future Scope: 

The algorithm developed works by the principle of exponential problem for encryption and 

for the decryption, the algorithm follows discrete logarithmic expression. It is quite necessary 

in order to secure the data and to verify the integrity as well as to maintain the effectiveness 

and originality of the information on the cloud, we need to assign a third party authoriser. 

This third party authentication centre is validated by the module known as TPM which 

stander „Trusted Third party Module‟. It is used in the form of microchip embedded in the 

end user machine as well as the cloud server. Thus the integrity management is performed 

both at the cloud and the user end. 

Moreover the algorithm developed has reduced the encryption and decryption time thus 

reducing the computational complexity of recovering the key used in the cryptographic 

system. This was done by incorporating the features of RSA in during encryption process and 

the features of ElGamal during the decryption time. 
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Abstract: The concept of Blockchain technology has emerged along with the emergence of the bitcoin 

cryptocurrency. A secured database technology was required for storing and transmitting the bitcoin 

transaction related information. In this decentralized technology, each transaction is recorded. Each 

of these records is called block wherein the details such as transaction details and links to the 

previous block are secured. Blockchain has answered the existing financial system's inefficiencies, 

which suffered capacity crunch because of being-paper-based processes wrapped in digital dress, too 

centralized, rigid, vulnerable to attack, and denying financial access to billions of people. Also, for 

being transparent, non-tamper able and decentralised, blockchain has been adopted in legal, medical, 

health care and logistic fields. According to Harvard Business Review, 45% of financial transactions 

or money transaction services have been suffering from economic crime each year. This leads to a 

rise in regulatory cost vis burdens each year to both banks and customers. The trust is not established 

not by governments but by the peer to peer network consensus, coding, cryptocurrency, and 

collaboration. For the first time in financial history, two entities can make transactions or forge 

agreements without even knowing each other and without getting assisted by intermediaries. Given 

such perils and promises, many firms are driving to invest in this disruptive blockchain technology. 

Keywords: Blockchain, Cryptocurrency, financial Services, health sector, smart contracts, hash 

cash 

1. Introduction 

Blockchain is one of the most indispensable technologies that have revolutionized the world 

of cryptocurrency. Known as distributer ledger technology (DLT), Blockchain technology is 

fundamentally based on the combination of three main technologies, which are private key 

cryptography, peer to peer networks (P2P network), and the program (distributed systems). 

This protocol-based system mended the way of transferring money or assets. Blockchain, as a 

disruptive technology, has surfaced as an ideology to power bitcoins, and for the past ten 

years, it becomes a reality whenever it finds fertile grounds. It has removed the need for 

central authentication authority and allows people to discover its sheer utility without owned 

by a single entity. This technology has revolutionized the field of information registration 

with distribution by removing the middle man, ie. Intermediary experts. Since the number of 

cases of - cyber-attack, data security, hacking, information leakage has substantially 

increased, this leads to an increase in the number of people resorting to this technique.  

Also known as virtual currencies, they have attracted investment in payment infrastructure 

based on their software protocols as a new method of transmitting value over the internet. 

This system is fortified with several layers of Blockchain, which utilizes the bitcoin as an 

application. Bitcoins are one of the most popular crypto currencies[1]. This is not very 

complex as it looks. In fact, it is easier to use and only needs the wallet address of the sender 

and receiver to send money in the form of bitcoins. The conventional meaning of the term 

mailto:minakshi19@gmail.com
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Blockchain means chain or linkage, which includes the blocks which are arranged in a 

regular manner. Blocks are the information in binary form (0 and 1), which is stored in the 

public domain[2]. This is a form of a database that includes several blocks in chain form that 

carry the information of the sender in symmetry.  

This chapter focuses upon the concept of Blockchain, its framework, and the advantages and 

disadvantages of it for mankind. Towards the end, it will throw light on some of the 

application areas of Blockchain, particularly some case studies, to better understand the 

issues attached to it. 

 

2. Frameworks in Blockchain:  

 Blockchain Technology contains a series of blocks linked with each other in the form of 

distributed ledger form. This system time stamps the data, which provides immunity to the 

system from illegal theft, fraud, double spending, 51% attack, etc. Each block of the network 

holds data information such as transaction amount, time, etc. Block is located in nodes, and 

nodes are further connected with each other to form a network. Before accepting any new 

block in the running system, authentication is needed. This confirmation or authentication is 

given by the other block holders[30]. Once the verification is done, a new block is linked 

with the network, and his information is provided to every linked member present in the 

network. For maintaining any transaction, smart contacts are processed between the peers for 

maintaining the authenticity and legal agreement. Multiple algorithms are currently being 

developed by the programmers for strengthening the Blockchain network. Some of the 

popular enterprises are -Hyper ledger Fabric, R3 Corda, Quorum technique, Ethereum, etc. 

  

3. Blockchain Technology: Blessing or Curse 

Blockchain has answered the existing financial system's inefficiencies, which suffered 

capacity crunch because of being-paper-based processes wrapped in digital dress, too 

centralized, rigid, and vulnerable to attack and denying financial access to billions of people. 

[31].It has been argued to have improved the efficiencies while brought in other costs and 

operational uncertainties with it. [32].  

Why has a person developed so much admiration for Blockchain technology?  

 Decentralized- A single entity cannot own this technology. It is decentralized for being 

managed by a cluster of computers. In contrast, banks are highly centralized entities 

wherein all information is stored at a single node. No one can access that information 

without interacting with the central agency. For instance, you cannot pay someone 

digitally without going through the banking process. The centralized systems are highly 

prone to hacking, while decentralized ones are lesser vulnerable[33]. 

 Does not halt the entire system- When software is going through an upgrade, only the 

particular nodes in the chain go upgrade while others remain unaffected. In contrast, the 

entire system is halted in centralized systems, and information cannot be fetched from 

whatsoever source. 

 Data remains untampered- The data and information on each transaction are 

cryptographically stored in the form of a chain and cannot be tampered with. Its feature 

of being immutable makes it secure and safe to go with. People and companies cannot 
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be fiddle around. No matter how long or small your input may be, the output will always 

be recorded in 256-bit length. A cryptographic hash function is required to remember, 

which is unique for each input. If someone tries to hack any block – say 1, changing the 

data will change the hash drastically recorded on block 2. Now, this will change the data 

and address of block three, and likewise, the entire chain will be changed, hence 

impossible to hack[34]. 

 Data tracking is easier-Blockchain is a transparent technology.„Transparency‟ should 

not be confused with the „Privacy‟ feature. Well, the identity of an individual is hidden, 

but their public address is displayed. The point here is that one needs to know any 

company's public address to look at the transactions they are involved in. People 

develop trust with such mechanisms. 

 Promote Financial Inclusion- Multi-party stakeholders, small and big organizations, 

start-ups, and experts can engage themselves in experimenting and exploring DLT for 

financial inclusion. Importantly, they must lay the groundwork for identifying DLT 

implementation as truly stable and efficient systems and come out with best-suited 

technology solutions[35]. 

 Near Real-Time Reporting- DLT is an automated system that adjusts itself in posting 

transactions in real-time. It keeps a record of each transaction history and forms a single 

and authoritative record that all involved parties could verify. 

 

3.1 Disadvantages 

Blockchain facilitates financial services but also have some obstacles attached to it.  

Scalability Issue- With the rising demand, financial institutions have to deal with millions of 

transactions per second. The current architecture of cryptocurrency is not equipped to cope 

with that much demand[36].  

 Key lost/misplaced issue- Transactions are done using Blockchain technology can be 

unlocked using a private key by the receiver. If those keys are misplaced or lost, it may 

create problems because they allow the owner to change the ownership of those recorded 

assets on the blockchain. 

 Interoperability issues- Since this technology has not been widely accepted or practiced 

by financial institutions across the world, various issues need to be taken care of. [37] 

 Malicious Issue- If an entity gets malicious or corrupted, then the data in that blockchain 

will also get compromised. This brings a risk of loss of data loss and valuable transactions 

recorded. 

 The risk to financial stability- From managing monetary policy, inflation to bring price 

stability, banks play an important role in managing the global economy's health. 

Implementing cryptocurrency or distributed ledger technology can have a long-term 

impact on financial stability on the domestic and global economy.[38] 

 Mislead Market issues -Collaboration of Distributed Ledger Technology with Bank can 

mislead the market and generate tampering issues with a trusted governance framework. 

Central banks are finding it difficult to fully understand the implications, threats, and 

opportunities. Moreover, they may be reluctant to share their finding with the public to 

avoid the impact such signaling may have on the market[39].  
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3.2 Application area of Blockchain in different sectors (case studies) 

According to Harward Business Review, Blockchain has done the same to financial services, 

what Internet has done to Media. Especially created to bypass the role of banks, 

cryptocurrencies have actually improved financial services. Central Banks across the world 

have been exploring on whether DLT for solving long-standing issues with banking sector.  

Blockchain have the ability to transform the functioning of financial world and make it more 

efficient and equipped in terms of transaction. It is in between the sender and receiver present 

in network and it require the legitimate access in between them. Though not communicated 

much to the public, Banking and other financial institutions has perhaps realised the sheer 

potential of blockchain technology. [40] 

- Swift and Seamless Cross Border Payments 

- Reduced KYC Cost 

- Ease of Trade Finance 

- Asset Registry  

- Supply Chain Traceability  

- Resilience and Financial Inclusion 

Usually Banks to Bank international money transfer takes 2-5 working days. In the global 

world when people work freelance, they will have to rely on either swift transfer or paypal to 

get the money credited in their account[41]. The reasons are that these institutions are closed 

on weekends and require a lot of middle men to settle payments in batches. In contrast, the 

payment process is user-optimised in Blockchain technology removes the need of middle 

men and exponentially reduces the payment transaction time. Now the disruption is – 

replacing time need of 2-6 business days to 10 seconds! 

Amid a slew of measures-ever changing regulation policies and draconian KYC Compliance 

methods are the major prerogatives pushing up the cost of banking industry.[42] Know Your 

Customer (KYC) is an essential feature of Banks, financial institutions and also a place where 

they stand losingon Monetary frontswhen compared to cryptocurrencies, A bank may spend 

amount ranging from £40m to £300 m in one year for meeting KYC compliances. JP Morgen 

has set 13000 employees to keep track of such regulatory compliances[43]. 

Blockchain changed this space based on the concept of self-sovereignty. Since blockchains 

are not owned by central repository, anyone, part of the chain can upload and share 

information with else. By uploading identity to blockchain, one becomes the full in charge of 

it. [44]For instance, Alice want to open an account with Bank A. Bank will ask for her 

identity access for KYC regulations. These details can be uploaded for blockchain. Suppose 

in case of Bank B, instead of going with whole compliance from scratch, they can just fetch 

the required KYC data from Blockchain. Banks can use Blockchain KYC regulations for 

Intra-bank or Inter-bank purposes. This is likely to reduce their infrastructure cost by 

$20billion for one year[45].  

i. Intra-bank -KYC performed by bank can be used by another branch of same bank. 

ii. Inter-bank -KYC performed by one bank can be used by another bank for a smooth 

reference of services. 

Trade finance is a crucial area where more than two parties are involved. Trusting each other 

always remains a serious concern between them and to ensure the trust they have to go ahead 

by taking for middlemen like-Banks, Financial Institutions or Clearing Houses. This leads 
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towards more delay in process, complexity and decision making. [46] Blockchain technology 

can help here with smart contracts. Smart Contracts are self-executing with specific 

instructions written on its code. Such contracts will be executed only when certain conditions 

are fulfilled. It saves from fraud and remove barriers occur in traditional way of trade finance. 

It works on the basis of IFTTT logic, “IF-THIS-THEN-THAT” logic. If certain condition is 

met, then next condition will be executed and after that another next.[47] This goes till the 

end of the contract is reached. The best way is to understand it the way ATM machines are 

operated wherein one input leads to specific condition and then next till it is finally done. 

Each step is directly related to next step and entire interaction of vending machine is 

executed[48].  

Batavia- a multiparty global finance platform launched by IBM along with a consortium of 

five banks to support the trade networks cross borders that can be accessed by various small 

or big organisations world-wide. 

Asset Registry specially land transfer records through blockchain could be advantageous as 

each transaction history of land could be recorded for that property-leads to fraud detection, 

reducing corruption etc. As a public register, usage of smart contract will allow each 

transaction to execute automatically, further increasing the overall efficiency of the entire 

process. [49] Moreover, for supply chain too, seamless payment flow between parties can be 

initiated and block chain could significantly reduce the processing time at each step, 

recording movement of goods, documentation, verification and enabling visibility of entire 

supply chain.  

 

4 Security Attacks and their countermeasures 

 Organization across the globe has called for caution while dealing with virtual currencies. 

These currencies are non-fiat, which are created, modified, and distributed mostly in local 

virtual networks. The distributed ledger system allows everyone to keep an eye on 

transactions that occurred globally. Through encrypted algorithms, an extra layer of security 

is ensured. [50] However, at one time, these virtual currencies have attracted investment and 

changed the way value is transferred over the internet, and at the same time, virtual currency 

product payment and services posed a threat like- 

1.    Risk of Money-laundering (ML) and terrorist financing (TF)  

2.    Risk of limited identification and verification of participants 

3.    The anonymity provided by the virtual trade-in currencies on the internet 

4.    Lack of clarity on AML/CFT compliance, supervision, and enforcement on multi country     

vide transactions  

5.    Missing presence of any central oversight body 

As part of a staged approach, the Financial Action Task Force (FATF) issued Guidance 

concerning intersection (gateway) points to the regulated financial system, particularly 

convertible virtual currency exchangers. FATF monitors the developments, emerging risks, 

and mitigating factors to update that Guidance, and include, where appropriate, emerging best 

practices to address regulatory issues arising in respect of ML/TF risks associated with it. 

[51] 
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4. Countermeasures 

Contrary to public opinion, the risk associated with money laundering and terrorism 

financing is no greater risk than conventional currencies. Since the beginning of Bitcoin & 

Co., there was a misconception that Bitcoins are anonymous when, at best, they are 

pseudonymous. However, other virtual currencies such as Monero with even more secure 

"anonymity protocols," are traceable through return and probability calculations; and cross-

checking for additional transaction data. Additionally, the IP address of a computer can be 

registered, and even the mixing services used to hide the origin of virtual currencies have 

their limits. [52] A research study done by the National University of Singapore has found 

that law enforcement agencies can generally successfully track virtual currency transactions 

in around 88% to 98% of cases – a pretty higher percentage than with paper money. From 

this tax law perspective, allowing virtual currencies can pose a risk as a means of payment 

because misclassifying taxes could constitute tax evasion if the processes are not adapted 

likewise.  

Another problem concerning the Blockchain's immutability is that it cannot do justice where 

the contracts are canceled or canceled retrospectively, particularly in the case of smart 

contracts. Such considerations and contingencies cannot be integrated by default into the 

blockchain mechanism and would leave the Blockchain representing an incorrect legal status 

in civil law. Fictitious transactions could only carve a legal status entered into the Blockchain 

until that original error has been corrected. 

Customers are another most vulnerable to the misadventures of virtual currencies. 

Particularly relevant when no consumer protection rule applies to virtual currencies, that 

means that deposits of virtual currencies are not protected by bank deposit or insurance. 

Likewise, no system or mechanism is present in law to protect these assets from theft or 

piracy. A similar problem with virtual currencies - due to their limited reproductive ability 

and their speculative type – they are significantly more volatile than conventional currencies, 

thus carrying a high risk of loss of value for consumers and the market. There are really only 

two options to counter this risk: one is to quickly resell the virtual currency, and the other is 

to keep it further for speculative purposes. However, piracy's risk and security issues are not 

limited only to virtual currencies and their platforms. Even Banks- most recently in Taiwan, 

Ecuador, Ukraine, and the central bank of Bangladesh- have been targets for quite some 

time.[53] 
 

5. Suggestions 

BlockChain has drifted the economy in a well-organized pattern, substantially changing the 

financial sector. It also globally effected the business transaction, payment networking, 

external agencies, and government. By 2030, it will be leveraged for the majority of world 

trade, people/companies will have their blockchain identities, and there will be considerate 

upliftment in the global standard of living. Though the landscape of Blockchain appears 

robust, still there is clarity required for the proper functioning of Blockchains. Such as new 

cryptocurrencies registration, their acknowledgment in terms of their ICO (Initial coin 

offering) or IPO (Initial public offering), redundant Database management system, and digital 

right management. Mechanisms might continuously be changing, but promises are real for 

incremental improvement to radical alteration for the business models. Finally, while a lot of 
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questions have been answered by crypto currencies, yet many are yet to be answered over 

time.  

 

6. Future Scope of Work 

The future of blockchain technology has been recognized by various financial and non-

financial systems, including the government who understands the potential role of Blockchain 

in reducing black money and dealing with extensive money-related issues in the economy.  

The future of Blockchain can be studied in the sectors like- digital advertising, cybersecurity, 

cloud storage, networking and internet of things, etc. In reality, the Blockchain is particularly 

valuable to businesses where the transaction depends on a third party for verification. While 

understanding the fantastic future in different sectors, blockchain technology has a vast 

perspective to provide new employment options in various industries. This capacity of 

Blockchain to condense the whole world into a smaller place enhances the professional's 

capacity to upgrade themselves by studying these areas.  

 

7. Conclusion 

The technology behind Blockchain is complicated, but the idea is simple. Not just 

information, but anything of value- money, art, title, deed, music, intellectual property, 

scientific discoveries, even notes can be moved safely and securely using BlockChain 

technology. There are strong shreds of evidence that blockchain technology has the potential 

to transform- business, communities and government functioning in possibly even more 

profound ways. Like the way managers put in efforts to understand the internet in the 1990s, 

blockchain technology is ushering in, and the companies must disrupt from within to 

understand the innovator's dilemma.   
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ABSTRACT: Now a days, Internet of things (IoT) devices are used everywhere for everyone and easy to 

use for user, having gateway, sensors, application platform and processor. Cloud computing is known as 

fully virtualized and pay-as- you-go based service with scalability, the availability of various features to 

the enhanced multi-level platform. The data is connected to the cloud environment with IoT devices. In 

this Paper, We propose an efficient security approach related to cloud data and IoT device or node 

using bit-stuffing and pallier cryptosystem approach. This approach can be used to resolve many 

security issues related to cloud data and IoT data such as phishing, eavesdropping, validation of data, 

data spoofing and man-in-the-middle attacks. 

 

Keywords: Internet of things, Cloud computing, Bit-Stuffing, Pallier cryptosystem 

 

1. INTRODUCTION 

Today, data security becomes a significant task in all scenarios. The rate of cloud attacks, fog, 

and IoT is gradually increasing, which is most needed to analyze and prevent unauthorized 

activity. Authentication and validation of valid user, data loss and prevention, third party 

accessing are the major hurdles in cloud computing in security aspects. IoT devices may 

facilitate, e.g. controlling door locks, and electricity bulbs with their physical and virtual 

actuation. In virtual actuation, it may be email or text message to a mobile device by the sign of 

sensed events to the consumer. This information in the form of data should be secured and 

authentic for the regular and efficient use of IoT devices. If the information is hacked for a 

second only, many more hurdles have to be faced due to a single false sensor activity. Cloud 

computing also has fully accessible for all distributed components. It is marked out as an 

umbrella term to elaborate as a classification of refined on- demand-services, which is generally 

provided by commercial companies, e.g. Amazon, Google and Microsoft. Mainly cloud 

platform provides computing service, storage service and software service. Cloud data can also 

be jointly connecting with fog computing and Edge computing too. Four types of cloud mainly 

exist named as private cloud, community cloud, public cloud and Hybrid cloud platform. In this 

paper, we reduce time complexity with pallier encryption technique with bit stuffing and 

shifting. This hybrid approach provides better security to handle data leakage, authentication, 
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mailto:1jitu.samriya@gmail.com
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and user validation on cloud and IoT platform. 

 
 

Figure 1: Cloud computing 

 

 

Figure 2: Internet of Things (IoT) architecture 

 

i) Application of IoT: 

a) Intelligence: IoT allows ambient intelligence performance, which improves its capabilities, 

helps to reply in intelligence manner in particular condition to accomplish specific task. 

This feature extends its use in industry and corporate companies, to perform massivetask. 

b) Connectivity: IoT brings up objects generally only due to the empowering its connectivity 

feature. Connection among these objects centralize, which enables accessibility and 

scalability with network. Here communication channel should be driven byuser/server. 
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c) Dynamic nature: IoT devices used to perform many task as per requirement on time like 

sleeping and waking up, stop and pause alarming by devices, which shows its dynamic 

nature. Here time management of devices to perform above described requirement for IoT is 

very essential to consider performingoperation. 

d) Enormous scale: The heavy data objects needs to be follow scalability feature in IoT. 

According to study report, 20.8 billion devices will be attached till 2020 in IoT 

environment. In general heavy data consumes much time to storage and processing on data, 

but here in IoT platform it’s very tremendous and wonderful feature on accessing and 

processing ondata. 

e) Security: Security is most essential and transparency feature in IoT, which is on progress in 

research. Still now IoT need much more security to spread its area of usage. For security 

aspect mainly Identity theft, Main-in-the-middle, ransomware and remote recording are 

hurdles which still have to face issues inIoT. 

ii) Application of cloud computing: 

a) Ubiquitous computing: Cloud computing performs ubiquitous computing with its storage, 

network and application as a service. It provides fast accessibility to the end user. The 

accessibility of data also connected with data storage-as-a-service to fetch and delivery of 

information. Here initialization, accessing and communication-based features exhibits. 

b) Scalability: cloud computing environment is much more scalable to store and access the 

resources. Hence, the scalability of any platform also responsible for the consistency of 

data. However, scalability also effects on the processing and integrity time of 

cloudenvironment. 

c) VM migration: Virtual machine migration is an essential feature in cloud computing, 

enabling  the user to perform tasks from several platforms. The integrity should be 

confirmed before the start-up of VM migration 

d) Storage: Storage service on the cloud is efficient to handle all new resources and data 

storage handling. Data storage services are responsible for dispatching of data to the 

required server. Here data storage-as-a-service performs a critical role to perform utility 

computingtask. 

e) Security: Cloud computing protects data on its all layers. In the security perspective, 

theresearch work is still going on as progressive to offer bettersecurity. 

Issues and challenges in Cloud and IoT devices for data security: 

f) Reliability: The cloud data and IoT sensor node need to perform tasks efficiently in terms 

of time property and reliability. Still, now reliability is a significant issue in both platforms 

in the perspective of datasecurity. 

g) Phishing and spoofing: The IoT devices or sensor works instantly as requirements and the 

data should be confidential and trusty. If any false execution will be executed, then the 

sensor device may cause trouble or may be harmful if any unwanted action executes. 

Similarly, clouddata should be secure and trusty to enhance its reliability, robustness and 
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trustworthy. Phishing and data spoofing is one of them hurdles to effect of reliability and 

robustness on IoT data and cloud data. 

h) Various types of attacks: In operation of IoT devices data should be purely trusty and 

efficient to perform desired task. Mainly authentication and verification of data, Denial-of-

service attacks, eavesdropping etc. are the major issues and challenges for IoT sensors and 

cloud computing environment. These attacks may be called anonymously by sending 

unwanted messages or text message on mobiledevices. 

 

2. REVIEW OFLITERATURE: 

FadeleAyotundeAlaba et.al.[1]described a survey on Internet of things. Here security threads is 

focused on correlating it with past research done on IoT security and shows the possible attacks 

analyzed. Here conclusions of possible threat are also described with security architecture. 

Amandeepsingh shoal [2] et.al. proposed a framework to handle to identify and resolve various 

type of Edge device in Fog Computing and Cloud-of-Things Environments too using three 

techniques named Markov model, virtual Honeypot Device (VHD) and intrusion detection 

system(IDS).AbedeAbeshuDiro and Naveen Chilamkurti [3] proposed deep learning 

methodology in IoT platform to detect the Distributed attack. Here the deep model analysis is 

also compared with existing machine learning approach and centralized attack analysis and 

detection is showing through distributed attack detection mechanism. Peiyun zhanget.al.[4] 

elaborated Fog computing environment about its potential security and trust issues. Here 

current on-going research idea and future prescription on security issues in fog computing. 

NeelamSallem Khan et.al.[5] described a Mind-Map of security issues in network which 

mollify cyber-crimes various attack and risks in cyber security. Here the risk perception 

analyses of students and preventive nature of internet use of them. Yaseen, Qussai, et al.[6] 

elaborate software based systems for attacks detection in mobile wireless sensor networks. Here 

various types of attacks is defined which have to face in mobile network technology and a 

detection technique is concerned for selective type of attacks. With the help of above mentioned 

detection technique wireless sensor network in mobile technology specifically is able to resolve 

attack possibility. Xuyun Zhang et.al.[7] described security enhancement technique named 

intrusion detection and prevention in cloud, fog and Internet of Things. In this paper, various 

types of techniques in intrusion detection, malicious attack occurs and lack of efficient 

protection policy the attack cannot be resolved. Here IDT attacks divided in two parts one is 

signature-based-detection and another is anomaly-based-detection. Jesus Pacheco and Salim 

Hariri [8] describe aIoT security framework design and IoTinfrastructure for smart buildings 

and home named as SB, SH respectively. The attachment of cloud and fog computing with IoT 

is also described here in storage, cost-effective to handle challenges in IoT attacks. Gaoli 

Liet.al. 

[9] described about Internet of energy (IoE) which is new decentralized paradigm to supply 

energy, resources having too much scalable and distributed energy, to satisfy all types of 
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requirements in green application in future perspective. Here various types of unauthenticated 

read and write DR strategies attack is discussed. In this paper FSDR named a fog computing 

enabled secure demand service. Here a mathematical framework is also used to defence attacks 

and collusion attacks handling approach also used in this approach. AineMacDermott et.al.[10] 

proposed H-IoT term to secure the things using in healthcare system. A multi-agent is used with 

predictive analytics used for threat detection in conveyed using machine learning for identify 

vulnerabilities in security patterns. Seyedahmedsoleymani et.al.[11] proposed a secured model 

using Fuzzy Logic in fog computing in vehicular Ad Hoc networks. This proposed model 

executes a number of checks to verify correctness and authentication of vehicles. Thar Baker 

et.al. [12] Proposed Supervisory Control and data acquisition (SCADA) system in fog 

computing environment to secure data. KekeGai et.al.[13] proposed IDT for mobile cloud 

computing in 5G platform. B. Ravi Kumar and Dr. P.R.K. Murti [14] used cryptographic 

approach using RSA with bit shifting and stuffing (BSS). Here stuffing hold a new it replacing 

unused bit. AdebeDiro and Naveen chilamkurti[15] describes about various cyber-attacks in 

IoT and Cloud platform. IDT (intrusion detection, man in middle) and attack detection. Sriram 

M et.al.[16] proposed hybrid protocol technique to handle insider attacks in cloud environment. 

In encryption data cleaning, insider attack has beenproposed. 

Unlike previous approaches as discussed in the literature review, The proposed approach can be 

used to handle various attacks in IoT and cloud data, e.g. phishing, eavesdropping, validation of 

data, data spoofing and man-in-the-middle attacks. 

 

3. SECURITY TECHNIQUE USED IN PROPOSEDWORK: 

 

i) Palliercryptography: 

To handle the most important issues in security e.g. data leakage, privacy risks of data 

communication, we emerged this cryptographic approach, which is also known as a 

homomorphic encryption technique too. Pallier cryptosystem is invented in 1999 by 

Pascal pallier, is a probabilistic asymmetric technique using public key. Its also 

represented as a homo-morphic encryption technique for public key cryptography. Here 

we have only public key e.g. m1 and m2 where computation works of encryption done 

as m1+m2. 

a. Methodology of pallier encryption: 

a) We choose two prime number p1 & p2 randomly, is not dependent to one another in 

suchform: 

gcd (pq, (p-1)(q-1))=1; 

if the length of both primes are equal than the functionality of this approach is assured. 

Let n=pq; 

x=least common multiple of (p-1)(q-1) represented as x=lcm(p-1,q-1); 

b) Now a random integer value g is taken where g∈Zn
2
; 
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c) Here we have to confirm validation of multiplicative inverse function,  

 

additionally we have to ensuren devides the order of g, the functions will beas: 

y=(L(gx(modn2)))-1m; L(u) = u-1/n; 

d) Nowwe get g=n+1 

 

x= ϕ (n); 

y= ϕ (n-1)mod n); 

So proposed encryption technique, public key will be =(n,g) 

Where n= pq; g=Zn2 

e) Similarly private key will be(x,y) 

f) In encryption Compute cipher text as c=gm.rn(mod n2) where r is random value r∈Zn*; 

and  m∈Znismessage. 

g) In decryption m==(L(cx(modn2)).y(mod n) 

ii) BitStuffing: 

Bit stuffing is the process to put-up of a non-informative bit into a data. Bit stuffing and 

shifting characteristics: Helps to synchronize many channels before multiplexing in the 

network. Its follows as : 

a) Match two single channels to eachother. 

b) Little coding required but 

lengthrunning characteristics. 

Example of bitstuffing: 

Bit sequence:11010111110101111110101111110 

Bit sequence:11010111100101111010101110110 

After 5, 1-bits consecutive occurrence a 0-bit is stuffed. 

 

iii) Comparison of Existing RSA and proposed Pallier cryptosystem approach: 

The following are the major differences and benefits to using the proposed 

technique to compare existing methods that are used bit stuffing and the RSA 

algorithm. Mainly we focused this comparison table specifically processing and 

accessing aspect. Furthermore, we can go through other cryptographic approaches 

for better result and performance to resolve security issues. 

 

 

 

 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

96 | P a g e  

ISBN: 978-81-952307-5-4 

 

Sr. Standard RSA Pallier Cryptosystem 

No. 

1 Data accessing is fast fast accessing of data than standard RSA algorithm 

2 Security level is low as 

compare to stuffed data 

Better security provides with stuffing 

3 Less overhead during 

Transformation of data 

Less Overhead during exchanging the message 

4 Time complexity is high It shows less time complexity 

 

Table 1: Comparative study of proposed and earlier approach 

 

4. PROPOSED WORK: 

In prosed work we used pallier encryption technique with bit-stuffing to prevent false-user of 

data in cloud, fog and Internet of things environment. This technique shows the better result 

than existing security approach [14]. Existing technique was implemented with RSA 

algorithm. We use bit-shifting and stuffing with Pallier cryptosystem to strengthen existing 

approach specifically for IoT devices and cloud data.Here unused bit is used inbit-stuffing. 

Now the flow of execution of pallier cryptosystem technique and than performing bit-

stuffing in itself is described as: 

In the pallier cryptosystem: 

a) we use prime numbers p,q as 7,11respectively. 

b) For n =pq; n returns 77. And choose random value or number for g=5652. 

c) For (n,g) = (77,5652); such that g where g∈Zn
2
 

d) For encryption we calculate c for m=42,r=23; 

e) after computation cipher text will be as c=4624(mod 5929) 

f)  define L and value of k is 

calculate as 

k=L(gx(modn2));k=51; 

g) compute 

inverse of k 

y= k-1 
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(modn) 

=51-1 = 74(mod77) 

After using Bit Shifting approach here we compute for m to retrieve original message m. 

h) m= L(cx mod n2). y ( modn) 

After calculating m during decryption with rearranging of bit as previous condition 

removing stuffing and shifting of bits. 

m = L (4582). 74(mod 77) 

m= 42 

So we get original message (m) for both client and server side bit less time complexity here 

with pallier cryptosystem using bit-shifting approach. Here the example taken with minimum 

numbers to show pallier cryptosystem approach in a simple way, generally its used to perform 

large value or numbers to accomplish operation which consume much execution time. To 

resolve complexity of RSA cryptographic technique, pallier cryptographic invented to perform 

task with better security features than RSA. This technique is also easy to implement same as 

RSA and Diffie-hellman key exchange algorithm having advanced features of detection and 

overcome the security issues. 

 

5. RESULT AND DISCUSSION: 

In proposed cryptographic approach it is more efficient and advanced way to moving it towards 

homomorphic encryption technique. Here the execution time is less than existing approach and 

key generation overhead is resolved. Although we know performance evaluation of proposed 

cryptographic approach is much more efficient and newly born mechanism as compared to 

existing approach. 

Table 2: Execution time of proposed algorithm 
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In table.2 we show a comparison of the proposed approach and the existing approach in terms 

of execution time. It  is evident from the data shown in the above table that for different values 

of input data our proposed approach has shown remarkable improvement. Another interesting 

point to notes here is that as the value of input data is increasing the corresponding execution 

time is also increasing proportionately. We have also represented the tabular results in 

graphical form to make it easy to understand on how the proposed approach is better as 

compared to other approach. 

 

 

Figure 3: Time comparision flow chart(Milisecond) 

 

6. CONCLUSION: 

Today, IoT devices and the cloud environment are widespread and new technology is gradually 

adopted in society. The number of the sensor is increasing progressively; similarly, the number 

of cloud environment resources increases with time, so the security challenges also increase day 

by day. To handle the resources and sensor data security becomes significant challenges in 

society and the socio-techno environment. Here the pallier cryptosystem approach with bit 

stuffing approach is used to enhance the security level, by reducing the execution time given 

based on a given output. If the execution time is reduced, then data loss or intrusion detection 

will beless. 

 

7. FUTURESCOPE: 

In this paper, the pallier cryptographic approach along with is explained with the experimental 

result. The proposed cryptographic method also comprises advancement of RSA technique in 

the context of time and accessibility. Further, proposed method can be used with simulation 

tools of cloud and IoT by performing space and time complexity, resulting in better energy 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

99 | P a g e  

ISBN: 978-81-952307-5-4 

 

efficiency. The QoS and SLA service features of cloud and IoT can also be explained by 

implementing the mechanism mentioned above using authentication and validation tools. 
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Abstract—Cloud computing is the provisioning of computing resources on the need basis over the 

Internet with pay-per-use pricing.  It is preferred by every type of organization for different use cases 

such as hosting applications, data backup, big data analytics etc. Cloud Service Providers offer Virtual 

Machines to customers for serving their computing needs by employing server virtualization. While 

scheduling customer’s tasks on VMs, some VMs get overloaded whereas others remain underloaded. It 

has a negative impact on resource utilization as well as Quality of Service parameters such as throughput 

and response time. Hence there is an integral requirement of balancing load in cloud ecosystem. This 

paper presents a review of existing load balancing algorithms in cloud computing and also makes a 

comparative study of these algorithms.  

 

Keywords— Cloud computing, load balancing, pay per use. 

 

I. INTRODUCTION 

 

As per NIST[1], “Cloud computing is a model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction”. Cloud computing offers various benefits as 

shown in Fig. 1. There are two different categories of the cloud computing models. On the basis 

of services offered, it can be categorized into IaaS (Infrastructure as a Service), SaaS (Software 

as a Service) and PaaS (Platform as a Service). Depending upon cloud deployment that includes 

size, utilization, proprietorship, etc. it can be classified into four deployment models- private 

cloud, public cloud, hybrid and community cloud [24]. Cloud Service Providers offer Virtual 

Machines to customers for serving their computing needs by employing server virtualization. 

Due to imbalance of load among virtual machines, customers may face performance degradation. 

Here comes the role of load balancers that help to distribute the load equally amongst all servers 

for faster processing and optimized results. 

 

II. Load Balancing 

In Cloud Computing, major challenges includes efficient processing of the user requests and 

assignment of tasks to the Cloud nodes in an efficient manner [2], and simultaneously dealing 

with issues such as heterogeneity and increased latency in communication. The role of the Cloud 
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Service Provider is to provide smooth delivery of services to the users with minimal waiting 

time. Load balancing is the distribution of load amongst different servers in order to increase the 

utilization and availability of resources in cloud environment (as shown in Fig. 2). The load 

balancer checks the load on the resources present in a machine which are consumed by the tasks 

in order to prevent the tasks from either entering into a deadlock or suffering from starvation 

[24]. This also allows the systems/devices to give higher performance and yield faster results. 

Several parameters are considered while implementing load balancing algorithms such as 

response time, execution time, resource utilization, costs incurred, throughput, etc. 

 

 
Fig. 1 Benefits of Cloud Computing 

In static load balancing, pre-hand information of the server (such as its capacity, amount of 

resources available) should be determined in order to implement the algorithm. The dynamic 

load balancing algorithm requires real time communication with the network where the load will 

be first allocated to the lightest server and so on. The amount of resources with the server and 

their capacity are determined at the time of balancing the load amongst different servers. It is 

more flexible as compared to the static load balancing.  
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III. LOAD BALANCING ALGORITHMS 

 

Load balancing can be done in many ways using different algorithms. Some of the load 

balancing algorithms are as follows: 

 

A. Round Robin Approach 

 

In this approach, a time quantum is assigned to every node when it performs its tasks after which 

it waits for its next turn in a circular fashion. But a difficulty to implement this approach is the 

determination of time quantum and increased context switches which increases the turnaround 

time and decreases throughput.  

An improvised approach to the above approach is the weighted round robin approach where 

every task is assigned a weight. The greater the weight, the more will be the tasks assigned to the 

server [3]. 

 

B. Min-Min Algorithm 

In this load balancing approach, the completion time of all the tasks is determined and the one 

with minimum completion time is allocated to the machine. After the task has completed 

execution, it is removed from the waiting list and the list of waiting tasks is updated, the new 

completion time is determined and so on till all the tasks have finished their execution [14][15].  

The enhanced load balanced min-min strategy when applied to meta task scheduling is divided 

into two steps where the min-min algorithm is applied first and then to make efficient use of non-

utilized resources and to reduce the overall makespan, the tasks are rescheduled [23]. 

 

C. Max-Min Algorithm 

In Max-Min approach, the minimum completion time of every task is determined, and amongst 

those, the one with maximum completion time is assigned to the server. After the task has 

completed execution, it is removed from the list and the list of tasks waiting is revised. The same 

above stated procedure is followed till all the tasks have finished their execution [14][15].  

To fulfil the user’s demand for important jobs early and quickly, priority based scheduling using 

max-min approach was also taken into consideration. The max-min approach is executed and if 

the user demands more important jobs to be executed first, then priority based scheduling is 

executed as per the priority set for the jobs [22]. 

 

D. Suffrage Heuristic 

In Suffrage Heuristic approach, the minimum and second minimum time of each task is taken 

and the difference between both the minima is calculated for all the tasks. The task with the 

maximum suffrage is assigned to the machine (with the minimum completion time). After 

execution of the task the completion time is added to the remaining tasks, this whole process is 

repeated for the time all the tasks are allocated to the resected machines [18][19].  
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In the above few approaches it is assumed that the all the tasks are working independently i.e. No 

task is dependent on the other one. In this case the tasks can work in parallel manner on the 

different machines. In case, a task is dependent on any of the other tasks they cannot be allocated 

in above manner to the machine to be proceed, as it may lead to deadlock conditions. To allocate 

such tasks we use different algorithms such as list scheduling and clustering. 

 

E. Genetic Algorithm 

Genetic Algorithm is an optimization technique inspired from the natural evolution. This 

technique works in a dynamic environment to give the best possible solution to allocate and 

process the tasks in minimum possible time and cost. This algorithm uses selection, crossover, 

and mutation functions to find the solution to the problem. The GA uses terms such as Gene 

(task) and Chromosome (Arrangement of tasks to be processed) to represent the problem. 

Chromosome: It is a fundament unit of GA which represents the solution to the problem. 

Gene: Each chromosome is composed of the genes. 

1. Selection: It is process of selecting a random pair of chromosomes from a population of 

chromosomes 

2. Crossover: It is process in which some of the genes from one chromosome are taken and 

exchanged with other chromosome genes. 

3. Mutation: It is the process in which the genes are swapped within a chromosome to find more 

optimized solution.[18][19][20] 

 

IV. LOAD BALANCING ALGORITHMS REVIEW 

 

In this section we will discuss about contributions made by the researchers in the field of load 

balancing in Cloud Computing.  

Mao-Lun Chiang et al. [4] have proposed an algorithm, called Advanced MaxSufferage 

algorithm (AMS) to allocate the tasks to the servers in a more efficient and effective way in the 

cloud computing environment. It is an improvement over the maxSufferage algorithm[ 14][16]. 

In the maxSufferage algorithm, larger tasks are given to server nodes with poor ability in 

heterogeneous environments. In the AMS approach, the allocation of tasks to server nodes is 

made on the basis of comparison of the SV (sufferage value) which is obtained by subtracting the 

earliest completion time from the second earliest completion), MSV value (maxSufferage value- 

task with the second earliest expected completion time), and average value of expected 

completion time of the server nodes between each task. It is observed that the experimental 

results of AMS algorithm depict an improved task completion time and can balance the load in 

the cloud computing system. AMS policy makes use of the average expected completion time of 

the server and on these basis tasks are allocated to the most suitable server. 

 Pramod Kumar et al. [5] have proposed a Modified multi time based load balancing algorithm 

(MTBLB) which is an improvement over the round robin(RR) and multi scheduling load 

balancing algorithm (MSLB). This approach makes use of AWS CloudWatch. This algorithm is 
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implemented using three different approaches i.e. AWS CloudWatch, crone jobs algorithm and 

round robin algorithm clubbed to form a single approach. This approach takes less overall 

response time and provides better performance than the round robin system. 

Gulshan Soni et al. [6] have proposed a “Central Load Balancer” that balances the load among 

virtual machines aiming at reduction of response time. These virtual machines have different 

hardware configurations. Distribution of tasks to virtual machines is done on the basis of states 

of VMs in data center and hardware configuration of VMs. This technique performs fast and 

reliable load balancing by making use of all VMs as per their computing capabilities. This 

technique consists of a data center controller where all the requests from the user arrive. To 

dispatch the requests to the server, the Data Center Controller (DCC) communicates with the 

central load balancer (CLB). A table is maintained by the Central Load Balancer comprising of 

the id, states and priority of VMs. Central Load balancer goes through the table to search for the 

virtual machine having maximum priority. That virtual machine is then checked for its state and 

if the state is set to “available”, then the virtual machine id (VMid) is sent back to the Data 

Center Controller. If its state is “Busy”, then succeeding higher priority VM is chosen. Then the 

incoming request is assigned to that VMid by the Data Center Controller suggested by the CLB.  

Durgesh Patel et al. [19] have proposed an Efficient Throttled Load Balancing Algorithm which 

consists of a hash map table having attributes present state and its corresponding response time. 

The node can have two states either available or busy. Before the execution, all node stay in 

available state. Request is received by the data centre controller which is passed onto the 

throttled load balancer which is responsible for allotting the jobs to virtual machines. The hash 

table is used to search for available virtual machine possessing minimum load and response time. 

If such kind of machine is found, its virtual machine id is sent to the controller which in turn 

sends a request to that virtual machine. Accordingly, the updation of hash map takes place. -1 is 

returned to the data centre controller if no such machine is found. When the last index of hash 

map is reached, then the index is searched from the very beginning. 

Shridhar G. Domanal et al. [7] have proposed a Modified throttled 

Algorithm which is an improvement of the throttled algorithm [12]. In this approach, a table 

known as index table is maintained for the virtual machines. The state of virtual machines is 

similar to the throttled algorithm. This algorithm improves the response time. In this approach, 

the virtual machines are efficiently used. To process the client’s request. this approach makes use 

of a method for selection of virtual machines. Initially, the virtual machine at the first index is 

selected on the basis of the state of the VM. If the state of the VM is marked as “available”, it is 

assigned with the incoming request. The id of VM is returned to Data Center. If no such virtual 

machine is available in the table i.e. the state of the VM is marked as “busy”, then, -1 is returned. 

For the next incoming request, the virtual machine that is below the already allocated virtual 

machine is picked depending on the state of VM and the previous steps are followed. This is 

different from the throttled approach in the sense that every time a new request arrives, the index 

table is searched through the first index whereas in this method the index table is parsed from the 

index that is below the index of the assigned virtual machine. 
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D. Chitra Devi et al. [8] have proposed an improved Weighted Round Robin(WRR) approach 

where the focus was to not only consider the resource capabilities, priority, and length of the 

tasks but also focus on the length and priority of the tasks. To implement this algorithm, five 

modules are taken into consideration and these are the static scheduler, the dynamic scheduler, 

load balancer, task interdependent scheduler and resource monitor. The task of searching the 

most appropriate virtual machine and allocating the task to these virtual machines using 

algorithms like round robin, weighted round robin or improved weighted round robin is done by 

the static scheduler. If the jobs arrive at the run time, the dynamic scheduler will allocate the jobs 

to the virtual machine that is used very less based on the arrival time.  Load balancer determines 

the transfer of tasks from a virtual machine that is over loaded to the one that is very less used or 

not used at all during the run time based on the information available for resource monitoring. 

Resource monitor keeps the information about the resources available with the virtual machine 

like the potential of the virtual machines, the number of jobs being executed on the machine, the 

number of jobs waiting for their turn, the present load on the virtual machines, etc. so that it can 

decide to allocate the next job to the appropriate virtual machine. The task of identifying the 

length of the tasks that is to be executed and passing it further to the load balancer for the final 

decision is done by the requirement estimator. 

Shridhar G. Domanal et al. [9] have proposed a VM-assign load balancer algorithm which is an 

improvement on Active load balancer approach [13] where the least loaded VM is selecting 

without checking for the previous allocations. This approach keeps an index/assign table 

comprising of virtual machines. This table handles the requests assigned to each virtual machine. 

It also maintains the amount of load that each VM can handle. So, depending on the load of the 

virtual machines, efficient use of these virtual machines has been made. A technique to select the 

virtual machines to process the requests of the client has been proposed here. At the beginning, 

all the virtual machines will follow round robin approach as they are not allocated with any task. 

As soon as a request comes, it will check for the index table. In case, a virtual machine is 

available and it has not been used previously, it is allocated that particular job and the “id” of 

that particular virtual machine is sent to the data center. If a virtual machine is not available, then 

the next VM that is least loaded is found and then the same steps are carried out for allocation of 

request to that virtual machines. 

Jeffrey M. Galloway et al. [10] have proposed a power aware load balancing. If the compute 

node (the one that provides the virtual machines with the execution environment in the cloud) 

has resources to host a virtual machine based on its request size, it will be turned on, otherwise, it 

will stay in turned off mode. In this approach, the request for the jobs is taken as input by the 

compute node in the form of virtual machines by a simulator. Then the incoming requests are 

equally distributed amongst the different compute nodes. At last, the amount of power consumed 

by the different compute nodes over a period of time is returned as output. Here, all the 

calculations and computations are performed by the cloud cluster that supervises the network 

resources and compute nodes. It considers the state of every compute node and decides id 
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another virtual machines can be made to run in the same compute node or not. Here, a threshold 

is chosen and if compute nodes do not exceed the threshold value, then the one that has least 

value of utilization will be allocated with a new virtual machine if that VM fits in the compute 

node.  

Huankai Chen et al. [11] have proposed a User-Priority Guided Min-Min Scheduling 

Algorithm(PA-LBIMM)  to distribute the load equally to different virtual machines. This 

approach is an improvement over the traditional min-min scheduling algorithm and load balance 

improved min-min scheduling algorithm (LBIMM). The drawback of the min-min algorithm was 

that it was unable to use the resources in an efficient manner which created an imbalance in the 

distribution of load. Also, there was no priority assigned to the task because of which the higher 

priority tasks had fluctuating chances of being served before the lower priority tasks. To remove 

this drawback, LBIMM was introduced to balance the load optimally and to increase the 

utilization of those resources that were used very less or not at all used which decreased the 

burden of the resources that were heavily used i.e. it reduced the execution time of the heavily 

used resources to a greater extent. Both min-min algorithm and LBIMM algorithm do not take 

into consideration the priority of tasks assigned by the user for the purpose of scheduling. To 

overcome this glitch, PA-LBIMM algorithm was proposed that divides the tasks into two groups. 

The first group consists of higher priority tasks while the second group consists of lower priority 

tasks. The priority is user assigned. First of all, the first group is scheduled to run. The min-min 

algorithm is used for every task in the first group and resources are allocated as per the tasks’ 

demand. After the first group has finished execution, the second group is allowed to run in the 

same manner using the min-min algorithm. At last, the load balancing function is used to 

distribute the load of the resources to give the final execution schedule. 

Aarti Singh et al. [17] have proposed an autonomous agent based load balancing algorithm 

(A2LB) to focus on issues like maximum utilization of resources, increased throughput, decrease 

in response time, etc. This approach involves the use of three agents that are load agent (when a 

virtual machine is allocated with a new task, the load on that machine is computed) that 

maintains a fitness table containing the specification of every virtual machine, channel agents 

(these are initiated by load agent to find virtual machine having similar configuration) and 

migration agent that are triggered by the channel agents to find virtual machine of similar 

configurations. When a request arrives, the load agent updates the fitness table by the value 

equivalent to the load of that VM. When fitness value is less than the normal value, load 

balancing is performed. Then the channel agent triggers the migration agents to search in other 

data centers for the virtual machine having similar configuration. Migration agents act as ants, 

so, they follow the shortest path. 

Ratan Mishra et al. [18] have proposed a technique using Ant Colony Optimization called Ant 

based control system where a node had three properties: capacity of accommodation, chances to 

be the destination and probabilistic routing/ pheromone table. A pheromone table is maintained 

for every node which was updated by the incoming ants. Eg. An ant that travels from point 

A(start) to point B(end) will modify the entry corresponding to it in the table. This updated 
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information will only affect the ants that have this route in their destination. When there is no 

pheromone, an ant at choice point will take a random decision but if a pheromone belonging to 

its own colony is available, then there are high chances that it will select a path with higher 

density of its own type of pheromone. An ant is less attracted to paths where pheromone of other 

colonies is present due to repulsion.  

PeiYun Zhang et al.[20] have proposed a Dynamic Cloud Task Scheduling which works in two 

phases. In the first phase, the historical data is obtained using historical scheduling information 

of tasks which is then used to create sets of virtual machines. To divide the tasks and store them 

in a database, a task classifier has been used. An appropriate number of VMs of different types 

are generated. In the second phase, the tasks are submitted in task queue. Tasks from task queue 

and information of virtual machines is retrieved by the task classifier. The tasks are then mapped 

to a suitable type of virtual machine. These mapped tasks are then sent to the matcher which 

matches the tasks to the actual virtual machine. The pair <task, VM> is then sent to the ready 

queue. The updated information is sent to task schedular  and scheduling database and the result 

will be sent to users. When appropriate VMs are available, only then the tasks from waiting 

queue are shifted to ready queue to be executed. 

Shubham Sidana et al. [21] have proposed an algorithm to maintain the balance of load among 

different virtual machines. The NBST mid point algorithm where the virtual machines are 

arranged in descending order of MIPS (million instructions per second). Then, the cloudlets are 

sorted in decreasing order of million instructions. After this, the mid-point of the ordered virtual 

machines and cloudlets is taken and the cloudlet and virtual machine list is equally divided into 

two parts. These steps are repeated until a single VM is left in the list. Then the first cloudlet 

group will be mapped to the first VM and so on. 

Shaymaa Elsherbiny et al. [25] have proposed an extended Intelligent Water Drops based 

algorithm wherein the droplets of water start from a source and reach the destination depending 

on the content of soil and velocity on their way. If there is greater amount of soil in their path, 

their movement is slowed down while they flow smoothly with lesser amount of soil. The first 

phase of this algorithm involves the initialization of static parameters like velocity of each 

droplet and initial amount of soil with each water droplet. In the second phase, the content of soil 

between two water droplets is calculated using a fitness function. Once the entire workflow is 

travelled and paths of water drops are discovered, the third phase comes into picture. The 

allocation of the workflow tasks to the virtual machines by the scheduler depends on the best 

path discovered for the IWD. The importance of this algorithm is that no child task is executed 

before the parent task. 

Mala Kalra et al. [26] have proposed a scheduling technique using IWD (Intelligent Water 

Drops) Algorithm with the aim of balancing load and minimising makespan. In the initialization 

phase, the static parameters (such as number of water droplets, number of iterations) and 

dynamic parameters (soil and velocity) are initialized. IWD starts with an entry task and finds a 

resource for the task depending on the fitness function. Gradually, IWD build a solution in N 

steps (i.e. number of tasks) and move from one task to another after satisfying the various 
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precedence constraints.  Parameters such and velocity and soil of each IWD and soil content 

between different IWDs are updated in every steps after a resource is allocated to a task. Once all 

IWDs seek a solution, the best of those is chosen. The iterations are repeated until the stopping 

condition is met. The best solution amongst all the iterations is chosen as the final one. 

James Kok Konjaang et al. [27] have proposed an Expa-max-min strategy wherein the minimum 

and maximum execution time of the cloudlets is determined by calculating the completion time 

of all the cloudlets in the cloudlet list. Depending on the execution time the cloudlets are sorted 

into two types of queues – minimum and maximum execution time queues. The cloudlet from 

the maximum execution time queue is selected and allocated to a resource that results in 

minimum execution time followed by the cloudlet in the minimum execution time queue, 

otherwise, it continues with the cloudlets present in maximum execution time queue until the 

cloudlet list is empty. 

Li et al. [28] have proposed a load balancing technique for geo-distributed clouds. They have 

aimed at minimising response time of workflow applications. They have demonstrated their 

technique on a live video application.  

 

V. DISCUSSION AND COMPARISON 

In this section, a comparison of existing algorithms that have been discussed in the previous 

section has been made in terms of the parameters taken into consideration by these algorithms, 

the pros and cons and the working environment. 

Table 1 compares the algorithms discussed above on the basis of the various advantages and 

disadvantages of the algorithms discussed above. The advanced MaxSufferage algorithm has the 

ability to efficiently allocate the tasks to the servers in the cloud computing network. In today’s 

cloud computing environment, there are multiple types of computing platforms in an 

organization/enterprise each running their own application programs which form the 

heterogeneous environment. The maxSufferage algorithm operates in this kind of environment. 

This policy also results in better completion time of the tasks. But a disadvantage to this 

approach is that all the necessary information like the arrival time, burst time, etc. needs to be 

gathered beforehand for the algorithm to run efficiently. 

 The modified multi time based load balancing algorithm helps in reducing the consumption of 

resources thereby resulting in efficient use of resources. This approach has reduced the time a 

task takes to respond. But a limitation of  this approach is that, the number of tasks executed per 

unit time are quite less i.e. the throughput of this approach is very low. As this method makes use 

of round robin approach, it does not take into account the capabilities of the server node. 

The Central Load Balancer approach is quite efficient as the time taken by the tasks to respond 

has greatly reduced i.e. there is decrease in response time of the task. This kind of approach is 

quite appropriate at those places where large number of tasks are needed to be executed in little 

time. But a problem in this approach is that is the Data Center Controller fails, it will disrupt the 

entire working of the algorithm as the Data Center Controller communicates with all the virtual 
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machines and the Central Load Balancer. Also, it does not take into consideration the ongoing 

utilization of resources such as ongoing utilization of the CPU and memory. 

The results depicted by Efficient Throttled Load Balancing Algorithm have improved the 

average response time. Also, the processing time of data centre controller has been decreased to 

some extent. The ability of this model to consider the potential of the virtual machine is not taken 

into account. 

The modified throttled algorithm is quite an effective algorithm as it distributes the load equally 

on all the servers which results in efficient use of the servers. Also, the execution time of the 

tasks is reduced. In this approach, the simultaneous execution of tasks is not considered. To 

maintain the index table complex data structures are used which can reduce the overall efficiency 

if the approach. 

In improved WRR, as the static scheduler takes into consideration the length of the job and the 

capacity of processing of the virtual machine, this helps to execute more number of jobs on the 

virtual machine having lager capacity, thereby, reducing the completion time of the tasks. Also, 

due to the presence of static and dynamic scheduler, very less tasks are migrated from one virtual 

machine to other. But a problem here is that, there is a chance that a task may take greater 

execution time than the one that was calculated in the beginning due to greater number of loops 

on the same instruction when provided with complex runtime data. 

In VM-assign load balancer, an improvement is made over the active load balancer approach 

where the tasks were allocated to the virtual machines without taking into consideration the 

previous assignments to virtual machines. This led to over-burdening of the virtual machine 

because the virtual machine that was just allocated a job previously was also considered for 

allocation the next time. So, to overcome this drawback, the previously allocated virtual machine 

was not taken into account the very next time a job had to be allocated. This approach saved the 

virtual machines from the over burden of the jobs as well as from staying free i.e. without 

processing any job. 

Using power aware load balancer helps to conserve power by computing the average power 

consumption of the compute machines where the virtual machines are running and not letting the 

power consumption exceeding the threshold. Only limited amount of compute machines are 

allowed to run on the cloud compute, otherwise, the power consumed may increase. This 

approach can also be used in clouds of larger size because of the capability of the cluster 

controller to equally distribute the virtual machines in the cloud compute execution environment. 

By using the User-Priority Guided Min-Min Scheduling Algorithm(PA-LBIMM), when there are 

less higher priority tasks, the completion time and makespan (measure of the 

throughput of the heterogeneous cloud system) of the tasks is reduced and the average resource 

utilization is increased. The completion time of the higher priority tasks is greatly reduced as 

compared to the min-min and LBIMM algorithm. But the problem was that the completion time 

of the lower priority tasks was increased when compared to Min-Min and LBIMM. When the 

number of higher priority tasks was more, the makespan was reduced and average resource 

utilization ratio increased but the completion time of the higher priority tasks was almost the 
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same as the ones executed by min-min or LBIMM algorithm and completion time of the lower 

priority tasks was increased. 

By using agent based load balancing algorithm (A2LB), efficient lowering in response time has 

been noticed but the issue here is of maintaining the fitness table. The tasks are distributed 

almost equally on the virtual machines of the data centers that result in efficient utilization of 

resources also. 

Ant based control system is suitable for symmetric network routing. It is an efficient way to 

balance load in cloud and also reduces the makespan of the services based on cloud computing. 

Also, more request of services can be processed. Some parameters such as fault tolerance were 

not considered. Moreover, this approach is not apt for asymmetric networks. 

The Dynamic Cloud Task Scheduling Based on a Two-Stage Strategy has proved to be working 

better compared to the min-min and max-min approach in case of large number of processes. The 

average waiting time and makespan factors have reduced using this approach. But, additional 

factors like response time and energy consumption could also be considered. Moreover, when 

priorities are assigned to the tasks, it might lead to starvation of certain tasks. 

The NBST algorithm has shown better results as in comparison to the FCFS and VM Tree 

algorithm in terms of resource utilization and execution speed. Less execution time is taken to 

serve the cloudlets in case of NBST algorithm. But, this approach can work in static environment 

where jobs are already present in the ready queue. 

The extended IWD algorithm attained the minimum makespan as compared to round robin, max-

min and min-min scheduling algorithms. The cost incurred by the user is less for IWDC 

algorithm as compared with FCFS, round robin, max-min and min-min scheduling algorithms. 

IWDC exhibited greater efficiency and performance against heuristic and meta-heuristic 

algorithms. 

IWD based scheduling algorithm proposed by Mala Kalra et al. results in decrease of average 

makespan as compared to the PSO(Particle Swarm Optimization) technique. Also, IWD imparts 

better performance as compared to PSA and SGA(in some cases SGA performs better) as per the 

experimental results. 

The expa-max-min strategy improves the process of scheduling by selecting and allocating 

cloudlets with maximum and minimum completion time to the resources simultaneously 

resulting in reduced makespan, cost and improves scheduling efficiently. 

In Table II mentioned below, the above algorithms have been analyzed in brief as per their 

parameters, tool used, working environment, etc. The advanced MaxSufferage algorithm is an 

improvement of suffrage algorithm and has worked on reducing the completion time of the tasks 

in the heterogeneous environment.  The MTBLB algorithm is an improvement over the round 

robin and multi scheduling load balancing algorithm, has worked on reducing the response time 

but at the same time resulted in decreased throughput. This algorithm helped in reduced response 

consumption. The CLB approach made use of the CloudAnalyst tool to reduce the response time 

and is capable of working in heterogeneous environment. Efficient Throttled Load Balancing 

Algorithm is an improvement over the round robin and Equally Spread Current Execution 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

111 | P a g e  

ISBN: 978-81-952307-5-4 
 

Algorithm and the throttled approach. It made use of cloudAnalyst tool to run the simulation. It 

is capable of working both for homogeneous and heterogeneous tasks resulting in reduced 

average response time. The modified throttled algorithm reviewed above is an improvement over 

the throttled algorithm also made use of the CloudAnalyst tool to reduce the response time and 

helped in distribution of load equally amongst all the virtual machines. The improved weighted 

round robin algorithm is an improvement over the weighted round robin algorithm that made use 

of the CloudSim 3.0 simulator to run the tests. It is capable of working both for homogeneous 

and heterogeneous tasks, results is reduced completion time, increased performance, etc. The 

VM assign load balancer algorithm is an improvement over the active load balancer algorithm 

that did not take into consideration the previous allocation to virtual machines. This approach 

made use of the CloudAnalyst simulator to run the tests. It is capable of working dynamic 

environment and results in optimal load balancing on virtual machines. The Power Aware Load 

Balancer, PALB, keeps a record of the state of all compute nodes. It then chooses the number of 

compute nodes that need to operate considering amount of power utilized. The main aim of this 

approach is to efficiently allocate the virtual machines to the execution environment without 

exceeding the power consumption threshold. The simulation is carried on Iaas cloud simulator. 

The User-Priority Guided min-min scheduling algorithm (PA-LBIMM) is an improvement over 

the traditional min-min and LBIMM algorithm. The simulation is carried using the Matlab 

toolbox. This algorithm works in the heterogeneity cloud environment. The agent based load 

balancing algorithm (A2LB) is implemented using java technology that works on distributing the 

load equally on the virtual machines by computing the amount of load on every virtual machine. 

It can work in dynamic cloud computing environment and has produced satisfactory results in 

reduction in response time. The Ant based control system works is a dynamic environment as 

services are allotted dynamically as per the user’s request. The C-meter software, amazon EC2 

have been used to implement the approach which has resulted in reduction of finishing time of 

last task and increase in number of requests that can be served to the various services. The 

Dynamic Cloud Task Scheduling made use of Eclipse, JDK7.0, and CloudSim as a simulation 

platform. The tasks were heterogeneous tasks that were run in a dynamic environment. Using 

this approach, the makespan and average waiting time were reduced as compared to max-min 

and min-min approach. 

The NBST algorithm has been implemented on CloudSim. Here, parameters like execution time 

and resource utilization are taken into consideration. Heterogeneous tasks can be executed in this 

algorithm. The IWDC workflow scheduling worked better in heterogeneous environment as 

compared to homogeneous environment. As CloudSim doesn’t have the capability to schedule 

workflows, the WorkflowSim simulation tool has been used for IWDC scheduling. The same 

simulation tool has been used to implement IWD based scheduling algorithm for minimizing 

makespan that worked better when there is extra larger size of the workflow. The expa-max-min 

strategy is implemented using the CloudSim simulation tool taking into consideration the 

performance metrics such as cost and makespan. 
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TABLE I 

PROS AND CONS OF LOAD BALANCING ALGORITHMS 

 

 Pros Cons 

Advanced Max 

Sufferage 

(AMS) [4] 

 To enhance the dispatching efficiency in 

cloud environment. 

 Better task completion time. 

 Works in heterogeneous environments. 

 

 Before-hand information of the burst 

time, arrival time needed. 

Modified multi 

time based load 

balancing(MTBLB) 

[5]  

 Optimal resource usage, thereby reducing 

resource consumption 

 Reduced response time 

 

 

 Less throughput 

 Innates Round Robin drawbacks like 

not taking into account the capabilities 

of the node 

Central Load 

Balancer(CLB) [6] 

 Reduced response time 

 Suitable for larger scale cloud 

computing environment. 

 Does not take into account the ongoing 

resource usage such as ongoing 

utilization of the CPU and memory 

 Single point of failure(Data Center 

Controller) 

Efficient Throttled 

Load Balancing 

Algorithm [19] 

 

 Reduction in average response time 

 Reduction in Data center Controller 

processing time 

 Innates Round Robin drawbacks like 

not taking into account the capabilities 

of the node 

 

Modified throttled 

Algorithm [7] 

 Uniform distribution of load amongst 

the virtual machine 

 Efficient utilization of virtual machines. 

 Reduced response time as compared to 

Round Robin and Throttled approach 

 Innates Round Robin drawbacks like 

not taking into account the capabilities 

of the node 

 Parallel computing not taken into 

consideration  

 Complex data structures for 

maintaining the index table 

 

Improved 

Weighted Round 

Robin [8] 

 Improved performance, faster 

completion time as compared to round 

robin and weighted round robin 

 Consideration of  task size with 

processing capacity of VMs 

 More jobs assigned to virtual machines 

having greater capacity. 

 Minimal task migration 

 There is a chance that a task can take 

more execution time than the one that 

was calculated in the beginning due to 

greater number of loops on the same 

instruction when provided with 

complex runtime data. 
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VM-assign load 

balancer [9] 

 Efficient and complete utilization VMs  

 Proper utilization of resources(no over 

utilization or under utilization ) in the 

cloud computing environment. 

 

 Complex data structures for 

maintaining the index table 

 No reduction in response time 

Power Aware Load 

Balancer(PALB) 

[10] 

 Efficient usage of power in the cloud 

computing environment 

 Can be used by organizations who want 

to make use of small to medium sized 

local clouds. 

 

 Variable utilization of the resources by 

the virtual machines is not taken into 

account 

User-Priority 

Guided Min-Min 

Scheduling 

Algorithm(PA-

LBIMM) [11] 

 Reduced completion time and makespan 

 Increase in resource utilization ratio 

 Completion time of higher priority 

tasks remains the same as in min-min 

or LBIMM algorithm (in some 

scenarios) while the completion time of 

the lower priority tasks increases when 

the number of higher priority tasks is 

more. 

Agent based load 

balancing 

algorithm (A2LB) 

[17] 

 Reduced response time  Complexity in maintaining the fitness 

table. 

Ant based control 

system [18] 

 

 Reduction in makespan of the services 

based on cloud computing.  

 More request of services can be 

processed. 

 

 Fault tolerance issues not taken into 

consideration. 

 Not much suitable for asymmetric 

networks 

Dynamic Cloud 

Task Scheduling  

[20] 

 

 Reduced makespan 

 Smallest average waiting time 

 Priority assignment can lead to 

starvation 

 Factors like energy consumption, 

response time, etc. not taken into 

consideration 

NBST algorithm 

[21] 

 Increased resource utilization 

 Decreased execution time 

 Can work only in static environment as 

jobs are assumed to be already present 

in ready queue 

 

IWDC workflow 

[25] 

 Decreased makespan 

 Increased execution time 

 Suits better in heterogeneous 

environment; no preference of virtual 
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 Less cost incurred by users in terms of 

bandwidth, storage  

machine over the other reduces the 

strength of IWDC. 

IWD based 

scheduling 

algorithm for 

minimizing 

makespan [26] 

 Minimized makespan  

 Improved performance 

 QoS parameters such as reliability, 

memory requirements of tasks and cost 

are not considered. 

Expa-max-min 

strategy [27] 

 Reduced makespan 

 Reduced cost of execution with respect 

to job size 

 Parameters like throughput, response 

time could also be taken into 

consideration 

TABLE II. 

ANALYSIS OF LOAD BALANCING ALGORITHMS 

Researchers Proposed approach Parameters 

Considered 

 

Environment Tool used for 

simulation 

Results 

Mao-Lun 

Chiang et al.[4] 

 Advanced    Max 

Sufferage 

 (AMS) 

 

Completion 

time, SV, MSV 

value 

Heterogeneous  Apache 

Jmeter Load 

tester tool, 

AWS platform 

 

Minimum completion 

time 

Pramod Kumar 

et al.[5] 

 Modified multi 

time based load 

balancing 

(MTBLB) 

Response time, 

throughput 

Dynamic  AWS 

CloudWatch 

Reduced response time, 

increased throughput, 

minimum resource 

consumption 

Gulshan Soni et 

al.[6] 

 Central Load  

 Balancer(CLB) 

Response time Static, 

heterogeneous 

Cloud Analyst Reduced response time, 

Suitable for large scale 

cloud computing 

environment 

Durgesh Patel et 

al.[19] 

Efficient Throttled 

Load Balancing 

Algorithm 

Load on the 

server, current 

performance of 

server, response 

time 

Dynamic, 

heterogeneous 

Cloud Analyst Reduced average 

response time, reduced 

processing time 

Shridhar 

G.Domanal et 

al.[7] 

 Modified throttled 

 Algorithm 

 

Response time Dynamic, 

heterogeneous 

Cloud Analyst Uniform distribution of 

load, reduced response 

time, efficient use of 

virtual machines 
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D. Chitra Devi 

et al.[8] 

Improved 

Weighted Round 

Robin 

Execution time, 

response time, 

completion time, 

job length 

Dynamic, 

heterogeneous 

Cloud Sim 3.0 Improved performance, 

faster completion time , 

minimal task migration 

Shridhar 

G.Domanal et 

al.[9] 

VM assign load 

balancer 

Resource 

utilization 

Dynamic Cloud Analyst Efficient utilization of 

virtual machines and no 

over utilization or under 

utilization of resources 

Jeffrey M. 

Galloway et 

al.[10] 

Power Aware Load 

Balancer 

Power 

consumption 

Dynamic IaaS cloud 

simulator 

Efficient consumption of 

power 

Huankai Chen et 

al.[11] 

User-Priority 

Guided Min-Min 

Scheduling 

Algorithm(PA-

LBIMM)   

Makespan, 

Average 

Resource 

Utilization 

Ratio, higher 

priority and 

Lower priority 

Tasks’ 

Completion 

Time 

Heterogeneity 

cloud 

environment 

 

Matlab 

toolbox 

Reduced completion time 

and makespan, increased 

resource utilization ratio 

Aarti Singh et 

al.[17] 

Agent based load 

balancing 

algorithm (A2LB) 

Response time Dynamic Java 

technology 

Reduced response time 

Ratan Mishra et 

al.[18] 

Ant based control 

system 

 

Makespan, 

service request 

Dynamic C-Meter Reduced makespan, 

increase in request of 

services 

PeiYun Zhang et 

al.[20] 

Dynamic Cloud 

Task Scheduling  

Makespan, 

waiting time 

Dynamic, 

heterogeneous 

Eclipse and 

CloudSim 

Reduced makespan, 

smallest average waiting 

time 

Shubham Sidana 

et al.[21] 

NBST algorithm 

 

Resource 

utilization, 

execution time 

Static, 

heterogeneous 

CloudSim Increased resource 

utilization. Decreased 

execution time 

 

Shaymaa 

Elsherbiny et al. 

[25] 

Extended IWDC 

workflow 

Makespan, 

execution time, 

costs incurred in 

terms of 

bandwidth anmd 

storage 

heterogeneous WorkflowSim Decreased makespan, 

increased execution time, 

reduced costs 
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Mala Kalra et al. 

[26] 

IWD based 

scheduling 

algorithm for 

minimizing 

makespan 

Makespan heterogeneous Work 

flowSim 

Decreased makespan, 

better performance 

James Kok 

Konjaang et al. 

[27] 

Expa-max-min 

strategy 

Makespan, 

execution cost 

Dynamic CloudSim Reduced makespan, 

reduced execution cost 

 

VI. CONCLUSION 

Cloud computing has eased the life of users by allowing them to store data on the cloud instead 

of using their own storage devices that could also add greater cost to them. It allows them to 

perform computations on the cloud itself for faster processing as doing it on the user device 

becomes expensive. But with increased number of users, there has been an increase in the 

number of computations performed and amount of data stored on cloud which has increased the 

load on the servers present in the cloud and to over-come this, various techniques have been 

discussed above that pave way for efficient utilization of computing and network resources, 

decrease in response time, lesser completion time, greater throughput, etc. A lot of advancement 

has already been done in the field of load balancing but a lot more is still needed as the number 

of users is increasing day by day and their requirements and demands can be satisfied only if 

tasks are distributed equally in the cloud. 
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Abstract: Due to advancement in the field of Internet of Things, users are able to combine 

interconnection and intercommunication between seamless networks, where backend solution are 

provided by cloud computing. But it is not able to solve the problems related to latency in real time 

usages. To solve this problem, a new paradigm of computing that has attracted the attention of various 

researchers known as Edge or Fog computing and is a cloud services extension has come into existence. 

Services are provided to the edge of the networks by Fog that make available computation, storage and 

communication for end users via fog devices and controllers such as servers. In fog computing, main 

concerns are the security and privacy because of the availability of limited resources. In this work, we 

have studied various problems related to protection as well as confrontation of Fog along with measures 

to counter various attacks associated with security of the network. Based on the study and analysis, we 

have also suggested the future directions. 

Keywords: Cloud computing, Fog computing. Internet of things, Security and Privacy, Attacks 

1.INTRODUCTION 

Internet of Things (IoT) has put a deep impact on daily life by giving advanced connectivity to 

systems, services and devices that go away from machine to machine or M2M communications 

and has covered various types of applications, domains and protocols. IoT consists of actuators, 

software, network connectivity, electronics and sensors that collect data via wireless technology 

and able to interoperate it within the existing infrastructure of Internet. This enormous amount of 

information is processed and stored by traditional framework of cloud computing as it requires 

huge storage, computation resources and bandwidth. Unfortunately, it leaves smart traffic lights 

and smart meters like near-user fog devices as dumb portals that impact cloud-centric system 

performance in negative way [1]. The paradigm of edge or fog computing allows the storage and 

processing of data near the end-user by implementing the edge network that can meets the 

requirements of user to a maximum point. It also solve the issues like the limited processing 

capability of IoT devices along with constraints of battery life, storage capabilities and network 

bandwidth by designing more capable architecture. But, various privacy and security issues come 

with this new paradigm of IoT-Fog like authentication, secure communication, information 

confidentiality and authentication. Equipped with  nearly unlimited storage and computation 
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rresources, the security issues of traditional cloud based platform can be resolved by using a 

cryptography based on heavyweight lattice method that can't be implemented by resource 

constrained edge devices [2].  

Due todevelopment of wireless sensor networks in last few years, an improvement can be seen in 

IoT with numerous applications created on daily basis [3]. Due to advancement of various smart 

devices dependency of human life on machines is increased. IoT is making our life easier by 

providing applications in various daily based activities. 

IoT is not being used in environmental monitoring system, Smart Grid, medical treatment and 

Intelligent Transportation system like sophisticated applications due to limited storage and 

computing resources.  IoT deals with these issues by using Cloud technology [4] which provides 

unlimited storage and computing resources at low cost[5]. But there are several limitations also 

like high network latency because of large volume of centralized processing and poor 

performance. The latency offered by cloud provide poor performance in various time sensitive 

applications. To resolve these challenges Fog Computing could be a suitable alternative [6]. 

Fog layer is the layer between cloud infrastructure and IoT devices, providing ground level for 

extending the network services, computational capabilities and storage of the network. In 

between traditional centralized cloud, fog nodes are placed at lowest level of  IoT devices and 

highest level of cloud. This has enabled the availability of resources and services closer to the 

end equipment leading to reduction in delay. The Fog-enabled IoT guarantees the large amount 

of available resources and low latency to the time sensitive applications [7]. Due to wireless 

nature of network and number of devices, new issues related to security also come into existence 

like privacy protection issue, heterogeneous network authentication, management problem etc. in 

heterogeneous networks, IoT and Fog incorporation[8]. 

 

2. AN OVERVIEW OF FOG COMPUTING 

Environment of fog computing is similar to traditional network that consists of set top box, proxy 

servers, switches, stations as well as routers which are positioned near to IoT sensors and 

devices. IoT applications can be supported by these components. Various issues here are 

capabilities of networking, storage and diverse computing [9]. There are centralized cloud based 

services and network components which are supported by fog computing for creating a large 

geographical distribution. Moreover, end device mobility, wireless access, interoperability, 

location awareness, support of geographical distribution and real time interactions and scalability 

fascinate fog computing. Efficiency in precondition of power usage, content distribution, service 

latency, capital or operation expenses, etc., are attained that enhance the capability of IoT based 

cloud services [10]. Figure 1 shows a simple level of hierarchy illustrating the cloud computing 

at the highest level, middle level of Fog and lowest level of IoT devices.  
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Fig 1: Location of Fog between Cloud and IoT devices[10] 

 

3. SECURITY AND PRIVACY ISSUES IN FOG COMPUTING 

Development of Fog has made a huge difference in a way IoT devices communicate in the 

network. But there also exists some challenges for creating a robust environment. So, in this 

section we have analyzed various fog computing privacy and security problems. 

a) Authentication- Unlike the deployment of cloud computing in which data centers are owned 

by the service providers, deployment of Fog computing have different service providers because 

of distinct needs of deployment [11]. Considering these factors there is need to provide a 

mechanism of authenticating of fog nodes amongst each other at Cloud and IoT level. 

Stojmenovic et al. [12] have considered authentication as one of the main security issues of fog 

computing with IoT device being resource constrained. This exchange of services needs 

authentication mechanism for providing a reliable communication path .  

b) Access Control- This mechanism guarantees preserving of the user privacy. Access control is 

cryptographically implemented in cloud computing due to their outsourcing feature. Further, a 

well-defined access attributed based encryption scheme has been proposed by Yu. et al. [13]. 

Main issue in Fog computing is designing an access control scheme in such a way that all spans 

between IoT-Fog-Cloud are monitored keeping limitation of resource constraints in mind. 

c) Rogue Node- It is an instance of fog node that seems to be genuine but it is not so in reality. It 

persuades the end user for connecting it and communicating the data through it. If once these 

nodes get connected to the network, then it can easily manipulate the incoming and outgoing 

requests between the user’s data, connected entities and further can also launch attacks. The fake 
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fog node manage to enter in the network which can result in breaching of privacy and security of 

user’s data. A measurement based method proposed by Han et al. enables client in avoiding the 

link with rouge access point (AP) [14]. In Fog environment the impact of rouge node gets double 

by creation and deletion of dynamic virtual files that make it harder to blacklist any node. 

d) Location Privacy- Location privacy of fog nodes get denoted by location privacy in fog 

computing and Generally fog node shed their load to the nearest node and the node to which the 

load is she get an idea of fog node location that shed its load. Further, if multiple fog nodes are 

used by fog node to offload hen there will be reveal of whole trajectory path of the network. If 

the same process occurs in chain then rough knowledge of complete network can be traced out 

easily. For each end user generation of fake ID a trusted third party was introduced by Wei et al. 

and if offender occurred by any breach then given ID’s can be tracked easily [15].  

e) Intrusion Detection- These methods are deployed in fog computing for combating the attacks 

like insider attack, port scanning, Virtual Machines and flooding attack. The IDS may be 

positioned on fog node for perceiving the intrusive activities by monitoring and analysis of log 

file, and user login data. A new cloudlet mesh based security framework presented by Shi et al. 

can detect the intrusion to cloud communication among mobile devices, cloudlets and clouds 

[16]. In Fog computing, it is able to deliver a new way of investigation in which it may assist in 

detection of intrusion on centralized client and cloud side.  

Various sophisticated types of attack are faced by fog systems namely ransomware and botnets 

that are inherited from IoT and Cloud systems. These cyber-attacks are summarized in Table 1 

[16].  

Table 1: Various attack types in IoT-Fog-Cloud architecture 

 

Attack types Description 

Insider Intruders It refers to the authorized cloud users for gaining unauthorized 

rights over cloud resources without any privileges. 

Attack on Virtual 

Machines (VM) or 

hypervisor 

When hypervisor virtual layer is compromised through zero day 

attacks then attacker will be able to control the physical hosts and 

installed VMs 

Flooding Attacks The attacker will attempt to flood a victim by sending lots of 

packets through DoS or DDoS from a computer in the network. 

Service Abuses Violating an encryption key using cloud/fog computing resources 

for launching an attack 

Advanced Persitant threats 

(APT's) 

By launching footprint attack thus penetrating system to steal data 

or other intellectual property. 

Port Scanning Attackers will search for open ports for accessing a particular 

system. 

Backdoor Attacks Attacker will bypass a authentication mechanism for 

unauthorized remote access to device so that he can create a 
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zombie to launch DoS or DDoS attacks. 

User to Root(U2R) attacks In this attacker will able to gain the access to legitimate users 

account by exhaling password that results in breach for gaining 

the root level access to buffer overflows like victim devices. 

 

4. SECURITY SOLUTIONS 

Number of security solutions are employed, for instance, access control, firewall, encryption and 

intrusion detection along with prevention of system for addressing various privacy and security 

challenges associated with IoT-Fog architecture. Specific security challenges can be handled 

using below mentioned techniques.  

 

[1] Authentication Technique: It is the procedure of users’ identification using various 

methods. Biometric authentication must be there in fog computing that is linked with 

balm, keystroke, fingerprint, touch and face based methods. As compared to traditional 

methods, it gives better outcome and these methods are like password based 

authentication. In [21], researcher has found the key challenge for Fog computing are 

authentication methods at different levels of Fog nodes using public key techniques. 

Then an execution mechanism was trusted in [22] that has stated that it should have its 

potential in it for reducing the authentication complexity.  

[2] Access Control: It is a trustworthy mechanism that is founded in cloud and IoT devices 

for getting authorization and authentication to workstations and end-users along with 

servers. For protection of cooperation between heterogeneous sources a policy based 

control was proposed in Fog [23]. The designing of effective access control system for 

clients is still a challenge in IoT networks for protecting systems at various levels.  

[3] Intrusion Detection System (IDS): It may be founded in the layer of Fog for 

recognition of suspicious events by inspecting client side audit traces. It may be founded 

at fog side for identification of suspicious attacks using analysis of network traffic. In 

[24], author has found the use of security framework based cloudlet mesh that help in 

identification of attacks from Fog and Cloud systems. The implementation of adaptive 

and scalable intrusion detection is still very challenging at the layer of fog for achieving 

the requirements of low latency.   

[4] Privacy and encryption Techniques: In Cloud, Fog and IoT system, one of the biggest 

issues is the protection of user information. In cloud, wireless networks and smart grids 

various privacy-preserving mechanisms are suggested that can be implemented in the Fog 

or cloud layer for prohibiting the tampering of big-data transmitted between two layers. 

For complicated exchange of data between various network nodes an encryption 

techniques should be applied. But, due to network nodes distribution there is need of 

further research of privacy techniques for protection of users sensitive information.  

 

5. Conclusion and Future Work 
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In this paper, we have analyzed different privacy as well as security challenges along with the 

current developments that has been done in Fog computing and IoT. In this field, various 

researchers have attempted to deal with privacy and security issues. There is a need of 

reconfiguring the Fog architecture for the implementation of multiple scenarios. This study also 

explores various goals related to security that are required in Fog environment and classified 

security attacks and their counter measures on the basis of IoT architecture. We have 

investigated various papers for providing integrity, authentication and confidentiality services 

and implementing a trusted environment. Following gaps are required to be filled via 

forthcoming research.The main issue in the implementation of the Fog network is its 

heterogeneous nature. Many types of equipment are interconnected in the fog network; the pieces 

of equipment can have various sensing abilities in preconditions of what the devices sense and 

how they sense.  
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Abstract. As number of devices connected to Internet of Things are increasing exponentially; 

exchange of real-time, low latency data with cloud-based applications proves to be a challenge.This 

research conducts a systematic and comparative study of fog computing and the traditional cloud 

computing in the context of the Internet of Things (IoT). The study undertaken usesfogcomputing and 

traditional Cloud for calculating power consumption, latency, and storage capacity. The results 

demonstrate a proposed solution that reduces the amount of context switching and temporary storage 

of information and latency. The result shows that latency optimizes by 2-3%,power or energy 

consumption reduces to 3-4% and storage by 2-3%. The study also demonstrates the potential 

enhancement of Fog Computing approach to minimize the network traffic because data is analyzed 

locally.  

 

Keywords: fog computing, cloud, energy, latency. 

 

1. Introduction 

 

1.1 CLOUD COMPUTING 

According to theofficialNIST definition [1-2], “Cloud computing isa model for enabling 

ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g. ne tworks , servers , storage, applications and se rv i ces ) that  

can  be rapidly provisioned and released with minimal management effort or service 

provider interaction". 

 

1.2 FOG COMPUTING  

FOG computing refers to local computing, delivery and storage of user's computers rather 

than centralized datacenter (DC). The platform is growing in popularity for wide range of 

applications, particularly IoT (Internet of Things), fast-time and latency-sensitive. Fog 

computing is an augmentation of cloud computingwhich extends the functions of cloud 

computing beyond the cloud to the network edge [4-5]. The three tier framework is shown in 

Fig1. a) Tier 1: It is also called bottom layer which consists of several TNs. These terminal 

nodes are smart and wireless sensor nodes that transmit the heterogeneous data to the upper 

tier). b) Tier 2: This Fog computing layer consists of routers, switches, gateways and access 

points [6].c) Tier 3: This Cloud computing tier consist of servers and data centers[7]. 

mailto:gunjan.cs13@gmail.com
mailto:malakalra@nitttrchd.ac.in
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Fig 1 Fog Computing Architecture [7] 

2. Related Work 
 

Jaradat et al.[1] explained the use of IoT for monitoring and controlling  the data generated 

from power grid. The author defined IoT as composition of three layers: perception layer, 

network layer and application layer.Bluetooth, ZigBee, 2G, 3G and 4G can be used to 

transmit the information for short or long distances application. The author explained that 

Supervisory Control and Data Acquisition (SCADA) systems can be implemented on cloud 

for real time monitoring and controlling the power grid. SCADA systems can utilize data 

processing, computer data storage and additional IaaS services of the cloud, but security and 

other network issues remains unsolved as cloud services are shared by other users too. 

Because reliability and low latency areimportant objectives in a highly distributed 

environment, author proposed the implementation of Fog computing architecture in smart 

power grid.  

Yi S. et al.[6] demonstrated that some real time IoT applications such as online gaming  and 

stream computing cannot be solved by using cloud computing as they require high latency. 

So, the author proposed the use of fog computing as it keep the data and computations close 

to the end users. Latency, generality and efficiency were defined as the goals of fog 

computing. Virtualization, resource provisioning, node mobility, network management, 

security and privacy were defined as the challenges of the proposed fog computing paradigm. 

Sarkar S. et al. [7] proposed computational fog computing model to reduce latency of IoT 

applications. The author mathematically characterized fog computing system as minimizing 

Power, service and fast response time for populated cities. The comparative analysis was 

performed for both Fog and cloud. The results depicted that fog computing provide enhanced 

QOS and eco friendliness platform to support IoT as compared to existing cloud computing 

model. 

Rimal et al. [9] discussed the challenges of conventional cloud computing such as node 

failure, availabilityand network area latencies. The author proposed the use of Mobile Edge 

Computing(MEC), for certain data sensitive applications. The author compared the 

conventional cloud and mobile edge computing in a Fiber-Wireless (FiWi) network. 

Performance of the network was evaluated in context of  packet delay, turnaround time and 

offload gain overhead ratio. The results showed that MEC provides reduced offload packet 

delay than conventional cloud without degrading network performance.  
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Zanella et al. [10] studied the smart city concept in context of Internet of Things(IOT). The 

author developed the framework for the design of urban IOT. The work discussed the 

different domain of IOT application which include smart buildings, smart grids, smart 

environment. The author gave a detailed description of services in terms of type of network to 

be deployed, expected traffic generated, Power and feasibility of each service with currently 

available technology. The proposed framework was successfully deployed at University of 

Padova(Italy) with more than 300 nodes. The results show that smart city concept helps in the 

better utilization of public resources. It improved the quality of service and make it possible 

to reduce the cost of public administrations. 

Shaikh et al. [11] demonstrated the concept of Green Internet of Things. The study explained 

how Internet, smart objects and sensors communicate with each other. He also explained IoT 

applications where energy can be saved to have green environment. The author also 

explained the various challenges related to Green IOT in terms of green infrastructure, green 

spectrum manager and green communication.  

Rajandekar A [12] demonstrated the issues associated to the capable and scalable channel 

access used in M2M communication. The author also explained current MAC protocols and 

their applicability for machine-to-machine communication.  

Sandeep et al. [16] developed a smart home application system using Raspberry Pi. The 

raspberry pi was controlled from remote place through cloud service. The WebIOPi 

framework allowed user to interact with GPIO pins. The algorithm was developed in Python 

language. When raspberry pi GPIO pin is activated, electromagnetic relay closes the 

corresponding electrical appliance switch. The automation system was used for controlling 

electric appliances remotely. 

Jutilaet al. [15] proposed a modern scheme of linking Internet of Things (IoT) devices at the 

edge of the network. The system of optimization and monitoring traffic flows and network 

infrastructure, Regressive Admission Control was applied at the end-to-end of the network. 

An Adaptive Boundary Router (ABR) controls the connection output for the flow to be 

allowed into the network. Fuzzy Weighted Queuing (FWQ) is used for traffic flow 

optimization. Feedback water controller eliminates system latency with a short response time. 

The weakness of my experiment is the size of my experiment. 

Celebre et al. [22] developed a Home Automation System which is controlled through which 

is controlled through speech recognition system. Voice based Digital assistance Apple’s Siri 

provided an autonomous access to the internet for regional networks. Siri Proxy was installed 

on the raspberry pi as a proxy server. Ruby and Wiring Pi programming languages were used 

to control the devices coupled to raspberry pi. The system was examined through speech 

recognition accuracy test and response latency. The results confirm that system’s average 

latency was reduced to less than three seconds and the overall average success ratio was 

round about 93%.  

Bijarbooneh et al. [23] proposed the method for the selection of appropriate sensor which 

minimizes the energy consumption of an IOT application. Constraint programming and 

greedy search approach was used to solve the problem. Belief propagation(BP) was used to 

recollect the missed data. Belief Propagation  iteratively extract the value of missing records 

from the stream of dynamic sensor readings. The results show that BP protocol improve 

energy efficiency upto 80% as compared to other sensor nodes. 
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Ganz et.al [24] explained how data can have accessed through smart devices. The research 

focuses on different techniques of signal processing. Low pass, High pass and band pass 

filters were used for the smoothening of signals. Mathematical operations like min, max, 

mean, median were performed on the collected data. KAT was used to collect data from 

different resources. Data analysis methods were used to process data and generating  

abstractions. Problem associated with this approach is that it does not deal with changing 

input data and multi-modal data. 

Ali et al. [25] created a home automation framework using Java and which can be managed 

locally or remotely. The prototype was a workstation with an embedded device attached to a 

server computer and used at home. The engine was based on JSP, Java Beans and Interactive 

C. For security of entry, password protection was used on the server. 

 

3. Proposed Approach 

 

Figure 2 Proposed Architecture 

This section describes the detailed architecture of the proposed research work. The proposed 

workdefines the cloud base environment with cloud computing and fog computing tiers. The 

first tier includes allthe terminal devices which are responsible for collecting data from 

sensors, actuators or other mobile devices. The second tier consist of Fog Computing 

paradigm. Cloud gateway decides whether the data needs to be forwarded to cloud or should 

be processed locally. The data which requires less computation is forwarded to fog gateway 

for further processing. The fog nodes are clustered. Clustering reduces the temporary storage 

and enable interactions among different fog nodes who belongs to same cluster. Its impact on 

Power and time latency improving results are discussed in the result section. The third tier of 

the proposed architecture is cloud tier. When a task requires a powerful computation, the task 

is forwarded to this tier for processing. Cloud also provides permanent storage. 
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We have analyzed the different performance parameters like power, Latency, storage and 

response time inboth conventional cloud andproposed clustered fog which are discussed as: 

 

Power Consumption 

The power or energy consumption is broken down into the applications that are to be served 

by the fog computing category. The research reflects on some of the fundamental causes that 

relates to the power demand of today's data centers. 

There is one power usage for forwarding data packets that is called "data forwarding power 

consumption", and is used mainly to forward real-time data packets that need energy. 

𝐸𝐸𝑛
𝐹𝑜𝑔

=   𝐶𝐶𝑛
𝐹𝑜𝑔

+ 𝜕 ∗ 𝐶𝑃𝑐
𝐹𝑜𝑔

𝑁

𝑖=1

𝑁

𝑖=1

………………… (1) 

Equation (1) depicts the power consumption which depend on two factors. First is 𝐶𝐶𝑛
𝐹𝑜𝑔

   

forwarding tasks and second is 𝐶𝑃𝑐
𝐹𝑜𝑔

    Computation tasks and 𝜕   clustering threshold. 

 

𝐶𝑃𝑐
𝐹𝑜𝑔

= 𝑁.𝑃𝑑
𝑓𝑜𝑔  1 −  𝛽 ∗  𝛼𝑖 𝑡 − 𝛼𝑖 𝑡−1  ……………… (2) 

 

Equation (2) shows analysis of computation task in Fog nodes. Computation depends on 

different parameters 𝑁.𝑃𝑑
𝑓𝑜𝑔  1 −  𝛽 depicts number of cluster mapping of fog nodes and 

 𝛼𝑖 𝑡 − 𝛼𝑖 𝑡−1  depicts number of computation resources. 

𝐶𝐶𝑛
𝐹𝑜𝑔

= 𝛼𝑖 𝑡 ∗  
𝑃𝑖
𝑁
−   𝑄

𝑖

 ∗  𝛽𝑖
𝑓𝑜𝑔

………………………… (3) 

Equation (3) shows analysis of task forwarding in Fog nodes. 
𝑃𝑖

𝑁
−   𝑄

𝑖
 is number of cluster 

mapping of fog nodes and 𝛽𝑖
𝑓𝑜𝑔

depicts number of computation resources available and 

𝛼𝑖 𝑡 provide resources which is reason of task forwarding. 

 

𝐸𝐸𝑛
𝐶𝑙 =   𝐶𝐶𝑛

𝐶𝑙 +  𝐶𝑃𝑐
𝐶𝑙 ……………………… . . (4)

𝑁

𝑖=1

𝑁

𝑖=1

 

 

Equation (4) show the power consumption in cloud which depend on two factors. First is 𝐶𝐶𝑛
𝐶𝑙   

forwarding tasks and second is 𝐶𝑃𝑐
𝐹𝑜𝑔

    Computation tasks. 

 

𝐶𝑃𝑐
𝑐𝑙 = 𝑁𝑉 .𝑃𝑑

𝑉 1 −  𝛽 ∗  𝛼𝑖 𝑡 − 𝛼𝑖 𝑡−1  ……………… (5) 

 

Equation (5) shows analysis of computation task in Cloud. Computation depends on different 

parameters 𝑁𝑉 .𝑃𝑑
𝑉 1 −  𝛽 𝑁𝑉  𝑖𝑠  𝑣𝑖𝑟𝑡𝑢𝑎𝑙 𝑚𝑎𝑐𝑖𝑛𝑒 mapping of Cloud nodes and  𝛼𝑖 𝑡 −

𝛼𝑖𝑡−1 number of computation resources available if this quantity increases then computation 

power increase. 
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𝐶𝐶𝑛
𝑐𝑙 = 𝛼𝑖 𝑡 ∗  𝑃𝑖 −   𝑄

𝑖

 ∗  𝛽𝑖
𝑐𝑙 ………………………… (6) 

Equation (6) shows analysis of task forwarding in Fog nodes. Computation depends on 

different parameter𝑒𝑟𝑠  𝑃𝑖 −   𝑄
𝑖
is number VM of Datacenters in cloud and 𝛽𝑖

𝑓𝑜𝑔
number of 

computation resources available and 𝛼𝑖 𝑡 provide resources which is reason of task 

forwarding. 

 

Storage:  

The data storage depends on the scale of the database and how much analysis is done on the 

results. In comparison with the computing unit, storage power utilization is independent of 

the volume of data stored even though the data is aged.  

 

𝑆𝑡
𝑓𝑜𝑔

= 𝛼𝑖 𝑡 ∗  
𝑃𝑖
𝑁
−   𝑄

𝑖

 − − − − −− −−−−(7)

𝑁

𝑖=1

 

Equation (7) show the storage. Storage is temporary in case of fog nodes but permanent in 

cloud which is shown in equation (8).In equation(7)  storage mainly impact on 
𝑃𝑖

𝑁
−   𝑄

𝑖
    

this part of equation which show cluster  improve or reduce the storage  but in eq(8) this 

factor not divided by N so not improve as much.𝛼𝑖 𝑡  show the memory resources at time t in 

both equation. 

𝑆𝑡
𝐶𝑙 = 𝛼𝑖 𝑡 ∗  𝑃𝑖 −   𝑄

𝑖

 − − − −−− −−−−(8)

𝑁

𝑖=1

 

Latency 

Service latency is the amount of time it takes for a request to be received which is determined 

by adding to it the time it takes to transmit and the transmission time at high speeds which 

results in insignificant latencies. 

𝑇𝑡𝑟
𝑓𝑜𝑔

=  𝛼 ∗   
𝑃𝑖
𝑁
−

𝑛

𝑖

 𝑄𝑖 …………………… . (9) 

Equation (9) and equation (10) show the latency calculation by fog nodes and cloud 

respectively.  Cluster fog nodes cluster improves the computation  time  
𝑃𝑖

𝑁

𝑛
𝑖 where  𝑄𝑖     

show the resources.  

𝑇𝑡𝑟
𝐶𝑙 =  𝛼 ∗   𝑃𝑖 −

𝑛

𝑖

 𝑄𝑖 …………………… . (10) 

 

 

4. Results and Analysis 

To analyze the efficiency and performance of the proposed work, different types of 

experiments are conducted. For Fog Computing scenario, ifogsimhas been used to evaluate 

the computations. iFogSim is a Fog and IoT simulator used to control the interplay between 

IoT and Fog.For Cloud scenario, Cloud sim has been used to calculate the performance of 

traditional Cloud. 
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Fig 3Comparison of Total Power Consumption 

Fig3 shows that as the number of terminal devices increases, there is a growth in the mean 

power consumption of nodes in cloud environment. However, fog nodes and distributed fog 

nodes takes less power as compared to cloud-based nodes. 

 

 
 

Fig 4 Comparison of Total Latency 

Fig 4 analyses the distribution of parameters which includes data latency (latency + reaction 

time + transmission delay). The average latency and average processing time are compared 

for each node in cloud environment as well as for flog environment. For each node, the 

latency increases as the number of nodes increases. However, latency is reduced in fog 

computing environment as compared to cloud. 

 

 
 

Fig 5 Comparison of Consumption of Storage 

Fig 5 shows consumption of storage. To evaluate the difference in storage among the number 

of connected devices, we map the respective storage for fog computing and the traditional 
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cloud, conventional fog nodes and cluster fog nodes, and note the corresponding rise in 

storage. 

 

5. Conclusion 

In this paper, the performance of cloud computing and fog computing is compared to find out 

which is best suited environment for IoT devices. The results clearly indicate that fog 

computing is better than conventional computing when it comes to parameters like latency, 

power and storage. We ultimately justify that fog computing paradigm is more efficient and 

an eco-friendly operating environment for Internet of Things (IoT) implementations than the 

cloud model. However, task scheduling has not been studied in terms of quality of service 

requirements. Security is also a critical issue in fog computing paradigm. In the future, we 

intend on working on task scheduling and security in a fog- based prototype. 
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ABSTRACT:  

The protection of public health has been the main concern of every nation. Modern health systems are 

considered as composite and expensive. However, it can be handled through the better management of 

health records, improved supply chain management, digitized insurance policies etc. using blockchain 

technology. Blockchains have left their successful footprints in various domains such as financial sector, 

food industry ,agriculture,  transportation, banking sector,  healthcare sector and many more. However, 

banking, supply chain management, and finance have had more blockchain footprints, while the 

healthcare field has recently received more attention on blockchain-enabled technologies. Therefore 

Blockchain is a futuristic technology that has made it possible to improve the sharing of medical records 

in a secure manner and capable of solving the problem of interoperability using decentralized distributed 

ledgers. In this paper, discuss  the different use cases of the healthcare value chain with blockchain using 

4Ts (technology, trust, transparency, traceability) to add sustainability. Although the adoption of 

blockchains in the healthcare segment is quite slow, the value-added solution offered by technology 

contributes to the sustainability of the healthcare system has drawn the attention of researchers, 

stakeholders and government to invest in this area for a better future. 
 

Keywords: Blockchain, smart contract,  electronic health record, supply chain, perspective.    

 

Introduction 

Blockchain (BC) technology was introduced via Bitcoin and achieved status of distributed ledger 

technology {DLT) with publication of the white paper published by anonymous persons named 

Santoshi Nakamoto[1]. Initially, the enthusiasm generated by the Bitcoin blockchain allowed 

anyone to access peer-peer digital currency without the involvement of intermediaries such as 

agents, banks. However, this excitement was further heightened by the realization that this peer-

to-peer capability could be applied to other industry and services for handling non-

cryptocurrency type transactions[2] These transactions involve assets such as, music, secret 

codes, art, deeds, land, business contacts, etc. protocol. However, blockchain technology stands 

on a strong foundation which has forty years of research  in crypto-currency, hashing ,peer-to-

peer networks, decentralized and consensus protocol[3]. Transactions, blocks, blockchain, nodes, 

node network, smart contract, are the fundamental key elements of blockchain and decentralized 

application and the consensus protocol that ties all of these elements together[4].Generally, in 

healthcare industry, Blockchain applications  require more stricter authentication, 

interoperability, and information sharing requirements. Many processes like patient's record, 

staff records, managing finances transaction ,logistic issues, inventory management , legal issues  

and repeated tasks etc. involves in the healthcare management. To handle such processes, various 

kind of medical workflows as a smart contract system using the blockchain technology  are 
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designed  for the effective healthcare  management[4]. The objective of this paper is to signify  

the prospective usage of the blockchain  for numerous use cases, challenges/ limitation ,  as well 

as promising direction like  technical approaches ,methodologies, etc. to overcome these 

limitations .   

The paper is structured as follows: the first section presents a detailed overview and key concepts 

of Blockchains. Next, discuss smart contracts and the potential benefits of blockchains in 

healthcare. In the second section, we present some use cases of blockchains, focusing on the four 

T's perspective which are: technical, trust, transparency and traceability, as well as their 

limitations. However, the paper concludes  with brief summary.  

 

1.Blockchains concepts and implementation 

Bitcoin and other crypto-currencies like  Ethereum, Litecoin and Ripple are associated with 

Blockchains. This paper will shed the light on the some of the significant concepts , 

methodologies, and features of the blockchain technology to foster the understanding of how this 

technology has been applied to handle the EHR , supply-chain management, intellectual property 

rights, and logistics applications in healthcare segment. Blockchain, a distributed ledger 

technology(DLT), that is controlled  by different peers in peer to peer network. This technology 

used decentralized data storage management where data stored widely in trusted manner with 

eradicating the need of third party and central authority for transactions[5,6]. 

The term blockchain refers to the chain of blocks, where each block hold the information about 

the transactions in trustworthy environment and protected with the technique of cryptography.   

Cryptographic primitive involves the  make use of  hash function to achieved the chaining of the 

block. A arbitrary length input provides to the hash function and it generates output of fixed 

length hash, referred as fingerprints or message digest .Each block when comes into the  system 

as the part of the chain, play a key role in connecting with the previous and the following block 

of the chain with the help of hashing function. Collision  resistance is  an eminent property of 

hash function where two dissimilar  messages cannot generate the similar hash function as a 

output. However, this property is the key underpinning of the block chaining. In blockchain ,a 

newest block  is chained after included the hash of the preceding block into the header of the new 

block. Thus, the last block holds the digital fingerprints of the transaction of the previous  block, 

which in turn holds the digital fingerprints of the preceding block and so on as shown in Fig1.  

Blockchain technology provides a trust layer among the blockchain agents by protecting  digital 

assets and information from replications or  breaching [7].Further, with traceability and 

transparency in blockchain several disputes related to the audit trials transactions and following 

all rules which are mentioned in smart contract. Integrating of smart contract, immutability , 

digitized assets, and crypto-currencies generate a intermediaries free, transparent and secure 

environment for the  trading stakeholders. 
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Smart Contract  

The smart contract is an important component of blockchain technology, transforming a crypto-

currency framework into a trusted layer framework that enables a wide range of decentralized 

applications A smart contract, a standalone executable code that is intended to be digitally 

simple, authenticate validate to implement the rules and regulations of the blockchain 

application[8].Smart contracts allow credible, traceable and irreversible transactions, by 

eliminating third parties. In year 1990, the idea of smart contract was introduced by nick szabo, 

the technology and the platform to enable the  smart contract  was created through blockchain 

technology, Ethereum. For development of  the smart contract,  need of a blockchain platform 

(Ethereum)[9],a programming language to code(solidity) and an suitable environment to 

develop, compile, deploy and test it(Remix IDE)[10]. Smart contract acts as software mediator 

for decentralized applications to take decision and actions on the agreement and create layer of 

trust among the unknown parties. 

 

2  Blockchains Use Cases:  

Blockchain technology has rapidly built trust among several domain such as in healthcare, 

supply chain management, IPR's, insurance, voting system, transportation and many more.    The 

whole credit of adaptability goes to its innovative “4Ts” concept of blockchain.  “4Ts” stands for 

technology, transparent, traceable, trust/tamper-resistance, which is designed specifically for non-

trusting members doing  business together globally. Blockchain streamlining  processes by 

Fig 1. An example of  chain of blocks in blockchain technology  
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removing intermediaries resulting in smooth transactions. Blockchain drives trust and security in 

transaction among multiple parties through smart contracts validation techniques. Example use 

case: fund administration, KYC ,auditing, health records management, supply chain management 

and procurement. In this section , we have used this "four T's" concept and its future applications 

in healthcare, supply-chain, IPR's, and insurance through the lens of the blockchain technology. 

 

2 .1  Case#1: Electronic Health Records 

2.1.1 Use case Description & Challenges  

Electronic health records (EHR), is generally a collection of electronic health information of 

patients in form of records also known as electronic medical records.EHR holds the personal 

information (age, gender, weight etc.)  of the patient[11] that can be either entered manually or 

can be uploaded through wearable devices and through  IoT system. These records can be serve 

as a data source for analysis and research effort for forecasting disease(e.g. the 2019 Novel 

Coronavirus).Existing EHR systems used the centralized based server  model for storage of 

health records, the security ,sensitivity,  and privacy issues of health records are major challenges 

in such centralized model. Single point of failure, scalability, interoperatibilty, data sharing 

agreements,  ethical values , data provenance,and government polices , are other challenges need 

to be considered.   

Solution proposed 

Blockchain technology in electronic medical records (EHR) is promising solution,  addressed the 

several characteristics of electronic medical records which are: interoperability, security , privacy, 

data provenance, and scalability[12].Blockchains ensure solution through its characteristics such 

as decentralization,  immutability, transparency, cryptography, and non-repudiation[13]. 

 

2.1.2   Technical perspective  

Implementation of the blockchain technology in EHR's ensure the trust layer among all the 

participants for storing, sharing  and accessing  the clinical information. Despites of issues in 

integrity, authentication, confidentiality, data sharing, blockchain technology addresses these 

issues through decentralized, distributed, immutable  record management system and transparent 

database. For example , a common prototype for example is 'MedRec"[14],  decentralized 

blockchain management system, to manage the patient's records. On the blockchain it stores the 

mark of the record rather than the clinical records, provide the ownership power to the patient to 

handle the data. Another implication of the blockchain technology in EHR's to handle the single 

point of failure through decentralized[15], off-line or on-line databases, integrated the smart 

contract with InterPlanetary File System (IPFS) for better user management ensure the secure and 

safe platform to sharing the health records among untrusted parties on cloud  through 

cryptography techniques  

 

Lack of Interoperatibilty of clinical records among stakeholders, results in loss of millions lives 

and billions of dollars every year. However, interoperability of electronic health records is an 
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essential and necessary step that stakeholders must take to improve health care 

outcomes[16,17].However, interoperability remained limited and posed many challenges, such 

as a lack of health data standards, inadequate privacy laws, costs, and trust between service 

providers. 

 

2.1.3 Trust perspective 

Lack of trust and co-ordination among the stakeholders, the main reason of widely adoption of the 

blockchain technology in  healthcare.  security  considerations in medical records such as. 

Blockchain technology ensures the security  considerations in medical records integrity, 

availability and confidentiality through its distributed nature, permissioned structure and 

replication of records on each node. Further, blockchain technology address the access  

mechanism through  coupling with  smart contact, combine Ethereum with  attribute based 

encryption (ABE) for fine grained access of the health records . 

2.1.4 Traceability/Transparency Perspective  

Blockchain technology offers traceability concept through the help of distributed ledger structure, 

providing users complete control over the information being shared. Blockchain strengthens 

traceability by replacing slow and complex data set for processes. Ethereum, public blockchain  

with Onion router provides online monitoring of the patients[18].A special  use case for 

exchanging  health records is Enigma[19] .  

 

2 .2 Case#2: Pharmaceutical supply chain management 

2.2.1 Use case Description & Challenges  

The supply chain includes all the steps involved in getting the products from raw materials to the 

customers. Handling and managing the control of supply chain management in each sector is a 

great challenge. But in the healthcare industry, this is added complexity and risk factor, as it has 

a direct impact on a patient's health and health outcomes. Pharmaceutical supply chain having the 

three dimensions of flow: - physical, financial and information flow. This flow from  provider to 

the pharmaceutical industry to supply centers, for eventually reach patients through hospitals or 

the pharmacy[20]. 

 

Solution proposed 

One potential solution to improve the integrity, security and provenance of healthcare supply 

chain management is blockchain technology. With blockchain technology being decentralized, 

distributed ledger technology, which provides traceability, transparency, and security, shows 

promising results in managing potential hurdles in healthcare supply chain management.  

 

2.2.2   Technical perspective  

To handle these  flow  and interact with real world, blockchain technology requires great tools 

and techniques like IoT [21,22].Internet of things (IoT), provide a common platform, to share the 

information through interconnected sensors devices to enable the innovative applications. 
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Common forcing  technologies of IoT's  are RFID, wireless-sensor networks, etc..However, wide 

applications of IoT devices in the supply chain[23-25], with a high cost involved in the 

maintenance of  centralized IoT devices in  supply chain and security concerns with RFID 

devices, which could easily breaches manufacturing information or other important information 

in the supply chain, so this is a ideal use case for distributed, trust- worthy and peer-to-peer 

blockchain network..  

 

Blockchain technology has the potential to handle the competitive challenges of IoT devices by 

incorporating advanced devices with the authenticity of connected devices to scale the network 

by removing the bottlenecks of intermediary servers. Further, the records and configurations of 

all IoT devices stored using the cryptographic hashing techniques. Messages in the IoT system in 

blockchain considered as a transaction [26] and smart contracts are used to activate the instances 

of the devices to ensure the security of the IoT platform. An example of pairing IoT devices on 

the blockchain network for the recognition and disposal of counterfeit drugs using a combination 

of RFID-tags, analytical techniques and blockchains. However, middle-income countries, 

counterfeit drugs alone had a share of around ten percent of the pharmaceutical market, 

according to a 2018 World Health Organization (WHO) report. Therefore, eliminating and 

tracing the supply chain of counterfeit drugs to manage risks related to patient health is a 

priority. 

 

 2.2.3 Trust perspective 

However, the lack of trust in the traditional centralized supply chain has a major impact on 

information sharing and prediction accuracy[27], which plays a prominent role in matching 

demand and supply in the supply chain. The main factor that can reduce the trust-level in the 

supply-chain is the cyber-security of chain members. In recent years, globally, cyber-security 

became the challenging barrier to the existing supply chain[28].Blockchain technology can help 

in strengthen the security of data flows and data generated by IoT devices in the supply chain. A 

paradigm shifting from a centralized cloud network to a decentralized network is required to 

handle sharing of the data generated by IoT devices in blockchains for the supply chain. . It is 

burdensome to manage cybersecurity attacks in an existing centralized cloud system as it can 

make supply chain services unavailable if the cyber attacks do not remove completely. 

Blockchains ensure a trust layer through hashing function, message digest. All kind of 

transactions among the IoT devices stored in a immutable ledgers with  cryptographic hashes and 

verified the sender of the message as a owner rather than a malware[29]. The conflict of aligned 

goals in supply chains, especially between consumers and dealers, is an additional factor that 

weakens trust in chains [30].Blockchains handles such issues with the help of smart contracts 

and consensus mechanism to provide accountability to the supply chain members to resolve the 

conflicts. 
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2.2.4 Traceability/Transparency Perspective 

In supply chains, aims of  traceability is  to counter questions related „what/when/where‟ of 

drugs  transfer in, where as  transparency concept tries to shed light on the „how‟ aspect of 

supply chain. To ensure social responsibility and environmental sustainability[31,32], 

transparency operations are needed and can be achieved if appropriate tools are applied for end-

to-end  supply chain. The blockchain ensures traceability in the supply chain by coupling the 

monitoring of environmental and social conditions in the supply-chain with RFID.This 

technology allows companies to have full access to end-to-end data in the pharmaceutical supply 

chain while ensuring that it can be stored securely with approved stakeholders. A successful 

example is, IBM's Hyperledger Fabric blockchain, to connect all stakeholders in vaccination 

chain management [33] includes manufacturers, hospitals, authorities and conditions under 

which these vaccines were prepared and distributed. 

 

2 .3 Case#3: Intellectual Property Rights & Insurance Sector 

2.3.1 Use case description & Challenges  

Insurance in the health sector that aims to reduce the risks associated with a medical emergency, 

hospitalization, contracting a disease or medical treatment in the future and to reimburse the 

insured for expenses incurred in a medical emergency. Whereas, intellectual property law is to 

encourage innovation and creativity, providing protection for intellectual property. Both are 

complex cases involving different organizations, multiple jurisdictions, stakeholders, paper-work, 

and many transactions. Combine all players and processes, while fulfilling different agreements, 

registrations, etc. it is quite challenging, just as paperwork errors are also a threat. The implicit 

delay for administrative reasons has also a great impact in processing. 

 

Solution proposed  

Blockchain technology aims to ensure the digitization of all the steps related to the process, 

automatic payments and certification through a distributed ledger. All participants access the same 

information at the same time securely from the blockchain network 

 

2.3.2   Technical perspective  

Blockchain technology, a promising technology in various fields related to intellectual property 

rights (IPR), such as from the initial establishment of an IPR, to registries, records management, 

licensing and compliance. Despite the social, legal, regulatory, centralized records management 

and technological challenges, blockchain technology promises an automated, reliable, effective 

and efficient intellectual property protection and management system. In IPRs and insurance 

sector, all data records are stored in central databases and are in the hands of governmental or 

non-governmental bodies [34].Consequently, merging different types of data from various 

databases presents a challenge as they are mostly not interoperable. Blockchain technology 

addresses this problem through decentralized, immutable and transparent databases [35].A 
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successful example of such a case is ujo, an open platform company that uses blockchain 

technology to store databases of owners and their rights.  

One implication of  the blockchain in intellectual property rights and insurance market is to 

couple them with smart contracts that can felicitate to  create  or assess  the different type of 

proofs, agreements, since the records of the blockchain are immutable and cryptographically 

secure. Furthermore, the smart contract effectively resolves dispute resolution, eliminating the 

middle man and settle arguments to the neural arbitrator [36]. One of the leading platform for 

smart contracts is Ethereum , used as a base for state machine concepts . Blockchain technology is 

a big game changer for insurance sector. The decentralized autonomous   organization provided 

the alternative promises by pairing Blockchain with smart contracts), has great potential to 

transform insurance industry. Another implication of coupling IoT with blockchain for the 

verification of data transactions occurred at a specific time [37,38] and to automate the 

registration process. Smart contracts can be used to guarantee legal obligations such as the 

transfer of money, assets or to guarantee the license of intellectual property. Furthermore, 

blockchain technology creates a layer of trust for the copyright sphere [39,40] to facilitate user 

confidence in copyrighted work and records. 

 

2.3.3 Trust perspective 

In existing intellectual property rights system, protection technologies are not sufficient to 

authorize, discover or track specifically digital products that can be easily copied, tampered or 

spread across the network. A simple example of this case is the theft of the Beijing Palace 

Museum project and Prince Gong's mansion, a counterfeiting that leads to the failure of the 

project and loss of innovation. Blockchain technology ensures security, transparency, reliability, 

and tamper-proof through smart contracts and consensus mechanisms. Coupling the blockchain 

technology and IoT  with intellectual property rights [41], provides the ability to transfer data 

between the network without human interaction, provides unique blockchain identifiers (UIDs) 

and provide protection to IPR's with trust layer among applicants. 

 

2.3.4 Traceability/Transparency Perspective 

Major challenge in IPR's and insurance, is in successful  coordination among middle men and 

processes to remove inefficiencies, paper work, decrease complexity, transactions costs,  and 

streamlining the insurance claims[36].Blockchains implications in providing transparency is 

sharing data through digital ledger technology (DLT) to speedy up the process   and  for tracking 

the damage or lost cargo for insurance claims in insurance between corporate, their trading 

partners, and banks. However, the tracking data in blockchain  is trustworthy and has potential to 

trace its origin of loss , insurance companies can process the cause of damage or lost, kind of 

carrier and validity period of the claims in faster way. An example of such application is 

Insurwave, the world's first marine platform for the insurance on blockchain technology, used the 

ACORD as a data standard on Microsoft Azure((EY 2018). Insurwave was designed to support 

over half a million transactions and processes to manage the risk of shipping over 1,000 vessels. 
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Another example of such application is Etherisc, an open-source development platform that 

focuses on decentralized blockchain application for insurance industry. 

 

3. Challenges in  Blockchain technology 

 

Although blockchain technology, a futuristic technology, but has certain challenges which limits 

the widespread commercialization of this technology. The main limitations of blockchain 

technology are throughput (number of transactions / time), latency (time taken to add data to 

blockchain), resources wastage (power and energy consumption) and size (number of 

transactions in a block ), which makes them less agile. compared to its counterpart, such as the 

issuance of Visa or MasterCard [42]. Blockchain technology, as a bitcoin was created to make 

more value oriented transactions rather than more volume transactions[43]. The cost of 

implementing blockchain technology, along with security concerns, is on the higher side, making 

the widely acceptance of this technology challenging [44]. Immutability is another limitation of 

blockchain technology, where there is no provision to eliminate erroneous or irreversible records 

[45] detailed a framework for the adoption of blockchain technology in the supply chain by 

categorizing these barriers, such as inter-organizational, intra-organizational, internal and 

external barriers. 

 

4. Conclusion 

Blockchains although not yet mature, despite capturing the industry at a rapid rate. Many 

industry experts believe that the application based on blockchain technology has a promising 

future, but others believe in the inflated expectations of this technology, which may be the cause 

of slower adoption of blockchain in the industry. Although there have been unsuccessful 

attempts at blockchain implementation and adoption, many successful use cases are also 

discussed in article. Blockchains  has a strong hold on operational and chain management, 

although it  has many challenges, like other emerging technologies, but it will  finds its place and 

is widely accepted. 
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Abstract: Certificateless Public Key Cryptography (CL-PKC) approaches are robust against key 

escrow attacks on the trusted third party (TTP). Such property is relevant for securing IoT as devices 

are usually bootstrapped with some secret keys. Although, some works on the adaptation of CL-PKC 

to IoT environment has been proposed, they are energy and compute intensive and have a lot of 

communication overhead. To overcome these gaps, we propose a lightweight cryptographic 

framework based on CL-PKC suitable for integration with Contiki-NG OS and devices following the 

IEEE standardized stack. The proposed framework enables the lightweight cryptographic services 

with minimum computation and communication overhead. 

Keywords: Key Agreement, Internet of Things, Secure communications, Lightweight Cryptography 

Introduction: 

The term Internet of Things (IoT) has been popular for a long time but has seen immense 

explosion in the last few years. This is due to the advancements in the integrated chip 

technology, the low cost hardware and the increased pervasiveness of devices in our homes, 

offices, industries, transport and health care. According to a research by Juniper, the number 

of IoT devices will increase by 50 billion by 2022 [1]. This increase has further emphasized 

on the need of interoperable and scalable cryptographic measures to ensure security and 

privacy of communications taking place between these devices. However, there are certain 

challenges while designing security solutions for IoT applications. While security researchers 

must ensure that security level is the same as regular networks, the energy consumption, 

computation and communication overhead must be the least in IoT. 

The Contiki-NG OS [2] supports the open standardized protocol stack and allows for 

symmetric key encryption at layer 2 of the stack. The symmetric key is pre-shared between 

the devices which is used to encrypt the communication between the devices. However, it 

does not have any key management mechanism to allow end to end security.X.509 

certificates using the RSA and ECDSA cryptography or the reduced size ECQV certificates 

are available options to enable key management. Both the methods rely on a trusted third 

party (TTP) often called as the certificate authority (CA) for the X.509 standard certificates. 

The compromise of the TTP may lead an attacker to secret information of the nodes thereby 

gaining full access of the network. 

Contribution: To resolve the challenge, this paper proposes a lightweight cryptographic 

framework based on CL-PKC. CL-PKC is free from the key escrow problem of identity 

based cryptography and the public keys are not dependent only on identities. Our framework 

improves and adapts the CL-PKC both from architecture as well as security perspective to 
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make them applicable for IoT devices. It includes the use of available space at IEEE 802.15.4 

layer and the support of AES hardware encryption.  

Roadmap:In Section 2, we provide the related literature and background information on 

cryptographic primitives and services for employment on IoT communication and security 

protocols.Section 3 presents theoretical background to CL-PKC while Section 4 presents the 

logic and details of the framework. Finally, conclusions and scope for future work are given 

in Section 5. 

 

2. Background and Related Literature 

2.1 Fundamentals of Cryptographic Primitives 

A cryptographic primitive is a foundation level cryptographic algorithm that is further used to 

build advanced cryptographic protocol for securing computer systems. Cryptographic 

primitives are building blocks and often perform a specific and dedicated function in a 

reliable and robust fashion. Some of the commonly used cryptographic primitives are hash 

functions, digital signatures, symmetric and asymmetric cryptography and secure random 

number generators. These primitives are seldom used in isolation and are often accompanied 

with more than one primitive to build cryptosystems like TLS, SSL, IPSec. A brief 

description of some of the cryptographic primitives are as follows: 

 Hash Function: Generate a smaller sized hash value for a message 

 Digital Signatures: Ensure non-repudiation of messages/keys 

 Symmetric Cryptography: Encryption and decryption with the same key 

 Asymmetric Cryptography: Encryption and decryption with different keys 

 Secure Random Number Generator: A cryptographically secure pseudo random 

number generator. 

2.2 Security Services 

With a basic understanding of cryptographic primitives, it is essential to understand the 

security services as follows: 

 Confidentiality: Refers to protection of data from unauthorized disclosure and is 

ensured with encryption algorithms. 

 Integrity:  The reassurance that data received at the destination is the same (without 

any insertion, deletion or replay) as sent by the authorized sender. 

 Authentication: The assurance to the destination that message is from the source that 

it claims to come from. 

 Availability 

 Non-repudiation: Protection of denial by the communicating entities having 

participated in all or part of the communication 
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2.3 Security Services at different layers of IoT Protocol Stack 

IoT Layer 
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Standardized 

Protocol 

Security 

Protocol 
Security Service 

Cryptographic 
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Application 

Layer 

Constrained 

Application 
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[5] 

Datagram 

Transport 

Layer Security 
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 Confidentiality 
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 Hash Function 

 Digital Signature 
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Cryptography 
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Data Link 
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IEEE 802.15.4 
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IEEE 802.15.4 

Security 

 Confidentiality 

 Data integrity 

 Authentication 

 Hash Function 

 Symmetric 

Encryption 

 Random Number 

Generation 

Physical 

Layer 

3. Certificateless Primitives based on Asymmetric Cryptography 

Due to its reliance on expensive mathematical operations, asymmetric cryptography is mostly 

used for key transport and exchange rather than encryption of large chunks of data. Within 

asymmetric cryptography, Public Key Infrastructure (PKI) or certificate based cryptography 

has gained popularity for IoT due to its property of extensive scalability. A lot of research has 

been focused on revising the expensive operations for IoT devices. Certificates in IoT may be 

managed explicitly or implicitly as we proceed to discuss: 

3.1 Explicit Certificates: These certificates are the basic conventional certificates issued by 

a trusted third party, the Certificate authority. X.509 is one of the popular standard for 

explicit certificate.A explicit certificate has three components: public key, identification data 

and digital signatures. The implementation of explicit certificates in IoT is quite expensive 

operation and thus researchers have proposed lightweight explicit certificates either by 

delegating heavy operations or by compressing protocol headers.  
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3.2 Implicit Certificates: Implicit certificates are variants of public key certificates where 

the three components of the certificate i.e. identification data, public key and digital signature 

are overlaid on each other in such a way that the certificate size becomes equivalent to public 

key size. Implicit certificates are comparatively smaller and there is no need for separate 

validation of the signature of the certificate authority. 

To further reduce the need for certificates, certificate less cryptography, a variant of 

traditional PKI and identity based cryptography was introduced in [9]. CL-PKC is free from 

the key escrow problem of identity based cryptography and the public keys are not dependent 

only on identities.In the CL-PKC, there is a special setup of public/private keys where a 

trusted third party known as the Key Generation Center is delegated the authority to generate 

a partial private key (PPK). 

The main features of explicit (X.509 - ECDSA), implicit (ECQV) and CL-PKC have been 

briefed in Table I. In the related literature, we came across CL-PKC proposals developed for 

IoT systems such as [10]-[15]. The authors in [10] discuss the applicability of CL-PKC in the 

standardized IoT protocol stack. We also notice that existing work like [11] and [12] involve 

compute and energy intensive operations on resource constrained IoT devices. Other works 

like [15], [12] and [14], depend on the availability of TTP during key exchange phase, 

leading to higher communication overhead and increased energy usage of the devices. In 

addition, the work in [13] generates static keys which cannot be changed during the lifetime 

of the device failing the feature of ephemeral keys for robust security. 

Table I: Comparison of Explicit(X.509-ECDSA), Implicit (ECQV) and CL-PKC 

✗:Indicates absence of a feature; ✓: Indicates presence of a particular feature 

4. A Lightweight Cryptographic Framework based on CL-PKC for Securing the IoT 

This section details the framework, the reference scenario and the underlying norms. The 

framework model deliberated in our work is illustrated in Figure 1. 
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Figure 1: Reference Scenario 

The framework includes several IoT domains, where each domain is categorized in two types 

of nodes namely the client node and the server/sink node. The client nodes are responsible for 

acquiring the sensing information from the surrounding environment like temperature, 

humidity, pressure, light etc. This information is routed upwards to the server/sink node 

following the RPL protocol for further processing. A resource rich trusted third party 

manages the different domains and ensure their connectivity with the Internet, in our case it is 

the host Linux based machine. We assume that the cryptography materials related to the TTP 

are preloaded into the device memory. The advantage of our scheme is that it does not need 

the availability of TTP during the key exchange phase. 

Figure 2: Proposed Framework 

5. Conclusion and Future Work 

In this paper, we establish that certificateless cryptography methods are feasible for IoT 

networks. It is energy saving method that does not need to maintain association with TTP 
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during the key agreement phase. Also, these methods are lightweight for computation and 

communication requirements.As future work, we propose to implement the framework on 

software as well as on real IoT hardware. A formal security analysis of the framework may 

be performed and source code will be released as open source.  
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Abstract : One of the data mining technique known as high utility mining used to discover the patterns 

from databases that are useful and generates more profit. High utility is measure that generate profit 

for the vendor of some retail store. A set of items with high utility is termed as high utility itemset and 

mining of such itemsets is a general problem. Generally, it is calculated on some transactional 

database that contains transactions along with associated quantity of items and where items have unit 

profit values. Frequent pattern mining is further improved and one new measure is discovered in form 

of utility which is called utility mining. It accounts some measures of user preference like cost, profit 

and frequency. Utility of acomplete itemset can be computed by adding the utility of individual items 

in itemset from all the transactions. High utility pattern mining is a concept which comes under data 

science and its objective is to find patterns with high importance in some database. Here in this 

paper, we have carried out a study of high utility pattern mining from transactional database with 

suitable examples. 

Keywords: pattern mining, frequent pattern mining, utility pattern mining, support. 

 

Introduction 

When a frequent pattern mining technique applied on a transactional database it produces 

frequent patterns which have support value larger than defined support value [1], [2]. The 

problem of frequent pattern mining face some limitations like it does not considers the items 

of an itemset from business perspective e.g., an itemset {milk, bread} can be a frequent 

pattern but from business point of view it can be uninteresting as it does not give much profit 

to the vendor. Also, the frequent pattern mining algorithms can result in such itemsets which 

miss the patterns which are more profitable from frequent itemsets. To deal with such 

limitations a new concept has been extended over frequent pattern mining and redefined as 

the discovery of high utility itemset mining. Pattern mining techniques where utility is 

selected as a measure the items are takenalong with quantity of the item and unit profit of 

each item [3], [4].  

In the following sections we will study utility pattern technique and understand the concept 

with an example using transaction database and check how utility of the items in database is 

calculated. Then study the application areas of utility mining and approaches using utility 

pattern mining. 

Concept of utility pattern mining 

To have a clear idea of the concept let’s take an example of the following transactional 

database shown in table below. 
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Transaction Items 

T1 I1(1), I2(5), I3(1), I4(3), I5(1) 

T2 I2(4), I3(3), I4(3), I5(1) 

T3 I1(1), I3(1), I4(1) 

 T4 I1(2), I3(6), I5(2) 

Table 1. Transaction Database with item quantities. 

 

Item Unit Profit 

I1 3$ 

I2 2$ 

I3 3$ 

I4 2$ 

I5 4$ 

Table 2. Unit profit per item. 

 

Here table 1 shows a transactional database withthe list of transactions where purchased 

items I1, I2, I3, I4, I5 are associated with purchased quantities in every transaction. Second 

table gives the profit earned by sale of individual item like on purchase of item I1 it generates 

a profit of 3$, Item I2 generates a profit of 2$ and so on. Every transaction entry in database 

table shows details of items purchased like one unit of item I1, one unit of item I3 and one 

unit of item I4 is purchased during transaction T3. 

According to concept of utility mining [4], [5] detect the set of items generatingmaximum 

profit when purchased together in the database. The user should provide a minimum utility 

threshold value here termed as “minutil”. Now a mining algorithm with utility measure 

should find all the itemsets which produce profit equal or greater than the “minutil” defined 

[6], [7]. Suppose the minimum utility defined by user is 25$ then some of the itemsets found 

by the mining algorithm can be 

{I1, I2, I3, I4, I5} = 26$ 

{I1, I3} = 36$ 

{I2, I3, I5} = 38$ 

Itemsets with high utility  

Let us see how the utility of an itemset is computed for e.g.  

Consider an itemset {I1, I2, I3, I4, I5} which is presented only in transaction T1.Utility of 

individual items in selected itemset is 1*3 + 5*2 + 1*3 + 3*2 + 1*4 = 26$qualify criteria of 

defined utility. 

Where utility of item I1 = quantity sold of I1 * unit profit of I1.  

(i) Now Consider the set {I1, I3} which is present in the transactions T1, T3 and T4 of 

the transaction database.  

Utility of {I1, I3} is in  

T1 = 1*3 + 1*3 = 6$ 
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T3 = 1*3 + 1*3 = 6$ 

T4 = 2*3 + 6*3 = 24$ 

Total utility of itemset {I1, I3} = 6$ + 6$ + 24$ = 36$. 

(ii) Utility of Itemset {I2, I3, I5} which is present in transactions T1 and T2 only. 

T1 = 5*2 + 1*3 + 4*1 = 17$ 

T2 = 2*4 + 3*3 + 1*4 = 21$ 

Total Utility of itemset {I2. I3, I5} = 17$ + 21$ = 38$ 

 

Above example results in three itemsets having utilities more than utility value defined by the 

user. The three itemsets are {I1, I2, I3, I4, I5}, {I1, I3} and {I2, I3, I5} which qualify the 

criteria of minimum utility value of 25$at least, so all these are called high utility itemsets. 

Thus, the utility of itemset is computed by multiplying quantity of items by their respective 

unit profit provided [7], [8]. Now to calculate total utility of an itemset simply add the utility 

of itemset from all the transactions of database where the same itemset is present. There can 

be more itemsets which qualifies the criteria of “minutil” and can be part of the resulting 

output. Also, some sets which does not qualify the criteria of “minutil” are excluded from set 

of high utility itemsets, like itemset {I1, I5} is having total utility 21$ and does not qualify 

the criteria as its total utility no more than the “minutil”. 

Application Areas of Utility Pattern Mining   

Various measures that can be consider for utility of a pattern can be profit per unit of item, 

cost of item any other of user preference. Utilitypattern mining has become a useful and 

important function as it deals with all above mentioned measures of the utility. Utility can be 

defined as internal or external utility [8], [9]. Local information of the item available in 

transactions of database is known as its internal utility (like quantity). External utility is a 

measure described by the user [9]. Now utility of a group of items (pattern) can calculated by 

a function applied on utility and can be computed with multiplication, sum or average on 

quantity and profit associated with pattern in database. High utility pattern mining found 

application on various areas such as cross marketing in stores, biomedical applications, e-

commerce environment and gene regulations etc.   

Web Mining: www has become a great place for collecting huge data which can help in 

making various decisions if mined correctly. Various user behaviors on web like user’s 

clicking during his session and his browsing time is considered as internal utility and his 

website page access preference can be taken as external utility. Thus, one of the applications 

of utility pattern mining is to found utility patterns from web logs. Utility mining can result in 

discovery of high utility access pattern [10] and high utility traversal pattern [11] which can 

further be very useful in improvement of website services, performance, designs and 

navigation suggestions etc. 

Mobile Computing:  

User’s mobile behavior can be analyzed and used as input for utility mining algorithms which 

can mine various mobile sequences [12], [13] like user’s purchase preferences and location 

trajectories in mobile environment. Here high utility pattern discovered can be useful in many 

applications like location dependent recommendations, e-commerce and navigational services 

etc. 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

156 | P a g e  

ISBN: 978-81-952307-5-4 

 

Stream Processing: 

Stream databases also found some rich and important data, in general these are result of some 

continuous streams [14], [15] activities like financial trading, user click activities of his 

network sessions, sensor events etc. Now utility pattern mining techniques can target such 

databases to find the important and useful patterns from such stream databases.  

Market basket analysis: 

This area includes the user’s preference to purchase items during shopping, shopping time, 

quantity of purchase products and price of the products purchased. Here a simple assumption 

is made like if a user is purchasing specific set of products, he is likely to purchase another 

certain set of items also for e.g., if user is shopping for milk and bread then he is likely to 

purchase butter also. Thus, the purchase patterns of user can be recorded and mined for 

betterment of business profits. Utility pattern mining can be applied to mine user’s pattern of 

shopping. 

Basic Approaches of utility pattern mining 

Various researcher developed number of utility pattern mining algorithms that mine patterns 

from the huge databases that includes stream data, sequential data or transaction data etc. In 

this section we will introduce a few approaches used for utility pattern mining 

Apriori Based Approach: This technique uses Apriori property [16], [17] it proves that all 

superset of anot frequent set should also be counted as not frequent. Whereas all subsets of a 

set are frequent if set is frequent.This property helps in mining transactions databases to find 

out the useful patterns.To get a clear idea let’s consider that if an itemset {a, b, c} is frequent 

than all its subsets like {a, b}, {b, c} and {a, c} must also be frequent. And if an itemset {a, 

c} is not frequent than all its supersets which include it must also be not frequent like {a, c, 

d} etc.  

Top K closed Utility Mining:  

This approach basically deals with the limitation of setting up the proper value of “minutil”. 

The decision of setting threshold value of “minutil” is a very complex task [6]. Because the 

low value of utility threshold should result in generation of too many itemsets and high value 

of threshold results in no itemset found. The solution was provided by the top k closed utility 

mining [6] [7] which produce the desired itemsets and in top-k approach k indicates the same 

and this approach also prune the large search space by selecting only the top k itemsets. 

Mining with Expected Utility (MEU): 

This approach of mining considers both the sides like quantity of purchase items (internal 

utility) as well as every item’s profit (external utility) [9]. This approach uses a heuristic [18] 

to select the candidate itemsets and normally overestimates. 

Heuristic Utility Mining (UMining_H): 

In Umining [19] approach the property of upper bound helps in pruning the itemsets from 

large search space. A constraint is applied on item set’s utility value which defines an upper 

bound on value [19]. Whereas in heuristic technique a heuristic method decreases the size of 

the search space.  

Conclusion 

Utility pattern mining is quite interesting and overcome the limitations of the frequent pattern 

technique. It deals with the production of itemsets which generate more profits rather than 
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more frequent. Utility mining technique helps to make various business decisions which are 

good for growth of the business. Customer’s reactions while shopping is recorded and 

computed as measure of the utility mining. The recorded utility measures help in update of 

business strategies for making growth and increasing profit. The utility mining approach 

applications do not restrict it in some limited areas but found useful in various areas.  
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Abstract: This paper presents an inexpensive smart lock security system with face detection, live 

streaming, and remote unlocking features offering an incentive to utilize more modern technologies 

rather than orthodox security systems currently in use. The facial recognition feature being quick, 

secure, and contact-free method of accessibility not only enhances user convenience but can also be 

helpful in a situation like COVID-19 or in general where hygiene is a priority. The ESP32-CAM; 

microcontroller and the Blynk IoT platform shape the structure of the whole framework. The live 

streaming can be viewed from anywhere both on a PC and a Smartphone by using the IP address 

provided by the ESP32-CAM. The remote unlocking is accomplished by the Blynk application 

installed on the smartphone. The main highlight of the entire system is its affordability and 

compactness which cannot be matched by any other facial recognition-based smart locks.  

 

Keywords— face recognition; ESP-32 CAM; Blynk; door lock; smart lock; IoT; live streaming; 

security systems. 

I.   INTRODUCTION 

Technology is always advancing and with the rapid growth in the Internet of Things, it is 

now easier to develop smart devices and smart systems that are affordable and compact.  

In present times conventional door locking systems are becoming obsolete and people are 

adopting digital locking systems as it provides easier accessibility.  

These security systems can become smarter by including biometric authentication which not 

only makes the system more secure but also improves accessibility to a great extent thereby 

enhancing user convenience. One downside of facial recognition-based security systems is 

that they are expensive compared to other security systems. In this paper, an affordable 

smart locking system is presented with facial recognition, live streaming, and remote 

unlocking features. The chief component of this entire system is the ESP32-CAM which is a 

small microcontroller with Wi-Fi and Bluetooth connectivity and a detachable camera. It 

also has a TF card slot which can be used to store images/videos taken from the camera. 

This compact module with all of these remarkable features cost less than $10 which makes 

building the entire system very economical. 

The system is designed in such a way that when someone rings the doorbell the door can be 

unlocked either manually or remotely. Remotely unlocking is carried out using a user 

interface-based developed mobile application; the Blynk app which is compatible with both 

Android and iOS-based smartphones. This reduces the effort to manually unlock the door 

mailto:shubham.maheshwari2611@gmail.com
mailto:shubhamnegi15111998@gmail.com
mailto:hrithik.jain3211@gmail.com
mailto:anurags594@gmail.com
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which allows the user to stay focused on their tasks, thereby improving their efficiency. In 

case the user is not at home a notification is sent to the user‟s smartphone when the doorbell 

is pressed. The pop-up notification alerts the user and the user can then decide to watch the 

live stream of his front door by typing in the IP address provided by the ESP32-CAM in the 

browser to check who is at their doorstep and decide whether to grant the person access or 

not, remotely using Blynk app from anywhere in the world. 

 

The system‟s most promising feature is facial recognition authentication. If the user or an 

authorized person whose face is enrolled in the database stands in front of a door with 

ESP32-CAM installed, it will automatically open the door by recognizing their face. ESP32-

CAM analyses the facial characteristics of a person and tries to match them with the facial 

data stored in the database. If it finds a match the lock is triggered, granting access to the 

user. Facial recognition being a faster and non-contact type of authentication provides an 

increased level of comfort and convenience to the user and can also be beneficial for the 

elderly and differently-abled people. It is also helpful in a situation like COVID-19 or 

generally where cleanliness is a priority. Facial recognition technology is mainly used for 

security and identification purposes. Some examples of facial recognition techniques are: it 

can be used to restrict access to sensitive locations for non-authorized people, unlock 

devices such as smartphones, identify missing or „wanted‟ person, automatically update an 

attendance sheet in an organization, or even detect diseases like DiGeorge syndrome. These 

few examples are by no means an exhaustive list of applications. Facial recognition can be 

creatively used and trained to serve a variety of other issues. 

II.    LITERATURE REVIEW 

     Ohsung Doh [1] introduced an IoT based digital lock system designed and executed in 

such a way that the security and comfort get enhanced. The proposed system gives reinforced 

security by sending recorded pictures to a user's cell phone when an invalid client endeavors 

an unlawful activity; it can likewise convey alerts in the form of pop-up notification to the 

smartphone at the time when the entrance door lock is harmed. Santosh Mahendra [2] aims to 

design a safe security system based on the IoT to permit clients possessing this device to track 

and remain well informed from anywhere around the globe about any doubtful activity taking 

place. The data is stored in cloud storage which can be viewed anytime through their 

smartphone or computer device. Mrutyunjaya [3] proposed a system that is a remote access 

control system planned and created for the complete home environment. The paper proposes a 

Raspberry pi based entrance access control and home security framework through a self-made 

webpage with the technology based on ZigBee. The System recognizes the guest's appearance, 

captures their image, and sends the image through email or potentially a caution SMS using a 

GSM module to the verified users to perceive the guests. Khalimov R [4] presents a cost-

effective smart door lock that uses facial recognition technology to make decisions. The 

system uses Arduino UNO and android based smartphones to operate providing quick and 

easy accessibility which ultimately increases comfort for the users. Sambasiva Rao Pinjala [5] 

introduced a smart door lock security system that allows the verified user to monitor the area 

around the door from any location in the world using an android application on a smartphone. 
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Raspberry pi with HD camera notifies the owner by sending a pop-up notification to the 

owner‟s smartphone. Overall, the security system provides an additional live streaming facility 

to the owner which is used to monitor the door entrance at any time and from anywhere. 

Poonphon Suesaowaluk [6] introduced the basic home automation system which is overseen 

and controlled through a mobile UI (user interface) application. This system aims to serve the 

client to control the switch to turn On/Off activity of home appliance distantly in a limited 

zone. K Lova Raju [7] proposed a prototype that works through the combination of Node 

MCU, Blynk application, and an android based smartphone. The system is remotely controlled 

by the Blynk application. Node MCU acts as the main component of this system as it is used 

as a micro web server. 

Overall it is visible that security systems can be made by various techniques but this paper 

presents a security system that is not only secure but also cheap, less complicated, and can be 

easily installed. This system is a combination of different parts of other security systems and 

also contains an additional feature i.e. live streaming which makes it even more suitable for 

this modern world of Security Systems. 

III.      SYSTEMS COMPONENTS OVERVIEW 

A. ESP32-CAM- Microcontroller 

The AI-Thinker ESP32-CAM is a small camera module that comes with an inbuilt ESP32-S 

chip, a small OV2640 camera of 2 Megapixel sensor with support for OV7670 cameras as 

well and a TF card slot. TF card slot can be used to store images/videos taken from the 

camera but can only allow up to a maximum of 4GB of storage, irrespective of the capacity 

of the TF card. Pinout of ESP32-CAM is shown in figure1. Other specifications of ESP32-

CAM are it has nine GPIO (general purpose input/output) pins, built-in flash, an ultra-small 

802.11b/g/n Wi-Fi + Bluetooth 4.2 with BLE SoC, low-power dual-core 32-bit CPU, Built-in 

520 KB of SRAM, and external 8MB of PSRAM. It Supports 

UART/SPI/I2C/PWM/ADC/DAC and other interfaces. It operates on either 3.3V or 5V and 

has provisions for an external antenna. 

 

Figure 1: Pinout of ESP32-CAM 

The ESP32-CAM module can be programmed using the Arduino IDE or ESP-IDF. One 

drawback of the ESP32-CAM is that it doesn‟t have a USB connector so an FTDI module is 

needed to program the ESP32-CAM. 
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B. Blynk User- Interface 

Blynk is a medium through which one can control devices such as Arduino, Node MCU, or 

more of the same over the internet. There are three key elements of Blynk: Blynk libraries, 

Blynk server, and Blynk app. The Blynk libraries present in the program code help facilitate 

the connection of the hardware with Blynk. Cloud-based Blynk servers are responsible for 

secure communication between the Blynk app and Blynk libraries. The Blynk app which is 

available for both Android and iOS is a graphical user interface used to display sensor data 

and remotely control hardware. Every time a new project is created in the Blynk app a unique 

auth token is generated which ensures secure communication. 

 

IV.       METHODOLOGY 

 

 The system‟s function is divided into two parts, first, for an unauthorized person and second 

for the user or an authorized person.  

System‟s operation when an unauthorized person rings the doorbell which is input to the 

microcontroller, a notification is sent to the user‟s smartphone from the ESP32-CAM with the 

help of Blynk libraries in the program code which communicates to the Blynk app on the 

smartphone via Blynk servers as described in figure 2. Similarly, the user can also remotely 

unlock the door using the Blynk app on the smartphone by communicating with ESP32-CAM 

using the same process. 

 

 

Figure 2: Block diagram of system’s operation for an unauthorised person. 

System operation for an authorized person whose face is already enrolled in the database, the 

programmed ESP32-CAM automatically recognizes their face with the help of OV2640 

mounted camera and triggers the lock to unlock the door as shown in figure 3. A MOSFET is 

used as a switch to trigger the 12V electronic lock as the ESP32-CAM can only supply up to 

5V. For other electronic locks requiring AC power, a simple single-channel 5V relay can be 

used instead of a MOSFET. 

 

Figure 3: Block diagram of system’s operation for an authorised person. 
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V.     WORKING 

 
Figure 4: Schematic of the entire system. 

The ESP32-CAM is indeed the main component of the entire system which after being 

programmed is connected as per the schematic in figure 4. A 12-volt power supply is used to 

control the 12V electronic lock and supply 5V to the rest of the system through an L7805 

voltage regulator. Red Led connected at pin 8 indicates that the system is active. It turns OFF 

while the green led attached to pin 6 turns ON to indicate a face match. When a face has been 

recognized (figure 5) the gate of the MOSFET attached to pin 12 is triggered by a high pulse 

which in turn switches the electronic lock. The electronic lock is a solenoid that can damage 

the MOSFET when the power supply to it gets cut, to prevent this a freewheeling diode is used 

in parallel with the lock. A push-button which is the doorbell is connected to pin 13; initially 

pulled down. Whenever the push button is pressed a high pulse is input to the microcontroller 

which then sends a notification to the Blynk app on the smartphone alerting the user when 

he/she is not at home. Then the user can then watch the live stream of his front door by using 

the IP address provided by ESP32-CAM and decide whether to remotely grant people access 

or not using the Blynk app. The prototype of the proposed system is shown below in figure 6. 

 

 
Figure 5: Face detection and live streaming  
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Figure 6: Experimental setup of the proposed system. 

 

VI. CONCLUSION 

This paper presents the development of a flexible, compact, and low-cost facial recognition 

based smart lock security system using easily available components. Whenever the ESP32-

CAM detects the user‟s face the door lock is automatically triggered granting them access. 

The user is no longer required to open the gate using traditional methods such as with keys, 

or ID cards, nor do they have to remember a large number of passwords which could be 

inconvenient for them. This smart lock system can be used in homes, schools, offices, and 

organizations to provide better security and easy access. The facial recognition feature can be 

used in bank lockers to provide the owner a better sense of security of their belongings. 

Overall, this system can be used mostly anywhere wherever door locks are generally 

required. All in all this system provides a contact-free method of accessibility which 

enhances user convenience to a great extent and also offers an opportunity to utilize more 

advanced modern technologies. Total expenditure to build the entire system does not exceed 

$20. However, due to the low cost of the microcontroller the video quality of the live stream 

is just optimum because it uses a 2MP camera. In addition, there is a slight delay in the video 

stream due to lower processing power of the microcontroller. 
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Abstract. An image super-resolution (ISR) is a method for obtaining single High-definition (HD) 

image from multi degraded Low-Resolution (LR) images. It has been designed for both single and 

multiple frames, therefore it plays a significant role in our daily life. ISR can be carried out with or 

without a priori information. It is one of the most powerful methods to enhance the resolution of the 

imaging system. ISR aims to reassemble the original image with high resolution from a set of 

observed images at lower resolution. There is a demand for high-resolution images in several 

computer vision applications to get more trustworthy performance in pattern recognition and image 

analysis. Besides, HR plays an essential task in numerous applications were zooming of distinct 

pixels of images. Recent eternities witnessed remarkable progress in the imaging applications where 

HR images are required: video-surveillance, medical diagnosis, satellite imaging, remote sensing, 

biometric identification, etc. In general, we can coarsely group the existing studies of SR into three 

main categories: Interpolation-based, Reconstruction-based, and Example-based. In this paper, we 

provide a systematic review of the SR with respect to its techniques, applications, and especially its 

influence in the last decades. 

 

Keywords: Super-Resolution, Interpolation-Based, Reconstruction-based, Example-Based, Neural 

Network. 

1 Introduction 

Almost in all applications of imaging, high-definition images are frequently looked-for for 

future image processing and image analysis. Resolution of an image defines the details kept 

in an image, the more resolution, the higher image details. Super-Resolution is based on the 

impression that a grouping of multiple LR (noisy) images used to produce a HR image. SR 

imaging methods increases the resolution of an imaging system [1]. Image Super-Resolution 

(ISR) is a procedure in which several degraded observations are used to create a one high-

resolution image [2]. Though, availability of high-definition images is not always 

possible. 

 In the earlier, only traditional analog cameras available for obtaining image. It is necessary 

to have High-Resolution levels with low cost which, motivates to find different 

methodologies to enhance the Low-Resolution levels. So, the key for this is to decrease the 

size of pixel. But it leads to degrade quality of image due to noise. Another solution is to keep 

fixed size of pixel and increase the size of chip. But it limits the speeding the charge transfer 

rate which causes problem in the image development process. So, the new trend is to merge 

both the hardware and software abilities to get the essential HR level. Different image 

processing algorithms can be applied efficiently to find HR images with low cost. ISR can be 

obtained easily with some priori data about the degraded LR images, like noise and blurring. 

Without information ISR can be difficult which is known as blind ISR. HR images are of 

countless importance in applications as video surveillance, medical diagnosis, satellite 

imaging, remote sensing and Biometric recognition. 
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The organization of remaining paper is as follows, Section 2 Technical background,     

Section 3 describes taxonomy of super resolution techniques, and Section 4 present 

applications, Section 5 draws conclusion. 

 

2. Technical Background 

The basic purpose of image super-resolution (ISR) is to reconstruct a high-definition image 

based on number of „low-resolution‟ images. SR imaging have two main domains i.e., 

frequency and spatial. Spatial domain performs operations directly on pixels. But frequency 

domain apply transform to perform mathematical operations and again transform it into spatial 

domain for display purpose. Glasner et al. [3] joint these both approaches to get SR from it. 

The aim is to achieve the good performance of the SR algorithms by reducing the 

computational time and cost to get good quality image. Numerous techniques are used to 

develop high-definition image from single or sequence of LR images. 

Pixel interpolation and nearest Neighbor interpolation methods increases pixel total count 

without image details. In multi frame super- resolution approach, several LR images are 

occupied as inputs and learned relationship among HR and LR patches then apply data to an 

original LR image to reconstruct the high-definition image. Regularization methods reduces 

artifacts and keep the edges sharp. No any large database of image essential for checking 

conjunction between the image patches. 

 

3. Techniques of Super Resolution 

Image Super-Resolution techniques divided into following groups as: Interpolation- based, 

Reconstruction-based, and Learning-based. Bicubic-interpolation gives good image quality, 

but produce blurry artifacts. Reconstruction-based techniques produce water color like 

artifacts. Learning-based method gives high quality output as compare to the remaining two 

methods. In learning-based SR method, transforming LR patches to their consistent HR patches 

is learnt using LR-HR pairs.  

Frequency-domain and spatial-domain are divided from the perspective of signal 

transformation domain. And based on image input number, we have single and multiple 

images based super-resolution. 

Among all existing SR methods, reconstruction and learning-based are the most popular. 

Most of the multiple images-based SR algorithms are reconstruction- based.Fig.1 Displays 

the taxonomy of image super-resolution in a hierarchical way. 

3.1. INTERPOLATION-BASED SUPER-RESOLUTION 

Interpolation is a way of approximating unknown set of values from the range of a discrete 

set of values. This technique tries to improve missing data from neighboring pixels. But 

producing blurry artifacts with large scaling factor is one of the disadvantages of it. 

Following are the largely used interpolation-based techniques are 

3.1.1. Bilinear Interpolation: 

It is an extension of linear interpolation. It performs this interpolation in both directions as 

first row, and then in column direction. This method is performed by discovering linear 

interpolation between adjacent pixels. To find the average value between two pixels it uses 

pixel value between those two. Sureha and Prakash et al. [4] proposed NNABI and AABWHT 

which aftereffects shows denoising better and good visual appearance results. 
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3.1.2 Bicubic Interpolation: 

This method is also called as pixel interpolation. It produces good results but with 

insignificant artifacts. It requires a large number of complex calculations and hard to 

understand as well. This method gives more sharper images as compare to other methods. 

These techniques require greater time for processing. When time is not a factor then this 

method gives the improved result among all another technique. Ruangsang et al. [5] presented 

algorithm appropriate in real application on several  cameras with imperfect dealing out ability 

which creates  it striking in the applications of actual acts and IoTs. 

3.1.3 Nearest Neighbor: 

This technique is performed by repeating pixel values. Pixel replication is used to increase an 

image size. It considers one pixel that is the neighboring one to the interpolated point. It 

requires minimum processing time as compare to remaining algorithms but it produces 

jagged results. This method has the effect of simply making each pixel bigger. Shenming et 

al. [6] proposed method can meaningfully progress the accuracy of image reconstruction, and 

decreases the computational difficulty. 

 
 

                                         Fig 1: Taxonomy of Super-Resolution Techniques 
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3.2 RECONSTRUCTION BASED SUPER-RESOLUTION 

This method exploits differences between observed LR image and the targeted HR image. 

Observed LR image could be categorized as a degraded HR image. The degradation model 

contains of some noise, down-scaling, and blurriness. To expand the edge strength prior 

information is used and to reduce the aliasing artifacts in the recreated HR image. So, it is 

tough to rebuild an image detail with large scaling factors. Reconstruction-based methods are 

mostly divided as 

3.2.1. Iterative Back Projection: 

In this method High-Resolution is assessed by back projecting the difference among 

pretended LR and captured LR on interpolated image. To accomplish minimum cost 

function, it does iterations and it minimizes error due to iterative repetition. Seema and 

Bailey [7] applied IBP algorithm to produce a high-definition image and this upgraded SR 

method proves to be excellent in visuality. 

3.2.2. Regularization Methods: 

The idea of this technique is to integrate some previous data about the desired HR image. 

The term over-all regularization is used to reduce the SR reconstruction error. Terai and Goto 

[8] introduced new method to remove noise from the surveillance camera videos and obtained 

a high-definition SR image. 

 
Fig 2: Classification of Super-Resolution Techniques 

3.3 EXAMPLE-BASED SUPER-RESOLUTION 

The approaches which can apply on LR and HR patches are recognized as example- based 

SR. Learning-based methods offer better reconstructed images, especially with the bigger 

magnification. Example-based Super-Resolution techniques are mostly divided as 

3.3.1. Regression Based SR techniques: 

Instead of using a massive dictionary this method uses training mapping functions to reduces 

the memory storage size. It discovered the mapping functions for transforming images from 

LR to HR feature space. Though, the speed of searching mapping function is still a big 

problem. Tai et al. [9] proposed technique that produces sharper edges and fewer artifacts, 

and improve the visual qualities. 
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3.3.2. Sparse Coding SR techniques: 

In this algorithm dictionaries are important for image SR. It is a typical unsupervised method 

to learn the association between the LR and HR patches of images. To resolve the sparse 

representation is still a time-consuming process. Zhu et al. [10] proposed algorithm has 

higher effectiveness and robustness to recover the missing high- frequency information of 

image. 

 

3.3.3. Learning based SR techniques: 

This method uses trained dataset. LR-HR patches are helpful to learn the relationship 

between them and to construct a LR to HR dictionary. Learning-based SR methods are 

divided in to three types: Supervised, Unsupervised and reinforcement learning. Liling et al. 

[11] introduced new approach which can reduce the testing time and obtain a high-quality 

reconstructed image. 

Table 1: Comparison of Super-Resolution Techniques 

 
Methods Advantages Disadvantages 

Nearest 

Neighbor 

Interpolation 

Simple and less complex Artifacts as blurry and edge 

halos, No sub-pixel accuracy 

Bilinear 

Interpolation 

Provide high definition, 

resolution improvement 

Crates artifacts and poor 

preservation image details 

Bicubic 

Interpolation 

faster computation, good 

image quality, better 

smoothness 

Complex calculations, Crates 

jaggy artifacts, processing 

time required more 

Iterative Back 

Projection 

(IBP) 

Remove blurry effect 

and noise from image 

Difficult to choose back 

projection operator, No 

unique solution 

Regularization 

Method 

Less image dataset, high 

image details 

preservation 

Ill-posed problem, 

Performance degraded due to 

high amplification factor and 

extra time required for 

calculation 

Learning 

Based Method 

Easy, eliminate artifacts, 

provide good resolution 

Image Quality degradation 

due to mapping of LR to HR 

patches 

Regression 

Method 

Faster computation, 

provide good result 

Difficult to understand, 

overfitting can occur, poor 

result on small database 

Sparse coding 

Method 

Required Less 

computation, extremely 

compact dictionary size 

Low representational 

capacity 
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4 Applications 

In the early few decades, several applications of Super-Resolution have been addressed. In 

the following subcategories, Specific application fields of SR in our day- to-day life, which 

are the most concern are given. 

4.1. Video information enhancement 

High-definition images can be created using low-resolution video images in SR 

techniques. Converting standard definition TV to high-definition TV for videos, makes SR an 

interesting and appropriate research topic. Keppeler et al. [12] introduced convolution neural 

nets for video SR algorithm which exploits spatial as well as temporal information. Li and 

wang et al. [13] proposed a new MCresNet using motion compensation and deep residual 

learning to hold huge and complex motions adaptively. 

4.2. Surveillance 

Nowadays, surveillance is important in smart applications as in traffic- observation and 

monitoring security. It is tough to prepare significant number of HR devices. Although these 

approaches have established progressively, Keppeler et al. [14] proposed pretraining method 

to progress the reconstruction quality and motion compensated input frames to decrease the 

training time. So, currently focus is on compressed video SR. 

4.3. Medical diagnostics 

Several health imaging models provide functional information about the human body 

structure. Substantial work has been done toward refining detection of various diseases from 

MRI images, and CT scan. Shengxiang et al. [15] applied a new algorithm which extracts an 

improved interested field where the illumination changes and gets better outputs. 

4.4. Remote sensing 

To develop the spatial resolution, Super-Resolution is the most effective technique for 

remote sensing. Wenjja et al. [16] proposed a new DMC Network to associate image detail 

and environmental data to improve the visual quality and accuracy. 

4.5. Biometric identification 

Super-Resolution have a vital role in biometric identification, with resolution 

improvement for faces, fingerprints, and iris images. Kien et al. [17] introduced improves the 

clarity and visual appearance of images as well as recognition   performance of the system. 

5. Conclusion 

In this paper, we have systematically reviewed Super-Resolution methods with their 

applications in computer vision. ISR methods have been employed to address the LR 

problem of the imaging system. It can be designed as a high-definition image either from a 

sequence or a single low-resolution image. More precisely, three categories of SR technique: 

interpolation-based, Reconstruction-based, and Example-based discussed. Furthermore, 

numerous SR applications have been presented in this paper. With the rapid development in 

hardware resources and technologies, we are confident that super-resolution will receive 

wider attention and border future. 
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Abstract. Image processing techniques help in better reception of im- ages. Their utility can be 

extended in the field of biomedical science for analysis and identification of various skin problems like 

skin cancer, vitiligo, corn and other such disease. Applicability of image processing algorithm along 

with intelligently trained network helps in rectifying the disease and adopting preventive measures. 

Vitiligo is an immune system skin illness that is described by depigmented fixes because of loss of shade 

cells. Furthermore, vitiligo is a procured pigmentary confusion of the skin and mucous films that are 

portrayed by delineated, depigmented macules and patches that outcome from the deficiency of epidermal 

melanocytes. Presently, there is no target strategy to evaluate the reaction of skin lesion especially for 

vitiligo. This paper lays emphasis on implementing automated machine learning process that can 

extract relevant features from the skin lesion images. The extracted features should carry enough 

information about the image in order to enhance and speed up the re- medial process.Further, this 

paper presents a comparative analysis of performance measure of various machine learning 

classifiers. 

 

Keywords: Vitiligo, ML, Skin Color, Skin Texture 

 

1 Introduction 

In medical science images of the human body help in understanding the na- ture of human biological 

systems. Skin forms the overlay cover of the human body and therefore it is critically important to 

penetrate beneath the multiple skin layers in order to diagnose the disease in depth. Vitiligo is one such 

deadly condition affecting the skin. The effected part of skin becomes dead and shows variant 

characteristics dissimilar to the original skin. Thus, can easily identify its nature through variant skin 

characteristics. Traditional methods like biopsy method used to identify the skin problem are not 

worthwhile. It is a difficult pro- cess as it involves initially taking a sample of skin and sending it to 

laboratory for identification. The diagnosis phase is painful and time-consuming. Instead maintain a 

prior trained dataset of such skin diseases and then try to co-relate the affected skin area (test sample) 

with the dataset. This speeds up the process and gives quick results. 

In this paper, the creator utilizes dermoscopy pictures to identify the boundary of sore Due to the trouble and 

subjectivity of human understanding, the automated examination of dermoscopy pictures has become a 

significant exploration region. Perhaps the main strides in dermoscopy picture examination are the 

mechanized discovery of sore lines. In this article, the writer presents a deliberate review of the new 

boundary identification techniques in the writing giving specific consid- eration to computational issues 

and assessment angles[11]. This paper proposes two ways to deal with the skin injury picture division 

issue. The first is a basi- cally district based division technique where an ideal limit is resolved iterative 

by an isodata calculation. The subsequent strategy proposed depends on neural organization edge 

location and a levelheaded Gaussian bend that fits an inex- act shut versatile bend between the 
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perceived neural organization edge designs [8].Since we realize that exact extraction of the sore boundary 

is a basic advance in examining dermoscopic skin sore pictures. In this paper, the author consid- ers the 

issues of helpless difference and absence of shading alignment which are regularly experienced while 

examining dermoscopy pictures. Diverse brightening or various gadgets will prompt distinctive picture 

shades of a similar injury and consequently to troubles in the division stage. Also, low differentiation 

makes ex- act boundary identification troublesome [6] . This paper presents a PC supported finding 

framework for pigmented skin sores, with answers for the injury limit lo- cation and for the quantification 

of the level of balance. Sore location results were approved by master dermatologists, who likewise gave 

hand-drawn limits of the injuries. These reference limits were not utilized as a best quality level yet were 

permitted to measurably decide the precision of the limits gave by modernized strategies[2]. This paper 

proposes an E-corrective capacity for computerized pic- tures dependent on material science and 

physiologically-based picture handling. A commonsense skin tone and surface 

examination/amalgamation strategy are presented for this E-restorative capacity. Concealing on the face is 

eliminated by a basic shading vector examination in the optical thickness area as a backward lighting 

procedure. The picture without concealing is broke down by a formerly presented strategy that 

separates hemoglobin and melanin parts by free seg- ment examination [5]. Here the creator attempts 

to locate a basic strategy to decide the division of skin malignancy with the assistance of picture 

preparation. A programmed technique for the division of pictures of skin malignant growth and other 

pigmented injuries is introduced. This strategy first decreases a shad- ing picture into a powerful picture 

and around fragments of the picture by force thresholding. At that point, it refines the division utilizing 

picture edges[3]. Here the author attempts to make a fragment of skin sore pictures by development 

systems. This paper introduced a development technique (ES) based division calculation to recognize 

the injury zone inside an oval. The technique is applied to a bunch of 51 cross polarization and 60 trans 

illumination pictures fragmented physically by a dermatologist, which are utilized as ground truth [11]. 

In this paper, the creator gave a worker report on vitiligo which is expressed as there is no normalized 

strategy for surveying vitiligo. In this article, they audit the writ- ing from 1981 to 2011 on various 

vitiligo appraisal techniques. They intend to arrange the methods accessible for vitiligo evaluation as 

abstract, semi-objective, or objective; minuscule or perceptible; and as dependent on morphometry or col- 

orimetric. Plainly visible morphological estimations incorporate visual appraisal, photography in common 

or bright light, photography with mechanized picture examination, and tristimulus colorimetric or 

spectrophotometer. Non-intrusive micromorphological strategies incorporate co central laser microscopy 

(CLM). Emotional strategies incorporate a clinical assessment by a dermatologist and a vitiligo illness 

action score. Semi-target techniques incorporate the Vitiligo Most strategies include morphometry, aside 

from the chromameter strategy, which evaluates colorimetry[1] 

Vitiligo or Leucoderma is an ongoing sickness that causes skin depigmenta- tion. The infection 

advances the improvement of unattractive white fixes, and can seriously modify one’s appearance. 

Vitiligo makes the skin create sketchy, stained zones and is generally more recognizable in people with 

more obscure skin tone. It is one of the basic skin infections answered to influence roughly 1% of the 

populace around the world. 

Starting sores happen most habitually on the hands, lower arms, feet, and face, preferring a perioral and 

periocular appropriation. To classification of Vitiligo form the normal images, there are two 

approaches one is the handcraft method and another is by using machine learning technique. 
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2 Methodology 

There are many processes to identify the Vitiligo like biopsy and by collecting the other information 

regarding vitiligo, which takes time to identify because there are other reasons due to which white 

spot can also appear on the skin like when we meet an accident , get burn and other problem. So here 

we have developed a scheme which can easily identify the Vitiligo by its characteristics and nature. 

While developing such scheme we have collected all information about vitiligo and tried to match 

from other white spots, and if more than 70% characteristic matches then we will tell that this disease is 

Vitiligo. And this will take less time than other methods. we further make relation between normal skin 

disease and vitiligo and gather the difference between the nature of skin like their brightness, their texture 

and their shape difference and then we will check the same difference between normal skin and 

recovered skin.The flow diagram of this work is given below in fig-1. With the help of Machine 

learning we are able to make a classification between vitiligo and non vitiligo images. We used two 

types of features texture and statistical features such as mean, median, standard deviation. 

In the above figure we have to mention the detailed steps of the process which is used for the 

implementation of classification of Vitiligo wiht the normal images. The first step is to select the random 

images, then we will do the normalization process in this process we just change the RGB images in 

to the gray scale images. In next step, there is a need of filtration process so here we used the Median 

Filtering process and then with these filtered images, we applied the images enhancement process in 

this process we just do the segmentation process. So here we are going use machine learning process and for 

machine learning we need more data but here we do not have more data so to increase the number of data 

we used the augmentation process. Then the next step is very important and in this process we are 

going to apply the features extraction process and with the help of these features we can only able to 

make a decision with the help of machine learning and make a conclusion and finally we are able to 

make a difference between vitiligo and non vitiligo images. 

 

Fig. 1. Methodology 

2.1 Data set Preparation 

To prepare the vitiligo data set it is very difficult to collect because there is no any such organization 

which is going to provide the data set of vitiligo. So we visited different hospital in India and with the 

help of corresponding doctor we just collect the data set and with the permission of patient we are able 

to use the vitiligo data set. In the figure given below we just present the vitiligo data and original skin 

images of same person. 
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Fig. 2. Vitiligo images 

2.2 Experiment  and Result 

AS mention above our next step just after data collection is filtering process, so to do filtering the 

images we are using the median filtering. The fig-4 show the filtered images which is collected after 

apply the median filter on both the vitiligo and non vitiligo images. 

 

Fig. 3. Original skin images 

 

Fig. 4. Filtered images 

Now after the filtering, we also apply the Gabor filtering because we have a less number of data 

and to increase the number of data we used the some augmentation process also and with the help of 

Gabor with the different angle like 45 degree, and 60 degree we can also collect the some different data 

which will give good result with the help of machine learning. 

 

Fig. 5. Gabor filtered images 

Now after collection of different data from both filtered median, Gabor fil- tering and data 

augmentation we are able to find the features from these data, so for machine learning classification we 

are selecting some features like mean, median, energy, entropy etc. Performance measure of various 

machine learning classifier is illustrated in Table-1. 
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Table 1. Performance measure of Vitiligo dataset 

 

Classifie

r 

Precision Recall F1 Score Accura

cy 

LR 0.86 1.00 0.93 97.16% 

KNN 0.67 0.76 0.71 69.28% 

CART 0.93 1.00 0.97 97.32% 

NB 0.45 0.80 0.57 91.29% 

SVM 0.83 0.79 0.81 81.42% 

MLP 0.52 1.00 0.69 48.57% 

3 Conclusion and Future work 

From the Table-1 , we conclude that performance of logistic regression and CART is exceptionally well in 

comparison to other classifiers. The future work can be applicability of deep learning strategies for 

skin lesion characterization. This paper is also open in the multi level classification of skin lesion, images 

based on extracted features. This paper opens up horizon of research in the field of skin lesion. It paves 

the way for implementing a multilevel classification techniques that characterises skin lesion based 

on disease specific symptoms. 
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ABSTRACT: MANETs are known as self-configurable and autonomous which include hosts as well as 

routers in them. Bandwidth, computational power, and power consumption are few of the constraints of 

the nodes deployed. Several security issues are also faced here due to the absence of central 

administration and prior organization. Therefore, instead of other conventional networks other new 

security mechanisms are needed. This research work is related to energy efficient for MAC protocol in 

MANET. The medium access control protocol will access the channel for the link recovery in MANET. 

The energy parameter will be counted to recover the link in MANET. The proposed method will be 

deployed and the analysis of outcomes will be performed concerning throughput, delay and packet loss.   

 

Keywords:  MANET, MAC, MOBILITY, ROUTING 

 

I.INTRODUCTION 

An independent group of several numbers of (MNs) mobile nodes across certain region is called 

a MANET. When mobile notes execute network organization and message delivery, the network 

is decentralized. The mobile nodes are then integrated with routing functionality. As per the 

effects of radio communication that include multipath fading, shadowing and multi-user 

interferences, the nodes face various challenges. Direct communication can be performed among 

the nodes which are located in the range of one another. However, for the nodes that are not 

within the range of each other, the packets generated by other nodes are relayed to the 

destination by the intermediate nodes that act as routers. These nodes are battery powered 

devices so they are energy-constrained. Furthermore, the nodes are independent to enter or 

depart the network. The topology changes of these networks are rapid and unpredictable since 

the nodes deployed in them move randomly. For providing the important network functionality 

when there is no fixed infrastructure, the nodes need to organize themselves dynamically in the 

energy-constrained and distributed multi-hop scenario [1]. Thus, MANETs are known as self-

configurable and autonomous which include hosts as well as routers in them. For performing 

communication among the nodes, collaboration among the independent peer-to-peer nodes 

generates MANET [2] Bandwidth, computational power, and power consumption are few of the 

constraints of the nodes deployed. Several security issues are also faced here due to the absence 

of central administration and prior organization. Therefore, instead of other conventional 

mailto:khushbu86cheetu@gmail.com
mailto:raakeshdhiman@gmail.com
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networks other new security mechanisms are needed. MANETs are more prone to attacks due to 

the presence of wireless links. The networks can be targeted easily and confidential information 

can be accessed by the hackers. For deleting the messages or adding malicious messages the 

network can be attacked directly. For establishing communication paths among nodes without 

any occurrence of traffic overhead on the power constrained devices, efficient routing protocols 

are designed since the MANETs are categorized by a multi-hop network topology that often 

changes because of the mobility [3].The integrity, confidentiality, authorization and authenticity 

are the network goals that are violated by the security breaches. It is an on demand routing 

algorithm. This protocol minimizes the energy consumed through each packet. This protocol 

estimates the energy of a node in terms of remaining battery energy and the predictable energy 

exhausted in continuous transmission of data packets across a specific link. (EPAR)Efficient 

Power Aware Routing Protocol makes selection of a route having packet energy at the minimum 

remaining packet transmission energy with the help of a min-max formula. This protocol 

minimizes the discrepancy regarding the residual energy of all nodes. This protocol decreases 

overall energy consumption, reduces average delay and enhances the lifespan of the network. 

The concept of the traffic density factor is taken in account in this protocol in order to enhance 

the (PDR) packet delivery ratio [4]. Therefore, the (EPAR) Efficient Power Aware Routing 

Protocol emphasizes on mitigating the total variance within the residual battery power of every 

node using the dynamic topology. The equation given below is expressed to compute the total 

power with regard to the min-max formulation. 

𝑚𝑎𝑥𝑘 𝑘 𝑇𝑘 = 𝑚𝑖𝑛𝑖𝜖𝑘  𝑘 𝑇𝑖(𝑡)                                      ----(1) 

The computation of consumed power is done using the equation that is expressed as: 

𝐸𝑐 =  𝑇(𝑛𝑖
𝑘
𝑖=1 , 𝑛𝑖+1)                                                   -----(2) 

The great mobility of nodes and the changed network topology in dynamic manner results in the 

maximization of the overload message in the network for the MANET which are huge in size. 

Thus, the topology maintenance is enhanced due to the maximized network overhead. A greater 

E2E delay and higher number of hops are occurred in this kind of network topology. The initial 

stage is the route discovery in which RREQ packets are transferred to its neighborhoods via 

source node [6]. 

The rest of the paper is organized as follow: 1. A brief literature review of literature works in 

medium access control techniques used for link recovery. 2. The (IDCFR) improved dynamic 

connectivity factor routing protocol is explained in section 3. The experimental results and 

performance evaluation discussion are provided in section 4. Finally the conclusions are summed 

up in section 5. 

 

II. LITERATURE REVIEW 

K. Anish Pon Yamini, et al. (2019) recommended a new routing algorithm for WANET [7]. The 

proposed routing algorithm was called (TSMP) Time Synchronized Mesh Protocol. This protocol 

conserved energy and used existing nodes efficiently. The first routing path towards destination 

was chosen on the basis of minimum distance by the recommended algorithm. The remaining 
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nodes moved to the redundant state. The transferring nodes updated their energy level to their 

predecessor nodes after every transmission. The predecessor nodes used threshold of every node 

for validating the transmission energy level. The transmission remain continue in case of existing 

energy level of the node above the threshold. In other case, node could be replaced. The achieved 

simulation results depicted that recommended routing algorithm showed less average delay with 

minimum overhead and least energy expenditure. The future work would involve the 

implementation of recommended algorithm in FPGA based networks. 

Y. Neeraja, et al. (2017) stated that MANETs were quite popular in ad hoc communication 

networks [8]. In such networks, the optimized information sharing schemes were more crucial. 

These networks mainly considered routing, energy managing, and MAC layer management. A 

new energy efficient MAC protocol had been recommended in this work.  This protocol 

emphasized on saving energy and enhancing the MANET lifespan. The ACO optimization 

approach had been considered in this work for selecting best route and lowering the overhead at 

node level. Different factors played an important role for improving the efficacy of the network. 

These factors included delay, throughput and average power utilization. 

Chaker Abdelaziz Kerrache, et al. (2017) suggested a novel monitoring technique on the basis of 

distributed time division [9]. Achieving required security levels along with optimizing energy 

consumption was the main aim of proposed approach. The proposed approach included both trust 

and link period amid truthful peers for moderately dividing the monitoring time. Periodically 

shared hello messages were used in this work for making this approach completely distributed. 

The achieved simulation results demonstrated the energy efficiency obtained by the suggested 

technique. This technique made energy consumption constant. There was not any maximization 

in energy consumption due to the augmenting number of nodes. At the same time, this approach 

also ensured the high discovery ratio of malevolent nodes. 

Aqeel Taha, et al. (2017) highlighted the power usage in MANET [10]. For optimizing the power 

consumption in (AOMDV) adhoc on demand multipath distance vector routing algorithm, the 

fitness function method had been applied in this work. The recommended algorithm was called 

AOMDV with the fitness function. Finding best route between S and D in reducing power 

utilization in multipath routing was the main aim of fitness function. This work used a simulation 

tool, NS2 to quantify the performance of the recommended approach. Using this simulation tool, 

the comparison of proposed routing algorithm was performed with various other existing routing 

algorithms. The performance of proposed algorithm was evaluated in terms of different 

performance parameters. These parameters included energy use, throughput, (PDR) packet 

delivery ratio, E2E delay, network life span and simulation time etc. The tested outcome proved 

the supremacy of the suggested algorithm over other existing routing algorithms. 

Andrea Lupia, et al. (2017) intended a novel monitoring technique on the basis of distributed 

time division [11]. Achieve high security levels with less energy consumption was the main 

motive of proposed algorithm. The proposed approach included both trust and link period amid 

truthful peers for moderately dividing the monitoring time. The periodically shared hello 

messages were used in this work for making this approach completely distributed. The achieved 
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simulation results proved the worthiness of recommended algorithm in terms of energy 

efficiency, particularly for high density conditions. In such conditions, consumption turned out to 

be constant and did not enlarge with the number of nodes while making certain high 

identification ratio of malevolent nodes. 

Prasanta Kumar Manohari, et al. (2016) recommended a novel multipath routing algorithm. This 

routing algorithm was termed as(EEMR)  energy efficient multipath routing  [12]. In order to 

select route, the recommended algorithm used a cost metric. It was a function of remaining 

battery energy and the existing traffic load at a node. The comparison of recommended E2MR 

routing algorithm and few accessible multipath routing protocols was performed through wide-

ranging simulations. The outcomes of simulation revealed that that the recommended algorithmic 

approach performed more effectively as compared to other protocols in term of different 

performance parameters. These parameters included lesser E2E delay, greater packet delivery 

ratio (PDR) and more remaining energy. 

Atif A. Alghamdi, et al. (2016) suggested a new hybrid EE adaptive forwarding approach for 

MANET [13]. The proposed algorithm combined various other algorithms that worked together 

for reducing overhead and power consumption. The recommended algorithm used the 

information of the single hop neighboring radios. The recommended algorithm did not require a 

positioning system or distance computation for determining the position of the nodes. The 

recommended algorithm performed the division of the network into diverse groups on the basis 

of transmission-energy levels. Hence, the node receiving HELLO messages from dissimilar 

groups was called Gateway node. This node successfully forwarded (RREQ) route request 

packets and prevented the redundant retransferring. This work used NS2 for computing the 

performance of the recommended routing protocol. In contrast to the Pure-Flooding (AODV) 

Ad-hoc on demand distance vector Routing and DPAD Vector Routing, the recommended 

algorithm showed higher decrease in the routing overhead and energy utilization as per the 

achieved simulation results. 

Inferences Drawn from Literature Survey 

1. MANET is a decentralized network in which mobile nodes are free to change their location 

dynamically due to which it is difficult to establish reliable and stable path from source to 

destination. 

2. The mobile ad hoc network also use the geographic routing protocol for creating route and 

also use the medium access control protocols for the path recovery from source to destination. 

The medium access control protocols take too much time for the path establishment which 

affects efficiency of the network. 

3. The AODV and Max-Min protocols are hybrid to generate novel protocol for creating link 

from S to D. The hybrid protocol improves network quality of service but increase complexity of 

the network. 
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III. PROBLEM FORMULATION 

The (IDCFR) Improved Dynamic Connectivity Factor Routing protocol consists of various 

elements in it which are explained further. This newly devised protocol is concerned with 

replacing the variables applied within the network parameters with the help of a new 

connectivity and buffer size estimation parameter. In addition to this, this work applies a new 

dynamic connectivity factor for dropping the superfluous (RREQ) route request packets. This 

phenomenon minimizes the routing overhead of the network. Three protocols named as Ad-hoc 

On-demand Distance Vector, the (NCPR) Neighbor Coverage-Based Probabilistic Rebroadcast 

and the devised Improved Dynamic Connectivity Factor Routing (IDCFR) protocol have been 

developed to operate in three crucial stages of discovering the route, replying the route and 

maintaining the route. If the data is to be transmitted from one node to another within the 

network, it is necessary to verify the routing table for the destination. The transferring of data 

from source device is started after detecting the destination. (RREQ) route request identifies a 

path towards the base station when it is not possible to find destination [14]. The flooding 

scheme anyway is the main instrument that helps nodes to identify their way to the destination. 

In this instrument, every device getting RREQ unexpectedly retransmits RREQ. Further, an 

(RREP) route reply message is transmitted as an answer from BS or any node that necessities to 

build up route. Be that as it may, link breakdown occurs inside the nodes due to their mobile 

nature. An RERR is produced if this type of occasion is distinguished by any node in its 

neighbor. The node after identifying breakdown reports it. By limiting route request packets, the 

flooding problem is tended by double cost function-based routing at starting stage. 

Notwithstanding, directing overhead actually happens because of the messages pertinent to the 

flooding scheme. The efficiency of the double cost function-based routing corrupts when the link 

breakdown happens in the set up. The efficiency of framework is upgraded by recuperating the 

route in minimal time span. There are various drawbacks of different protocols introduced in this 

work. The network efficiency is debased because of the more routing overhead brought about by 

protocols. This work presents a new protocol to give solution of all these problems happening 

during the route discovery and link recovery course [14]. The different metrics considered for 

tests are clarified further. 

The proposed methodology has following steps for the route recovery in the network: - 

1. Check Node Connectivity: -Aggregated routing overhead and link recovery are the two key 

issues in the majority of routing protocols. Equation (3) depicts the route discovery and route 

maintenance overheads in these protocols. 

𝑅𝑂𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑 = 𝑅𝑂𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦 + 𝑅𝑂𝑚𝑎𝑖𝑛𝑡𝑒𝑛𝑎𝑛𝑐𝑒     …. (3) 

This research work, however, in the initial portion of route discovery revolves around just the 

routing overhead. This is known as the route request overhead and Equation (4) represents it as: 

𝑅𝑂𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦 = 𝑅𝑂𝑅𝑅𝐸𝑄 + 𝑅𝑂𝑅𝑅𝐸𝑃  …. (4) 

This equation denotes the route reply overhead using𝑅𝑂𝑅𝑅𝐸𝑃 . Moreover, the sum of all RREQ 

overhead is signified by𝑇𝑅𝑂−𝑅𝑅𝐸𝑄 for overall nodes in the network. All these nodes look for a 

route to transmit data at a particular time (t). Equation (5) explains this situation as:  
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𝑇𝑅𝑂−𝑅𝑅𝐸𝑄 =  𝑅𝑂𝑅𝑅𝐸𝑄 (𝑃𝑖)
𝑛
𝑖=1   …. (5) 

In this equation, the variable „n‟ signifies overall RREQs for packet (𝑃𝑖). DCFR makes use of a 

new connectivity metric for every received RREQ packet (𝑃𝑖) depending on 𝐷𝐶𝐹. This factor 

influences the transmitting choice of the gotten RREQ packet. DCF replaces the preset variable 

present in NDPR. This formulation is presented depending on the average number of 

neighboring nodes in a network [14].  

Therefore, at the time of transmission decision relevant to the dropping or forwarding of the 

RREQ packets according to the average number of neighbors occurring in the network by a 

wide-ranging run of 30 diverse situations for each point, the new formula for DCF is presented. 

Here, the motes are varied up to the range of 50 to 300. The total numbers of neighbors are 

measured after which the tests are conducted for overall network nodes. The average number of 

neighbors is measured once all these values are computed. A curve is sketched according to the 

no. of nodes and the data collected from the tests. It is possible to evaluate this curve for 

identifying the optimal formula that is used to signify the alike relation amidst the average 

number of neighbors sending the total no. of nodes.  

Moreover, Equation (4) is applied to calculate a new variable 𝑁𝐵(𝑛𝑖 ). 

𝑁𝐵(𝑛𝑖 ) = 1 + (
𝑁(𝑛𝑖)

𝑐
)𝑏   …. (6) 

In this equation, the total number of neighboring nodes receiving route request for a node are 

signified by 𝑁(𝑛𝑖)
. The static variables are signified by „b‟ and „c‟. 

Equation (7) can compute the total number of nodes using DCF.  

𝐷𝐶𝐹(𝑛𝑖)
= 𝑑 +

𝑎−𝑑

[𝑁𝐵(𝑛𝑖)]𝑚
   …. (7) 

Here, „a‟, „d‟ and „m‟ are used to denote the fixed variables. Therefore, a new connectivity factor 

called DAF is introduced here. This formula can be used to minimize RREQ superfluous packets 

found in Ad-hoc On-demand Distance Vector, the (NCPR) Neighbor Coverage-Based 

Probabilistic Rebroadcast  protocols. Equation (8) depicts this evaluation.  

𝐷𝐴𝐹 𝑛𝑖 =
𝐷𝐶𝐹 𝑛𝑖 

𝑁 𝑛𝑖 
  …. (8) 

The dynamic connectivity factor shows location of the current node either within the sparse field 

or the dense field. The ratio of average no. of neighbors to the no. of current neighbors for a 

particular node is measured for this. The node having maximal connectivity factor measured by 

the Eq. 6 is chosen as the node which may recuperate the route between end points.  

2. Check Buffer Size of Each Node: -Equation (9) uses DCF to allocate the buffer size to all 

network nodes by DCF  

Buffer allocated to each node=
𝑡𝑜𝑡𝑎𝑙  𝑏𝑢𝑓𝑓𝑒𝑟  𝑠𝑝𝑎𝑐𝑒  

𝑛𝑢𝑚𝑏𝑒𝑟  𝑜𝑓  𝑛𝑜𝑑𝑒𝑠
----- (9) 

The total buffer space represents the space accessible for the distribution and no. of nodes refer 

to the nodes in the set-up.  

The DCF has the element which may make the estimation of the vacant buffer size on every 

node for the route recovery. Equation 10 is used to estimate the vacant buffer space on every 

node. 
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Evacant buffer = [
𝑏𝑢𝑓𝑓𝑒𝑟  𝑜𝑓  𝑛𝑜𝑑𝑒𝑠 (𝑛−1)

𝑡𝑜𝑡𝑎𝑙  𝑏𝑢𝑓𝑓𝑒𝑟  𝑎𝑙𝑙𝑜𝑐𝑎𝑡𝑒𝑑
]*nn -----(10) 

The vacant buffer size is measured after dividing the neighboring node buffer size by the total 

buffer size. This process continuous to repeat till the computation of vacant buffer magnitude of 

all nodes.  Formula 8 is used to measure node having maximal Estimate vacant buffer while Formula 

7 is used to measure maximal connectivity. This is chosen as best link recovery node from S to 

D.  

 
 

IV. RESULT AND DISCUSSION    

The updated variant of NS2 called 2.35 is utilized to execute the IDCFR (Improved Dynamic 

Connectivity Factor Routing) protocol. The source code of Neighbor Coverage based 

Probabilistic Rebroadcast protocol (NCPR) is improved by modifying the connectivity element 

and buffer size to deploy the IDCFR protocol. A hello message is employed for updating the 

neighbor table. 

The Improved Dynamic Connectivity Factor Routing (DCFR) Evaluation: The comparison 

of existing protocol [14] is carried out against the IDCFR Protocol within MANETs for 

computing the performance. The presetting of the value overall present motes and the reduction 

in the volume of unnecessary packets are required. Though, the IDCFR protocol focuses on 

avoiding the link failure. Thus, the routing overhead, E2E delay, energy utilization and packet 

loss will be diminished within the network. Additionally, the PDR is handled for increasing the 
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connectivity of network. The coverage area considered for every node is 18 meters in the 

simulation scenario. The mobility and the node‟s location are generated using the random 

waypoint model. The NS2 simulator provides the set destination command version 2 whose 

utilization is done for comprising the deployment of tools. The even dispersal is applied and 

there are e scenarios chosen among 1300 trails available in the generated mobility frameworks. 

The variation in node‟s speed is found from range of (1) to (5). The (0) is the pause time over the 

area of 1,000 meters X 1,000 meters. The nodes are used randomly. The packet size and 

bandwidth utilized in this work are 512 bytes and 2Mbps respectively. The value of CBR is 

varied equal to 10, 12 and 20 at the time of their implementation while connecting with the 

nodes. The simulation metrics comprised in the simulation are shown in the Table 1. 

 Table 4.1 Simulation Parameters 

 
The comparison of existing protocol [6] is carried out against the (IDCFR) Improved Dynamic 

Connectivity Factor Routing Protocol within MANETs for computing the performance. The 

presetting of the value overall present motes and the reduction in the volume of unnecessary 

packets are required. Though, the IDCFR protocol focuses on avoiding the link failure. Thus, the 

routing overhead, E2E delay, energy utilization and packet loss will be diminished within the 

network. Additionally, the PDR is handled for increasing the connectivity of network. The 

coverage area considered for every node is 18 meters in the simulation scenario. 
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Fig 1: Packet loss Comparison: 

The figure 1 represents that the comparison of packet loss of the (AODV) Ad-hoc On-demand 

Distance Vector, Double Cost Function-based Route Dynamic Connectivity Factor Routing 

(DCFR) and Improved Dynamic Connectivity Factor Routing (IDCFR) protocols to analyze their 

efficiency level. The IDCFR protocol losses lesser number of packets than other two protocols. 

 
Fig 2: Overhead Comparison 

The figure 2 shows that comparison of old and improved version of (DCFR) Dynamic 

Connectivity Factor Routing protocol with regard to routing overhead. The routing overhead is 

diminished more through Improved Dynamic Connectivity Factor Routing (IDCFR) Protocol 

than the (DCFR) Double Cost Function-based Route Protocol. The comparison of (AODV) Ad-

hoc On-demand Distance Vector protocol is also performed with other two protocols by 

considering same parameter.  The efficiency level of all these protocols is analyzed against 

numerous nodes. 
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Fig 3: Delay Comparisons 

The figure 3 shows that comparison of old and improved version of DCFR protocol with regard 

to delay. The delay obtained from the new version is lower than the old variant of DCFR 

protocol because of the route maintaining property. The graphs are drawn against various nodes.  

 
Fig 4: Packet Delivery ratio 

The figure 4 compares the (PDR) packet delivery ratio rate of (AODV) adhoc on demand 

distance vector, (DCFR) Dynamic Connectivity Factor Routing and (IDCFR Improved Dynamic 

Connectivity Factor Routing  protocols. The IDCFR protocol outperforms the other two 

protocols. The graphs are drawn in opposition to several nodes. 
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Fig 5: Power consumption 

Three protocols called (AODV) adhoc on demand distance vector, (DCFR) Dynamic 

Connectivity Factor Routing  and (IDCFR) Improved Dynamic Connectivity Factor Routing  are 

compared in figure 5 for performance analysis. The Improved Dynamic Connectivity Factor 

Routing protocol consumes least power in contrast to other two protocols.  

V. CONCLUSION  

The three key challenges faced by these networks include routing, security and (QoS) Quality of 

Service. Mobile ad hoc Network is a self-arranging network without any centralized control. The 

dynamic nature of the network may cause link breakdown in the network. The AODV is a 

popular reactive routing protocol. This protocol floods RRPs in the network. The nodes adjacent 

to destination will reply back with route reply packets to destination. In this research, path will 

be recovered between two end points according to node connectivity and buffer size. The mobile 

node having greatest node connectivity and buffer size is chosen as the best node in order to 

recover the link. The proposed method will be implemented in network simulator version 2 and 

results will be examined with regard to E2E delay, PDR and throughput.  
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ABSTRACT: If we go through the past research on prediction of performance in sports, we find that 

only few sports have been explored while prediction in many other sports can be investigated in future 

studies.  While employing machine learning for prediction models in sports, not only the performance 

of individual players and teams in past matches, but statistical information about grounds, seasons 

and playing conditions can also be taken into account. But still, the efficient utilization of this data 

has not been done in almost every sport. We tried to compile, summarise and synthesise the relevant 

available information on this topic and also tried to find the research gaps in the studies, to provide a 

good insight of sports data mining prospective and also draw the attention of scientific community to 

work on this remarkable topic. Our article offers a structured review of the application of data mining 

in the field of sports. Our review work used machine learning methods like Artificial Neural Network, 

Bayesian Classifiers, Logistic Regression Methods and Hidden Markov Model etc. The 

implementation of these techniques/methods in sports analysis is different as compared to 

implementation in other fields, because of the amount of uncertainty involved in sports.  Sports data 

mining can contribute to the concept of digital villages as well. Sports data mining supports coaches, 

sports managers and players in performance enhancement by estimating performance of players, 

result prediction, prediction of player injury, estimating the line-up selection, player talent 

identification and making strategic planning.  

Keywords: Mining Techniques, Strategic Planning, decision making, Outcome prediction, 

Performance Prediction. 

 

1.  INTRODUCTION 

The rapid advancements in Technologies have a big impact on almost every area of our lives. 

Sport management is not an exception where progressive technology is reforming the way 

athletes make the most out of their performance and compete on national and international 

level. 

With the growth in participation trends in every sporting event and the amount of competition 

seen at every level of sports, there is necessity of a system that can guide, assist and support 

the various stakeholders of sports management like Experts, coaches, team managers and 

various sporting organizations etc. Sports data mining can contribute to social computing and 

digital village concept as rural population can also get great deal of benefit from it. Data 

mining methods in sports management aims to curve raw data into useful information so that 

this information can be used to assist athletes, coaches, managers and sports organizations to 

build more competent strategic planning and decision-making ultimately lead to enhanced 

performance of the players and team. Techniques of data mining can help to predict player 

and team performance in upcoming games by using past game data. 

Every sector whether government department, any scientific organization or commercial 

encouraged growth in their database. Most of the information we get from these sources is in 
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the form of raw data. Collection of this data is not enough. This raw data is of little use. We 

need many techniques and methods to utilize this data [1]. For years, data mining is 

generating useful knowledge in many sectors like industries, scientific research and business 

fields. In these fields, the major users of this knowledge are data analysts, scientists, 

statisticians, managements etc.  

Lot of statistical information is available in various sports domains is not confined to just 

players but also about various other parameters like playing conditions, seasons and venues 

etc. But very low percentage of this information is being utilized. Most of the data available 

in this domain is in the form of primary data. Most of the time, this kind of data can be found 

in the form of web contents from the websites of various agencies or associations. So 

extraction of the web contents is needed using some efficient semantic web frameworks [2]. 

Sports predictions are considered under the category of classification problems [3]. Just like 

other fields, domain of sports is also enriched with huge amount data. Hence scientists, 

analysts and statisticians are gradually attracted towards making use of this huge amount of 

knowledge in developing prediction models which can help managers, coaching staff and 

supporting staff in making various kinds of predictions like match outcome, match scores and 

player performance etc. Player selection can be done based on prediction of his future 

performance [4]. Using machine learning for predicting the performance presents intelligent 

systems for improvement in players and games [5]. The machine learning can play a vital role 

for managers and coaches in strategic planning and game tactics for their teams [6]. These 

models not only reduce the efforts, but also improve the process to a great extent. 

The remaining paper is arranged in this manner. Section 2 provides all the reviewed studies. 

Section 3 identifies and classifies the various intelligent data methods used in the study. 

Section 4 states future research directions. In section 5, the conclusions are drawn. 

 

2. LITERATURE SURVEY 

According to [7], Owramipur et al. suggested Bayesian Network for prediction of the score 

and outcome of a football match. They had taken data of Barcelona team played in Spanish 

league for a specific season 2008-09. They discovered a set of features affecting the scoring 

and outcome of a football match. They divided these selected features into two groups. 

Physiological features are like home advantage, result of most recent five games, weather 

conditions on the match day, capability of the opponent team. And non physiological features 

are like injury list of the main players and frequency of the occurrence of matches etc. They 

had found a very good accuracy rate of 92% when compared the actual outcome with the 

predicted outcome. 

According to the study [8], Maszezyk et al. compared regression as well as neural models on 

the basis of the accuracy these models produced in predicting the outcome of javelin throws 

sports. They built the models for both neural network as well as regression models. Then to 

validate the outcome produced by the above models, they predicted the outcome of the 

javelin throwers from a national level team and matched the predictions yielded by their 

proposed models with real data from that national level team.   

In [9] Leung et al. projected an unusual approach to predict the outcome of college level 

football. As per their approach, both the opponent teams are matched with some other similar 

teams and the outcome of these similar teams is drawn and used in the prediction system 
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proposed by them. In this way the actual competing team’s statistics is ignored and the 

matched similar teams’ data is used for prediction of the outcome. 

In [10], Tilp gave strong consideration to the data related to the position of the various 

defensive players as well as the shot position of the specific attacking player at the shot time. 

These positions of the attacking and defensive players at the shot time served as the main 

foundation of the analysis. This tactical and strategic behaviour of the various players on 

different positions were analysed and evaluated by artificial neural networks. They scraped 

the data from a season of European Men Championship (Under-18 category).  

In [11], Madhavan applied Hidden Markov System on statistics and features collected from 

the NBA website for decision making and prediction of the upcoming matches of basketball. 

He also found that accuracy of prediction in basketball by applying Hidden Markov System is 

healthier than its counterpart Guassian Mixture system. 

In [12], Fan et al. explored some approaches for rating of the chess players. They claimed 

these approaches more practical as compared to existing and conventional rating systems 

used by Chess Federations. The estimation of the chess game outcome can be used to 

formulate new rating system that can be used as a basic measuring yardstick to compare and 

estimating the potential and ability of the chess players. They obtain the data of about 2000 

players of chess from past 11 years. They found Hidden Markov process giving decent results 

in predicting the chess game outcome. 

In [13], Baio et al. proposed hierarchical Bayesian System for predicting the score or result of 

a specific football match. They had tested the predictive potential of the proposed hierarchical 

Bayesian system by taking data from one season of Italian Series championship.  

3. MACHINE LEARNING METHODS USED FOR PREDICTION  

The main objective of this section is to represent the Machine learning methods applied by 

the researchers in the domain of sport management. The articles under investigation used 

classification and regression techniques, which falls under the category of supervised 

machine learning. These methods currently used in the sports domain and may be extended as 

the domain grows and matures with time. In this context, some competent models have been 

reviewed for the prediction of sport performance.  

 
Fig 1: Methods used in Prediction Models under study 
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(i) Artificial Neural Networks 

ANN is one of the most common methods in machine learning. Primarily, ANN emulates the 

way human being learns [14]. Artificial Neural networks are exceptional in finding various 

patterns. Artificial Neural Networks are the competent computational schemes to predict the 

outcome of one of the complicated systems using computational intelligence.  By analyzing 

the action sequences with the help of Artificial Neural Networks, various playing patterns can 

be identified. Artificial neural networks can be used to build models to assist training and 

coaching of athletes belonging to javelin throws [15]. Neural network models are found to be 

more accurate than widely used regression models in predicting the swimming performance 

in competitive events [16].  

As they mimic the biological neural network of humans, so they are comprised of huge 

quantity of interconnected neurons in the form of processing elements in any of its particular 

layers. In every layer, neurons have weighted connections with preceding and next layer 

neurons. There is at least one input, one output and few hidden layers in almost every basic 

ANN. Throughout its learning phase, ANN continuously handle training dataset and try to 

find appropriate weights for its neural network to precisely categorize given training data[17]. 

(ii) Bayesian Classifiers  

Bayesian classifiers are kind of statistical classifiers [18]. A set of objects are given as an 

input to these classifiers, this classifier inspects the objects and put these objects in 

corresponding and matching classes as per  the probability to fit a particular class. These 

Bayesian classifiers can produce good level of accuracy even employed on large set of data in 

contrast to output of other classifiers of its class. The Bayesian model is a kind of supervised 

classification model used in machine learning that can perform very well on data with high 

degree of noise [19]. Due to this property, Bayesian models can be used to predict the 

outcome of future sports matches [20]. Bayesian classifiers treat every attribute provisionally 

independent from the given target variables.  Bayesian classifiers can be employed as 

prediction models under probabilistic category. 

 (iii) Logistic Regression  

Logistic regression is an eminent tool mainly employed for the classification problems. 

Logistic regression primarily depends on linear combination of the features. And by the 

application of the logistic function, these features are attached to any value between 0 and 1. 

It means dependent variables always hold a continuous value. Based on a set of independent 

variables, Logistic regression is primarily employed to predict the outcome in binary form. 

More specifically, these regression type models are used to predict the outcome of sports 

matches [21]. Logistic regression has mainly two stages: estimating the likelihood of features 

and finding the cut-off points [22].  

(iv) Hidden Markov Model 

The main feature of the Hidden Markov Model is that there is an invisible Markov chain 

which cannot be observed. A hidden Markov model allows computing the probability of both 

observed and hidden events [23]. Every state produces random one out of the k observations 

that can be visible. In several cases, a series of observations are provided and we need to 

determine most probable equivalent hidden states. At many instances, Hidden Markov 

Models [HMM] are tried for game predictions in various sports like NBA etc. These models 

are considerably outperformed than many other methods of its class [24]. 
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Table 1: Machine Learning Techniques used in prediction models under study 

Reference Methodology Sports Limitation of the study (Research Gaps) 

[7] 

 

Bayesian 

Network 

Soccer Only One team was considered for the research 

[8] 

 

ANN and 

Regression 

Javelin 

Throw 

Smaller Dataset was used 

[9] 

 

Empirical 

Approach 

Soccer Mapping the model teams and actual teams is a 

real issue 

[10] 

 

ANN Handball High complex model (400 neuron) 

[11] 

 

Hidden Markov 

Model 

Basketball Improvement of the players’ skill between 

seasons was not taken into account 

[12] 

 

Hidden Markov 

Model 

Chess Accuracy was not on the higher side 

[13] 

 

Hierarchical 

Bayesian 

Network 

Soccer Made the Model more complex and Time 

consuming 

 

Table 2: Datasets used in various prediction models under study 

Reference Datasets  Scale of Dataset 

[7] Data of Barcelona team in Spanish football league season 

2008-09 

Inadequate 

[8] Dataset of 116 javelin throwers participated in training three 

times a week 

Adequate  

[9] Used data from cfbstats.com for college football games 

between seasons 2005-06 to 2013-14 

Adequate  

[10] 

 

Data retrieved from twelve handball games of European 

under-18 man championships with 728 actions of player 

coordinates taken as dataset 

Adequate  

[11] Data taken from http://www.basketball-reference.com/ for 

2015-16 NBA season 

Inadequate  

[12] Data of 2000 professional chess players from FIDE internal 

database and Chess base database 

Adequate  

[13] Data used from two seasons of Italian Series A 

Championship 

Inadequate  

 

4.  CONCLUSION 

We have provided detailed review of studies by picking most relevant articles proposing the 

sports prediction models for predicting performance, match scores or outcome of the matches 

in different sports. As sports analysis is relatively new field and there are large set of 

candidate machine learning techniques/methods available for experimentation and 

implementation, so kind of universal sports analysis system cannot be implemented. There 

are still lots of challenges in present day mining techniques for future research. These 

challenges are like noisy and incomplete data, proper data visualization and data privacy etc. 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

195 | P a g e  

ISBN: 978-81-952307-5-4 
 

The review gives consideration to application domains, algorithms, methods/techniques used, 

test set and dataset used in these articles. In Table 1, we have mapped various sports models, 

machine learning techniques/methods used and the research gaps in these articles. In Table 2, 

we have shown the dataset and its scale to find the limitations in the studies in terms of 

dataset used. We can clearly see that, Artificial Neural Network, Bayesian Classifiers, 

Logistic Regression Methods and Hidden Markov Model etc, are the widespread 

techniques/methods for predicting the scores or the outcome of the matches in different 

sports. The main objective of this study is to exhibit potential research gaps and future 

research directions in the area. 

 

5.  FUTURE WORK 

To expect more accuracy, more features should be considered. For researchers, who wanted 

to contribute to the society in this field, a set of factors are given. These factors can contribute 

to a large extent for better analysis. These factors could be considered in future studies. The 

factors are External factors like Bio Bubbles (In current COVID-19 situations), Weather 

Conditions/ Playing Conditions, Current point Standings of the League, Fatigue/exhaustion 

level of athletes, Player skills, Injury Issues and Current game situation etc.  

To put more insight into the models, these factors can be considered in future research in this 

area. This will incorporate more accuracy and reliability to these systems. Application of 

artificial intelligence methods for making intelligent sports systems has huge possibilities to 

expand further [25].  Moreover, machine learning has been implemented in the prediction and 

analysis of few sports only. Many application areas/sports are yet to be explored for 

prediction and analysis studies. 

 

REFERENCES 

1. Zaki, M. J., & Meira, W. (2014). Data mining and analysis: fundamental concepts and 

algorithms. Cambridge University Press. 

2. Dhuria, S., Taneja, H., & Taneja, K. (2016, March). An optimal approach for extraction of Web 

Contents using Semantic Web framework. In Proceedings of the Second International Conference 

on Information and Communication Technology for Competitive Strategies (pp. 1-5). 

3. Horvat, T., & Job, J. (2020). The use of machine learning in sport outcome prediction: A 

review. Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery, 10(5), e1380. 

4. Den Hartigh, R. J., Niessen, A. S. M., Frencken, W. G., & Meijer, R. R. (2018). Selection 

procedures in sports: Improving predictions of athletes’ future performance. European journal of 

sport science, 18(9), 1191-1198. 

5. Bunker, R. P., & Thabtah, F. (2019). A machine learning framework for sport result 

prediction. Applied computing and informatics, 15(1), 27-33. 

6. Thabtah, F., Zhang, L., & Abdelhamid, N. (2019). NBA game result prediction using feature 

analysis and machine learning. Annals of Data Science, 6(1), 103-116. 

7. Owramipur, F., Eskandarian, P., & Mozneb, F. S. (2013). Football result prediction with Bayesian 

network in Spanish League-Barcelona team. International Journal of Computer Theory and 

Engineering, 5(5), 812. 

8. Maszczyk, A., Gołaś, A., Pietraszewski, P., Roczniok, R., Zając, A., & Stanula, A. (2014). 

Application of neural and regression models in sports results prediction. Procedia-Soci Behavio 

Sci, 117, 482-487. 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

196 | P a g e  

ISBN: 978-81-952307-5-4 
 

9. Leung, C. K., & Joseph, K. W. (2014). Sports data mining: predicting results for the college 

football games. Procedia Computer Science, 35, 710-719. 

10. Tilp, M., & Schrapf, N. (2015). Analysis of tactical defensive behavior in team handball by means 

of artificial neural networks. IFAC-PapersOnLine, 28(1), 784-5. 

11. Madhavan, V. (2016). Predicting NBA Game Outcomes with Hidden Markov Models. Berkeley 

University. 

12. Fan, Z., Kuang, Y., & Lin, X. (2013). Chess game result prediction system. CS 229 Machine 

Learning Project Report, Stanford University CS, (1), 1-5. 

13. Baio, G., & Blangiardo, M. (2010). Bayesian hierarchical model for the prediction of football 

results. Journal of Applied Statistics, 37(2), 253-264. 

14. Rigby, M., Anthonisen, M., Chua, X. Y., Kaplan, A., Fournier, A. E., & Grütter, P. (2019). 

Building an artificial neural network with neurons. AIP Advances, 9(7), 075009. 

15. Maier, K. D., Wank, V., Bartonietz, K., & Blickhan, R. (2000). Neural network based models of 

javelin flight: prediction of flight distances and optimal release parameters. Sports 

Engineering, 3(1), 57-63. 

16. Maszczyk, A., Roczniok, R., Czuba, M., Zajαc, A., Waśkiewicz, Z., Mikołajec, K., & Stanula, A. 

(2012). Application of regression and neural models to predict competitive swimming 

performance. Perceptual and Motor Skills, 114(2), 610-626. 

17. Ruan, D., & Ruan, D. (2010). Computational intelligence in complex decision systems (Vol. 2). 

Atlantis Press. 

18. Nigsch, F., Bender, A., Jenkins, J. L., & Mitchell, J. B. (2008). Ligand-target prediction using 

Winnow and naive Bayesian algorithms and the implications of overall performance 

statistics. Journal of chemical information and modeling, 48(12), 2313-2325. 

19. Korb, K. B., & Nicholson, A. E. (2010). Bayesian artificial intelligence. CRC press. 

20. Rue, H., & Salvesen, O. (2000). Prediction and retrospective analysis of soccer matches in a 

league. Journal of the Royal Statistical Society: Series D (The Statistician), 49(3), 399-418. 

21. Delen, D., Cogdell, D., & Kasap, N. (2012). A comparative analysis of data mining methods in 

predicting NCAA bowl outcomes. International Journal of Forecasting, 28(2), 543-552. 

22. Murphy, K. P. (2012). Machine learning: a probabilistic perspective. MIT press. 

23. Keselj, V. (2009). Speech and Language Processing Daniel Jurafsky and James H. Martin 

(Stanford University and University of Colorado at Boulder) Pearson Prentice Hall, 2009, xxxi+ 

988 pp; hardbound, ISBN 978-0-13-187321-6, $115.00. 

24. Noguchi, H., Kato, R., Hanai, T., Matsubara, Y., Honda, H., Brusic, V., & Kobayashi, T. (2002). 

Hidden Markov model-based prediction of antigenic peptides that interact with MHC class II 

molecules. Journal of bioscience and bioengineering, 94(3),264-270. 

25. Claudino, J. G., de Oliveira Capanema, D., de Souza, T. V., Serrão, J. C., Pereira, A. C. M., & 

Nassis, G. P. (2019). Current approaches to the use of artificial intelligence for injury risk 

assessment and performance prediction in team sports: a systematic review. Sports medicine-

open, 5(1), 1-12. 

 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

197 | P a g e  

ISBN: 978-81-952307-5-4 

 

Image Forgery Detection using AlexNet Model and 

Random Forest Machine Learning Algorithm 

Amit Doegar
1
, Maitreyee Dutta

1
 and Gaurav Kumar

2
 

1
Department of Computer Science and Engineering, NITTTR, Chandigarh,160019, India 

2
Magma Research and Consultancy Services, Ambala, 133006, India 

 

Abstract. Image Forgery Detection is one of the immense and powerful technique to find any 

alteration in the information of the digital images. Due to large internet-based services and online 

platforms digital images play a vital role in information dissemination. Fake images and tampered 

images may misguide and change the opinion of the public, thus detection of forgery in digital images 

becomes significant. To achieve this efficient and effective deep learning based AlexNet model has 

been utilized on publicly available benchmark dataset MICC-F220, as compared to the existing state-

of-the-art approaches. The experiment result shows that AlexNet model’s  based  proposed approach  

with deep features and Random Forest Machine Learning Algorithm  has achieved  an accuracy of 

91.81% . 

 

Keywords: Image Forgery, Deep Learning, Random Forest, AlexNet Model 

 

1 Introduction 

 Digital images play a vital role in information dissemination in the present era where every 

organization has moved their services online for access 24/7 to grow revenue and business. 

Image forgery detection approach detects  whether the image is manipulated or not  

[1][2][3][4] . To detect whether the given image is forged or not an adequate number of 

features are required.  Features based on deep learning models are effective features to 

classify the category of the image, due to the fact that existing approaches for feature 

extraction are based on handcraft features or feature engineering and are not invariant to 

various types of transformations, geometrical and post-processing operations. Moreover, 

feature engineering and feature extraction are key and time-consuming. Deep Learning can 

learn appropriate features by themselves automatically [5][6] whereas designing of features 

through feature engineering or manually is extremely hard. Nowadays deep learning based 

applications are widely being used in computer vision and digital image processing [7][8]. 

The techniques on the forgery evaluation in the images by different researchers are classified 

into the passive and active  approaches [2][3][5][9] as shown in Figure 1.  

 
Fig. 1.  Approaches for Image Forgery Detection 

 

In active approaches, images must be pre-embed either with watermarking ordigital 

signature, whereas in passive approaches no pre-embed information is required in the image. 
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The key goal of this manuscript is to perform the process for detection of image forgery using 

deep learning based features and machine learning approach. The approach is based on pre-

trained existing AlexNet Architecture on the benchmark dataset MICC-F220 [10] which is  

publicly available and comprises of 220 images, 110 forged images and 110 non forged 

images. 

In the recent years, advances in deep learning [11][12][13] , more concretely convolutional 

neural networks progressing at a dramatic pace. The architecture of a deep learning model 

determines the number of layers it has and connected to each other. Selection of good 

architecture is important for successful learning with a deep learning model. For our main 

training tasks, we have used the pre-trained deep learning based AlexNet architecture. The 

network contains learnable parameters with multiple layers as shown in Table 1. 

The concept of the AlexNet model was proposed by  [14][15]. The AlexNet model consists 

of 25 layers. Table 1 shows the AlexNet model layers along with a description. The main 

layers of the AlexNet model are convolutional, pooling, fully connected and softmax along 

with activation function ReLU.   

Table 1 - AlexNet Model Layers and Description 

Layer 

No. 

Layer Description 

1.  Input Layer 227x227x3 first layer size  

2.  Convolution Layer 1 96 filters of size 11x11x3 at stride 4 with pad 0 

3.  ReLU activation function with rectified linear units 

4.  Normalization normalization layer with cross channel 

5.  Max Pooling  stride 2  with  3x3 filter 

6.  Convolution Layer 2 256 filters of size 5x5 at stride 2 with pad 2 

7.  ReLU activation function with rectified linear units 

8.  Normalization cross channel normalization layer 

9.  Max Pooling stride 2  with  3x3 filter 

10.  Convolution Layer 3  stride 1 with pad 1 and 384 filters of size 3x3 

11.  ReLU activation function with rectified linear units 

12.  Convolution Layer 4 stride 1 with pad 1 and 384 filters of size 3x3 

https://www.zotero.org/google-docs/?eTQ5Uj
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13.  ReLU activation function with rectified linear units 

14.  Convolution Layer 5 stride 1 with pad 1 and 256 filters of size 3x3 

15.  ReLU activation function with rectified linear units 

16.  Max Pooling stride 2  with  3x3 filter 

17.  Fully Connected (fc6) fully connected layer 

18.  ReLU activation function with rectified linear units 

19.  Dropout dropout with 50% 

20.  Fully Connected (fc7) fully connected layer 

21.  ReLU activation function with rectified linear units 

22.  Dropout dropout with 50% 

23.  Fully Connected (fc8) fully connected layer 

24.  Softmax softmax layer 

25.  Classification Output   output classified  1000 classes 

 

AlexNet model used the activation function as ReLU a  which is non-saturating, and  

training performance is improved over sigmoid and tanh activation functions.  This paper is 

organized as follows. Section 2 contains the related work, section 3 introduces the proposed 

method, in section 4 the proposed model is implemented, section 5 is about results, 

comparison with existing approaches, discussion and finally a conclusion. 

 

2 Related Work 

Most existing methods in the literature use the extraction of explicit features, including 

statistical based, geometrical based, wavelet-based, block based, keypoint based, 

transformations based, texture based and so on. Most of the methods require hand-crafted or 

feature engineering. Most of the features have good results but are not invariant to different 

types of geometrical operations and less robust to various types of image forgery operations. 

Various researchers utilized machine learning and deep learning based approaches to improve 

the accuracy of image forgery detection[11][16][17][18]. Amerini et al. [10] proposed 
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approach for image forgery detection  using Scale Invariant Features Transform( SIFT)  

features for the dataset MICC-F220 and MICC-F2000 and able to deal with affine geometric 

transformations. The False Positive Rate (FPR) and True Positive Rate (TPR) achieved is 8% 

and 100% respectively.  Mishra et al. [19] proposed  an image forgery detection approach 

using hierarchical agglomerative clustering (HAC)  and speeded up robust features (SURF)  

for the dataset MICC-F220. Fridrich [4] approach used for each block is based on discrete 

cosine transform (DCT) features and through lexicographical sorting of block-wise DCT 

coefficients forgery of the image is detected. This approach is only able to identify forgery 

with small variations in scaling and rotation. Popescu and Farid [25],applied PCA on image 

blocks to reduce the dimension space and performed lexicographical sorting. 

Diaa M et al. [20] proposed image forgery detection approach based on combined features 

of Hessian points and a center-symmetric local binary pattern (CSLBP), which makes the 

features invariant to scale, translation and illumination, but not invariant under blur 

degradations. FPR and TPR obtained are 8% and 92% respectively. 

 D.M. Uliyan et al. [21] proposed an image forgery detection approach based on  Gabor 

and Fourier texture features and robust to blur artifacts using two datasets, namely MICC-

F220 and Image data manipulation. FPR and TPR obtained are 2.86% and 96.5% 

respectively. 

Hakimi et al. [22] proposed splicing detection methods based on LBP, PCA and SVM. In 

the proposed method, primarily the RGB image was converted into YCbCr color space and 

16×16 non-overlapping blocks were formed on the basis of chrominance components.  

The features were extracted using LBP and DWT on all the blocks and subsequently PCA 

was also applied to increase the efficiency of the algorithm and these features were given as 

input to SVM for classification.  

Chen et al. [23] proposed the modified version of CNN to detect cut and paste forgery. A 

filter layer was added before the first convolutional layer to take an image as its input and 

output the Median Filtering Residual (MFR) of the image. The proposed method learned 

hierarchical features representation automatically with low false rate and high detection rate.  

Yuan Rao and Ni [11] to detect copy-move and splicing forgeries used  hierarchical feature 

representations learning model. J. Zhang et al. [17]proposed CNN based models  namely 

Siamese and pseudo-siamese to detect copy-move forgery.Y. Zhang et al. [16] presented the 

two-stage deep learning approach using the Stacked Autoencoder (SAE) model for the 

detection of forged images.  

Chen et al. [23]presented the image splicing detection using Camera Response Function 

and deep learning. The CNN model was trained on edge patches of authentic image and the 

forged image. The edge patches were extracted from the image and then the features were 

extracted from these patches and classified using CNN to localize the region for splicing. 

 Zhou et al. [24] to detect image forgery presented the CNN model with a blocking 

strategy. Firstly, the image was divided into blocks using tight blocking and marginal 

blocking. Then, the blocks were inputted into the rich model Convolutional Neural Network 

(rCNN), at last, the pooling was performed, followed by the SVM classifier.  

3 Methodology 

The proposed approach has been implemented to detect and recognize whether the digital 

image under investigation is forged or not using the deep learning  based pre-trained AlexNet 
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model [14][15]on the publicly available benchmark MICC-F220 dataset images [10]. It is 

observed that the performance of the deep learning features based on the AlexNet model is 

quite satisfactory. In this approach, a number of inputs corresponds to the number of images 

to perform on pre-trained AlexNet based convolutional operations and pooling with Relu 

activation function to extract the deep features. Random Forest machine learning based 

classifier is trained with the extracted deep features from the pre-trained AlexNet model and 

compared the result with the six different state-of-the-art approaches for the MICC-F220 

dataset. In this experiment publicly available MICC-F220 dataset has been used for image 

level forgery detection. Labels are marked manually.  The images of the dataset are pre-

processed and resized to 227x227 as per the first input layer of the AlexNet model and 

features get extracted from the fully connected f7 layer. To reduce the effect of random 

samples and to avoid the problem of overfitting for the deep features, the accuracy is 

computed with a 5 fold cross-validation approach over the images in the dataset. 

 

4  Experimental Setup 

This section presents the implementation of the proposed approach using the hardware as 

Intel(R) Core™ i7-5500U CPU with 2.40 GHz, 16 GB RAM and software as Ubuntu 16.04 

with Matlab release R2018a and also compares the proposed approach with the existing state-

of-the-art approaches.  

4.1 Dataset  

In this section, MICC-F220 [10] publicly available benchmark dataset is used for the 

experimental result. This dataset consists of 110 non-forged and 110 forged with 3 channels 

i.e. color images of size 722 × 480 to 800 × 600 pixels with 10 different combinations of 

geometrical and transformations attacks to the original image as shown in Fig. 2. and Fig. 3. 

This dataset is used for the detection of forged images where copy-move or cloned forgery is 

carried out. 

4.2 Random Forest Machine Learning Algorithm 

Random Forest machine learning algorithm is used as a classifier. Random Forest is 

popular and efficient for binary classification. The proposed approach’s performance is 

evaluated at image level by calculating the performance metrics as Precision, False Positive 

Rate (FPR), Recall also known as True Positive Rate (TPR), F-measure and Accuracy along 

with the execution time. 

 

 

 
Fig. 2 -  original image 
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Fig. 3.  10 different combinations of geometrical and transformations attacks 

 

4.3 Proposed Approach 

In two stages the proposed approach is carried out, one involves the extraction of AlexNet 

based deep learning model and second is to train the Random Forest classifier to detect 

whether the given image is forged or not. The proposed approach as shownin the flow 

diagram as in Fig. 4.  

 



International Conference on Edge, IoT and Social Computing for Digital Villages-2021 

203 | P a g e  

ISBN: 978-81-952307-5-4 

 

 
Fig. 4.  Block diagram to train the AlexNet Model based deep features with random forest 

machine leaning algorithm 

 

5        Results and Discussion 

There are various evaluation criteria to find out the accuracy of the experimental results.  

The performance metrics of the pre-trained deep learning based AlexNet model’s deep 

features using random forest machinelearning algorithm is evaluated using the confusion 

matrix as shown in Table 2 and Table 3. The metrics calculated are false positive rate, true 

positive rate (recall), accuracy,precision, f-measure and execution time. 

Table 2 – Confusion Matrix 

Actual 

Images 

Predicted 

 Forged 

Predicted 

 Non-Forged 

Forged TPn FNn 

Non-

Forged 

FPn TNn 
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TPn -    Forged Image detected as forged 

FNn -    Forged Image detected as non-forged 

FPn -     Non-Forged Image detected as forged 

TNn -    Non-Forged Image detected as non-forged 

 

False Positive Rate (FPRn) = FPn/(FPn+TNn)   (1)  

True Positive Rate (TPRn) or Recall   =  TPn/(TPn+FNn)  (2) 

Precision  =  TPn/(TPn+FPn)     (3) 

F-Measure = 2 * ((Precision x Recall) / (Precision + Recall))  (4) 

Accuracy = (TPn+TNn)/(TPn+TNn+FPn+FNn)    (5) 

 

Table 3 - Confusion Matrix for the Test Data Set 

Test Dataset Forged 

Predicte

d 

Non-

Forged 

Predicte

d 

Accur

acy 

Forged   50%  0%  

91.81

% Non-Forged  8.18%  41.82% 

 

It is observed that with MICC-F220 dataset the accuracy is 91.81% with Recall or TPR 

rate is 100%, Precision is 83.63%, F-measure is 92.43% and the average execution time for 

the approach is 1.82 seconds. Proposed approach is also compared with the state-of-the-art 

approaches for the MICC-F220 dataset is given as per the Table 4. 

Table 4:  Comparison of the proposed approach with the state-of-the-art approaches 

Approach TPR, % FPR, % Time, s 

Amerini et al. [10] 100 8 4.94 

Mishra et al. [19] 73.64 3.64 2.85 

Fridrich et al. [4] 89 84 294.69 

Popescu and Farid [25] 87 86 70.97 

Diaa M. Uliyan et al [20] 92 8 NA 

D.M. Uliyan et al. [21] 96.5 2.86 NA 

Proposed Approach 100 16.36 1.82 
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The performance of forgery detection approach is evaluated at the image level. The error is 

measured by FPRn where some non-forged images are detected as forged and TPRn where 

the forged image is detected as forged. 

 

6 Conclusions 

This paper proposed an image forgery detection with the extraction of deepfeatures using a 

deep learning based pre-trained AlexNet model, without investing much time in training. The 

proposed approach also exploits the Random Forest as a classifier. Accuracy of image 

forgery detection achieved is 91.81%. In this paper, MICC-F220 dataset comprising 220 

images of forged and non-forged images are classified using Random Forest machine 

learning algorithm. Pre-trained AlexNet based model performance with extraction of deep 

features is quite satisfactory, even in the presence of rotational and geometrical 

transformation and also compared the results with the existing state-of-the-art approaches. In 

the future, we plan to work on various benchmark image forgery datasets and to compare the 

performance with the existing approaches. 
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Abstract: Object-oriented programming languages are rich in features that can be incorporated in 

software development for service computing. Multiple inheritance increases power for code reuse and 

migration. But many programming languages exclude this feature since it comes with various 

complications. The need for implementing multiple inheritances becomes necessary for migrating legacy 

software code into modern language code, particularly when C++ source code is to be converted into 

Java for portability and readability purposes. Java does not support multiple inheritances using class. In 

this paper, various alternatives to implement multiple inheritances are compared and analyzed. This 

paper attempts to find the best strategy for implementing multiple inheritance without ambiguity in Java 

so that it can be used in code migration for providing Intelligent Service computing. This paper focuses 

on the object-based inheritance to achieve intelligent service computing by implementing delegation into 

an object-oriented system. Such code migration will successfully put into operation all the benefits of 

multiple inheritance to enhance service computing. 

 

Keywords: Object-based inheritance; Delegation; Code Migration; Multiple inheritance; service 

Computing; Language extension for Java; API simulation; 

1. Introduction 

Service computing in present scenerio is desired to connect information technology and industry 

/ business services in an intelligent manner that could facilitate innovation with code migration. 

Inheritance is the powerful object-oriented feature as it meets software engineering requirements 

as reusability. Class specialization hierarchy of single inheritance is a tree or a relatively simple 

forest but when a class has more than one super classes, then class specialization hierarchy will 

be converted into a graph (DAG, i.e., Directed Acyclic Graph) that is complicated as conflicts 

may occur, that makes the behavior hard to specify. For these reasons, much object-oriented 

community has started eliminating this feature in their languages. For example, Smalltalk is a 

pure single inheritance language and has dynamic typing as a key feature. C++, Eiffel or Clos, 

Scala, OCaml, Perl 6, Python propose full multiple inheritance. Java does not support multiple 

inheritance using classes. Java uses subtyping mechanism i.e. Interfaces to implement Multiple 

Inheritance. It uses single inheritance with multiple subtyping as implementing multiple 

inheritance is allowed in Java. The need for implementing multiple inheritance is felt by the 
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programmers of languages that support single subtyping to increase reusability which gives rise 

to a long-lasting debate. Multiple Inheritance has major drawbacks includes naming conflict, 

programmers have to resolve it explicitly or ignore it. But it also has benefits such as Mixin 

inheritance, Multiple subtyping, pairing interfaces, and implementation, Multiple specializations. 

This paper discusses drawback and benefits of Multiple Inheritance and also talk about various 

alternative strategies exists that claims to remove all the deficiencies of multiple inheritance such 

as name conflict etc. and provide an efficient alternative of implementing multiple inheritance 

using classes. This paper compares and contrasts between these existed strategies and then finds 

the best strategy out of it. This paper attempts to extend our previous work by finding the 

solution of translating unsupported features from C++ source code to Java such that readability is 

preserved so that we can create portable applications later. Here In our proposed system, we are 

trying to implement multiple inheritance in Java using classes or looking for some alternative 

approach that will give us the same outcome without sacrificing readability. 

 The paragraphs continue from here and are only separated by headings, subheadings, images 

and formulae. The section headings are arranged by numbers, bold and 10 pt. Here follows 

further instructions for authors. 

1.1. Possible benefits of multiple inheritance 

Beside many debates against multiple inheritance, this feature is still generally considered to 

be useful in the languages that use it and frequently requested features in languages that don't 

have it. Language programmers are looking for the implementation of such features without 

conflicts or looking for some similar alternative that can be used as a language extension. One 

such alternative to implementing multiple inheritance using classes is to write a code to delegate 

messages to an instantiated object. 

1.1.1. Multiple specializations 

Beside many debates against multiple inheritance, this feature is still generally considered to 

be useful in the languages that use it and frequently requested features in languages that don't 

have it. Language programmers are looking for the implementation of such features without 

conflicts or looking for some similar alternative that can be used as a language extension. One 

such alternative to implementing multiple inheritance using classes is to write a code to delegate 

messages to an instantiated object.  

1.1.2. Mixin inheritance 

Multiple inheritance makes it easier to compose classes from small mixin base classes that 

implement functionality and have properties to remember state. When done right, you can get a 

lot of reuse of small code without having to copy-and-paste similar code to implement interfaces. 

Mixin allows programmers to provide highly reusable modular components. 

1.1.3. Multiple subtyping 

Polymorphism inclusion is another advantage that is enhanced by multiple subtyping. 
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1.1.4. Pairing interfaces and implementation 

It is a good idea to separate subtype mechanism (e.g. interfaces) from subclass mechanism 

(e.g. implementation or class implementation or inheritance) as this separation enables 

reusability. However, sometimes it is necessary to combine these two mechanisms to provide a 

concrete object with a suitable type. Java is an application of such a combined mechanism where 

interfaces are combined with implementation, although the only single implementation is 

inherited by a class.  

1.2. Drawbacks of multiple inheritance 

Class-based object-oriented languages include Eiffel and C++ uses multiple inheritance as a 

reusability feature. Although its appeal is not universal as other object-oriented programming 

languages such a Java, Modula-3, and Objective C has excluded multiple inheritance as it creates 

complexity to the languages. Naming conflict, i.e., handling methods of the same signature 

inherited from multiple super classes is a common problem phased while implementing multiple 

inheritance. There are three ways to solve this name conflict problem which are as follows:- 

1.2.1. Implicit resolution 

Linearization technique is used for the resolution of name conflicts by many object-oriented 

languages such as Python, object-oriented Lisp dialects, CLOS. The approach is to reduce the 

inheritance graph into a flat list by applying the preorder traversal of inheritance tree.  

1.2.2. Explicit resolution 

In this type of resolution, the programmer makes some changes in the code to resolve conflict 

explicitly. These changes may vary from language to language. For example, Eiffel uses the 

renaming mechanism by renaming functions with the same signature to remove ambiguity. In 

contrast, C++ allows the programmer to make changes only in the method call by explicitly 

mention the base class name with the function call. 

1.2.3. No resolution 

Naming conflicts are ignored at all. These changes may vary from language to language. For 

example, Eiffel uses the renaming mechanism by renaming functions with the same signature to 

remove ambiguity. In contrast, C++ allows the programmer to make changes only in the method 

call by explicitly mention the base class name with the function call. 

 After the linearization of the inheritance tree, there is no way to reflect the real super class of 

a class as instead of passing the message back to the intended programmer, a class may pass it 

back to a different super class. 

 On the other hand, the explicit resolution of name conflict poses a burden on the 

programmers. Name conflict creates another problem that method with the same signature can be 

inherited but both have different meanings and refers to different conceptual operations. 

Although name conflict still considered as the controversial topic of the debate and solutions 

related to this problem are not able to avoid criticism completely. Multiple inheritance has 
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another drawback is that some programmers use it in unpleasant, inappropriately and an unclear 

manner which results in overuse of multiple inheritance. Thus multiple inheritance creates a lot 

of complexity to object-oriented paradigm and both language designers and end-user are also 

jumbled up while implementing this feature in a language.  

1.3. Interfaces for implementing multiple inheritance: Limitations 

Many object-oriented language designers chose to exclude multiple inheritance and use 

interface as they claim it offers all the desirable features of multiple inheritance without any 

drawbacks.  Java interfaces offer only multiple interfaces with single implementations. However, 

avoid most of the problems related to multiple inheritance but eliminate most important features 

such as multiple specializations and mixin inheritance. Java does not support multiple 

implementations for mapping with interfaces without sub classing in the same object. To achieve 

sub classing mechanism programmers write code to delegates explicitly. For increase software 

reuse, the sub classing and subtyping mechanism should encourage separation. Java interfaces 

are a pure multiple subtyping mechanism but it's not sufficient to replace multiple inheritance. 

To achieve intelligent service computing through desirable benefits of multiple inheritance in a 

language, a single inheritance based object-oriented language or automatic delegation is needed 

to implement sub classing mechanism without subtyping and interfaces as multiple subtyping 

mechanisms both encourage separation. 

1.4. Object-based Inheritance:(delegation) 

Delegation is a prototype-based programming focus on working with concrete objects instead 

of abstract classes. It replaces static class-based inheritance with dynamic object-based 

inheritance, i.e., delegation which helps in code reuse and provides flexibility. Many single 

inheritance-based object-oriented languages demand the simulation of dynamic delegation in 

their traditional class-based system to achieve code reuse features and other benefits of the 

subclassing mechanism. This class free(prototype-based) object model called delegation was 

introduced by Lieberman H et al. [18]. Kniesel G. [15,16] uses the parent-child concept where an 

object called a child and may have modifiable references to other objects called its parents. 

Automatic message forwarding happens between child its parents it's like asking another object 

to send a message on behalf of the message receiver. Delegation is a language concept in which 

one object writes one message with the same signature as the method that contains it and sends it 

to an object referenced by an instance variable. This technique is also known as explicit 

resending and this is the base of all API level simulations of delegation. 

2. Related work 

Past researches on the implementation of an alternative approach to multiple inheritance give 

rise to many new ideas and concepts. Thirunarayan K et al. [26] suggested for the banning of 

multiple inheritance of classes and allow to use an alternative as Lava which is the Java 

extension for type-safe automatic forwarding. The implementation of multiple inheritance gives 

language more benefits. For this purpose, Ducournau R et al. [9] has proposed a metamodel that 
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separates properties of data from implementations details to distinguish between syntactic and 

semantic conflicts. It also poses some extension on linearization approaches. Jamie system 

proposed by Viega J et al. [27] which is used as an extension to Java that is based on the concept 

of automated delegation. Kniesel G. [15,16] explores why standard API for delegation proposed 

by JavaSoft was failed and focus on the implementation of dynamic delegation.  

Dovland J et al. [8] suggested using lazy behavioral subtyping as it is less restrictive compared 

to behavioral subtyping and fits well with multiple inheritance. Crespo Y et al. [6] introduced the 

idea of transforming multiple inheritance hierarchy into a single inheritance hierarchy or an 

equivalent model. Ostermann K et al. [20] paper is based on the combination of individual 

composition properties and suggested Latte Macchiatos for Java implementation of compound 

reference. Bergstein PL et al. [2] proposed the idea of how an optimal class dictionary can be 

learned by expanding a class organization incrementally. Suri D. et al. [24] proposed an object-

oriented information system based on the PopRank model to provide a reusable object-oriented 

framework and powerful query capability that can be applied in an object-oriented class-based 

programming paradigm. Dhuria S. et al. [7] introduced NLP and ontology cluster algorithm used 

to filter unstructured datasets by applying data mining techniques which results in accurate,  

optimized search output and helps in fast bidirectional message retrieval.  

Simons AJ et al [23] developed a flexible explicit name resolution model for multiple 

inheritance after comparing the existing programming model. Attali I et al. [1] introduced Smart 

tools that provide a structure editor and semantic tools that help in designing a software 

development environment for programming languages. Zólyomi I et al. [28] proposed tool for 

dynamic binding and polymorphism inclusion and a framework that uses template 

metaprogramming to handle collaborating groups of classes. Ducournau R et al. [10] suggested 

the efficient use of programming techniques such as using hashing while implementing features 

such as Java and .NET interfaces. Pedersen CH et al. [21]  proposed the idea of supporting 

generalization in addition to specialization without changing the simple conformance rules or 

introducing the name conflict will help in improving reusability. Cook WR et al. [5] proposed 

the introduction of polymorphism into the typing of inheritance. Cartwright R et al.[4] uses the 

Liskov substitution principle and subtyping should use a static check to support contract 

preservation(CP) property.  

Fritzson P et al. [13] proposed a language named Modelica which has a multimodal capability 

that unifies multiple inheritance and templates within a single class construct. Millstein T et al. 

[19] proposed the idea of classless object-oriented language and first-class generic functions used 

with multi-methods that are symmetric by nature and define separately type-checked modules. 

Sane A et al. [22] proposed subclassing, composition, delegation, and generosity techniques to 

construct complex state machines used by the large system by modifying and combining simple 

state machines incrementally. Taivalsaari A. [25] proposed a brief description of inheritance 

model in different object-oriented programming languages. Kniesel G. [17] proposed how to 

integrate delegation in object-oriented class-based system keeping type safety intact which is a 

complement to purely forwarding-based object composition.  
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3. Gaps in related work 

After a comparative analysis, it is found that passed pointer may also be an acceptable 

candidate for standard API simulation but all the proposed API level simulations are just a viable 

compromise since many of the proposed simulations are not faithful.  

Table1. Comparative analysis of delegation approaches. 

Delegation 

techniques 

Automatic 

delegation 

Multiple 

delegators 

per 

delegatee  

Recursive 

delegation 

Type 

safety 

Run time 

costs and 

simulation 

cost 

Architecture 

Stored 

pointer 

model 

No No No No Yes API simulation 

Passed 

pointer 

model 

No Yes Yes No No API simulation 

Lava Yes Yes Yes No No Language 

extension 

Jamie Yes Yes Yes No No Language 

extension 

Although Jamie and Lava as a Java language extension have resolved most of the problems by 

offering automatic delegation and programmers are free from the manual workload. Jamie tried 

to implement automatic delegation with multiple subtyping mechanisms, i.e., interfaces with 

single inheritance, however, most of the problems are still unsolved. Some recent theoretical 

papers written by Cardelli L et al.[3], Fisher K et al.[11,12] claim that typesafe combination of 

subtyping with delegation is impossible. Table1 shows a comparative analysis of various 

delegation techniques. 

4. Challenges 

Multiple inheritance is very controversial and at the same time very useful feature. It poses the 

following challenges while implementing in Java for service computing: 

 The interface is the alternative to multiple inheritance which is subtyping mechanism and 

combine single inheritance. This existing feature may allow forwarding messages using a 

delegation mechanism or combine both subclassing and subtyping efficiently. 

 API simulation implementation. 

 Language extension for java. 

 Converting multiple inheritance models into a single inheritance model. 

 Finding the best strategy existed or can we create a new solution for it. 

5. Comparative analysis of various implementation approaches for delegation 

In class-based object-oriented languages, Object-based Inheritance, i.e., delegation is an 

effective substitute for multiple inheritance for intelligent service computing. The 

implementation strategy for delegation is shown in Fig. 1. 
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Fig.1. Techniques to implement delegation. 

5.1. API Simulation 

To provide a faithful simulation in class-based object-oriented languages we need to look at 

the two alternative classes of simulation approaches. These are as follows:- 

5.1.1. Stored pointer model 

It is the way for simulating the treatment of self by explicitly store a reference to the delegator 

(self) in the delegatee. This approach is applicable in some restricted application scenario as 

explained below:- 

 When delegatees are mutually exclusive that means there must be one delegator per 

delegatee and non-sharable delegatees. With multiple delegators, we are not able to 

identify that which delegator is self until this information is passed as a message argument. 

But Storing delegates doesn't make any sense if we need to pass self-information as 

argument explicitly. 

 Non-recursive delegation means Initially message is received by the delegator. 

5.1.1.1.  API simulation requirements by Kniesel G. [14,15] :-   

 It is the way for simulating the treatment of self by explicitly store a reference to the 

delegator (self) in the delegatee. This approach is applicable in some restricted 

application scenario.  The information about self, the initial receiver of a delegated 

message, must be propagated to delegatee objects. 

 All messages otherwise sent to this in delegatees have to be redirected to self, to give 

delegator objects a chance to override methods of delegatee objects.  

 The static type of safety must be guaranteed. 

5.1.2. Passed pointer model 

In the stored pointer model explained above, delegatees do not store self-information so as a 

solution a method needs to be extended by passing the delegator (self) references as 'sSelf' 

argument explicitly. 
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5.1.2.1. API simulation by Kniesel G. [14,15]:-  

 No modification must be done to delegator class and their subclasses while adding 

methods to delegatee class.  

 The simulation must be independent of class structure or object-level delegation 

hierarchy. e.g., a fixed number of delegators will share a delegatee object. 

 No recursive delegation or only a few classes will use as delegatees. 

5.1.2.2. Advantages of the Passed pointer model  

 This model works well for shared delegatees. 

 Recursive delegation is possible in this model. 

5.2. Language extension implementation 

5.2.1. Lava: Java with Delegation 

Lava is an extension of Java with dynamic delegation. Language level implementation of 

delegation reduces the cost of using delegation by adding the keyword delegatee to a variable 

declaration in the class named delegator. In Lava, programmers manual burden reduces as 

follows:-  

 No need to forward method explicitly. No typecasting of methods required. 

 No need to manually declare and write an interface definition. 

 No prediction of using a class as a delegatee. 

 It avoids accidental overriding of methods. 

 To become delegatee, no need to rewrite the existing classes.  

     Implementing delegation as language extension has eliminated all the manual simulation 

and now is used as a part of a language thereby making it simple to use. The delegation now used 

as part of language so many manual works now done automatically. 'For example', the 

Forwarding method is now generated automatically, Self and type methods handled correctly. 

The impossible combination of delegation and subtyping are briefly explained by Kniesel 

G.[14,15]. 

5.2.2. Jamie: Automatic delegation for Java 

Jamie is an open-source preprocessor used as a Java language extension to support delegation 

in java directly. Jamie is implemented using a parser generator called Antlr LL(k) which takes 

java reflection and Java grammar as input. Jamie files that contain delegation code are saved 

with .jam extension which further gets processed when executed and converted into a file with 

.java extension. Here programmer does not require to manually write the delegation code 

because Jamie made it automatic. The programmer just needs to declare that he would like to 

forward a message that is it.   

General rules for declaring forwarding function in Java. 

class subclass_name extends superclass_name forwards interface_name  to 

variableName_toHandleMethod 
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implements interface_name 

{ 

type_of_ variable  variableName; 

subclass_name() 

{ 

variableNamw= new type_of_variable(); 

} // rest class body if any 

} 

Jamie starts to avoid method override by using without keyword (works like a virtual base 

class in c++) to resolve name conflict that occurs when two delegates inherit from the same 

superclass or interface. Such name clashes are fairly common in Java since all classes in Java 

inherit from the object type. So the programmer should instantiate delegation at their 

convenience and delegate without delegating to methods from objects to avoid manual work. 

Forwarding functions will be generated only to the public and default access methods as they are 

visible to the delegating object. it would not be generated for the private and protected methods 

of the delegate.  

 It is possible to forward multiple delegates to Jamie. 

 

class subclass_name  extends superclass_name  forwards interface_name_1  to 

variableName_1_toHandleMethod, 

forwards interface_name_2  to variableName_2_toHandleMethod 

 

....... 

 

forwards interface_name_n  to variableName_n_toHandleMethod 

implementsinterface_name_1, interface_name_2,....interface_name_n 

{ 

type_of_ variable_1 variableName_1; 

type_of_ variable_2 variableName_2; 

... 

type_of_ variable_n variableName_n; 

 

} 

5.2.2.1. Design issues 

Jamie has the following drawbacks:-  

 For subclassing language would sometimes use a variable modifier and sometimes use 

the inheritance clause, this creates a large irregularity in the language.  

 The random huge separation of subclassing details inside a single class. 

 without clause creates irregularities of syntax for variable declaration. 
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 Delegating to an inherited final variable without aliasing is not possible by programmers.  

 

Presently, Jamie only able to forward methods, not variables, although its developer claims 

that it could forward variable also but does not do so for two reasons as follows:-  

 Jamie is used as a complement to Java's Interface which doesn't specify a variable.  

 Preprocessors could not implement such features transparently and efficiently.  

 Jamie is just a working proof of how to develop the implementation subclassing concept 

with interfaces in java. 

5.3. Simulation or language extension 

Lava architecture seems to overcome all of the problems of API-level simulations. Lava is 

generally applicable as it can implement both static and dynamic delegations, sequential or 

concurrent execution, recursive or simple delegations, transient or persistent delegators, mutually 

exclusive or shared delegatee can be implemented without any conflict. The Language extension 

encourages maximal reuse and extensibility thus minimizes the workload of programmers as 

well as maintains well-defined semantics. For commercial language production, the efficiency of 

prototypical implementation is considered as the topic of debate and is unacceptable universally. 

6. Conclusion 

In this paper, the best strategy to implement delegation in object-based programming 

languages such as Java is proposed so that it can implemented for migrating C++ source code 

into Java such that readability is preserved and all unsupported features are appropriately 

substituted for providing intelligent service computing. Here we are looking for an effective 

alternative that compensates all the benefits of multiple inheritances in Java. In this paper, a 

comparative analysis of strategies used previously to implement Object-based Inheritance is 

highlighted.  The standard conversion is also a relevant point of consideration since different 

components of service computing are made with different conventions and may not be deployed 

together. By analysis of object-based inheritance, it is concluded that language extension is a 

more efficient way to implement delegation than API level simulation. 
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