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ABSTRACT:

Mobile security, or more specifically mobile device security, has become increasingly important in mobile
computing. Of particular concern is the security of personal and business information now stored
on Smartphone. More and more users and businesses use smartphones to communicate, but also to plan and
organize their users' work and also private life. In this paper we bring the survey of Smartphone user in india,
also bring the concept of Encryption and Data Vulnerability in India. The crypto wars in India may have
lessons to learn from the conflict between Silicon Valley and the United States government. Still, there are many
uniqgue considerations that Indian policymakers must keep in mind. In this paper we concluded that while
studying a regulatory framework for encryption it is necessary that we identify the lens through which
encryption is looked at i.e. whether encryption is considered as a means of information security or a threat to

national security.
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I. INTRODUCTION

The concept of efficiency and optimization work that is accommodated in a single device, indirectly alter
people’s behavior toward smartphones from needs becoming dependency. The new 2018 Global Digital suite
reports from We AreSocial and Hootsuitereveals that there are now more than 4 billion people around the world
using the internet.Well over half of the world’s population is now online, with the latest data showing that
nearly a quarter of a billion new users came online for the first time in 2017. Africa has seen the fastest growth
rates, with the number of internet users across the continent increasing by more than 20 percent year-on-
year.Much of this year’s growth in internet users has been driven by more affordable smartphones and mobile
data plans. More than 200 million people got their first mobile device in 2017, and two-thirds of the world’s 7.6
billion inhabitants now have a mobile phone. More than half of the handsets in use today are ‘smart’ devices

too, so it’s increasingly easy for people to enjoy a rich internet experience wherever they are.Social media use
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continues to grow rapidly too, and the number of people using the top platform in each country has increased by
almost 1 million new users every day during the past 12 months. More than 3 billion people around the world
now use social media each month, with 9 in 10 of those users accessing their chosen platforms via mobile
devices.You’ll find the key insights from this year’s reports in our more detailed analysis below, but here are the
essential headlines for digital in 2018:

» The number of internet users in 2018 is 4.021 billion, up 7 percent year-on-year.

» The number of social media users in 2018 is 3.196 billion, up 13 percent year-on-year

» The number of mobile phone users in 2018 is 5.135 billion, up 4 percent year-on-year
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The rate of smartphone adoption will continue to be robust, as their users register a double-digit growth. Almost
2.10 billion people or 28.7% of the world’s population will own smartphones by the end of 2016. The increase
in the number of smartphones users will also be faster than that of feature phones. Nearly 47.4% of mobile
phone users will possess smartphones by the end of this year. By the end of 2017, smartphone users will
outnumber feature phone users.

I1. INTERNET USAGE IN INDIA - STATISTICS & FACT

The number of internet users in India is expected to reach 500 million by June 2018, said a report by the Internet
and Mobile Association of India (IAMAI) and Kantar IMRB on Tuesday. The number of Internet users stood at
481 million in December 2017, an increase of 11.34% over December 2016 said the report titled, “Internet in
india 2017”.Urban India with an estimated population of 455 million already has 295 million using the internet.
Rural India, with an estimated population of 918 million as per 2011 census, has only 186 million internet users
leaving out potential 732 million users in rural india. "Given that total Urban Population is much lower than
total rural population, the Urban-Rural Digital divide is actually more acute than what the penetration numbers
portray. The future growth policies therefore must focus on bridging the digital divide that exists between urban
and rural India today," the report added. Internet penetration in Urban India was 64.84% in December 2017 as
compared to 60.6% last December. In comparison, rural Internet penetration has grown from 18% last
December to 20.26% in December 2017. With over 460 million internet users, India is the second largest online

market, ranked only behind China. By 2021, there will be about 635.8 million internet users in India.
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I11. ENCRYPTION AND DATA VULNERABILITY IN INDIA.

The crypto wars in India may have lessons to learn from the conflict between Silicon Valley and the United States
government. Still, there are many unique considerations that Indian policymakers must keep in mind. India’s
domestic legal system, after all, suffers from a lack of privacy legislation, inadequate data protection rules, and a
surveillance regime that is, for the most part, guided by colonial legislation. How the country regulates encryption
will have implications on rights, commerce and national security. It will need to harmonise the regulatory
landscape so that the multifarious interests of various stakeholders are balanced. There is no explicit
Constitutional recognition of the right to privacy in India. Instead, it has emerged through a series of
pronouncements by Indian courts to gain recognition as a penumbral right under other fundamental freedoms.
This position, however, is tenuous at best. The government, through the Attorney General, has claimed that there
is no right to privacy available to Indian citizens.[11] The Supreme Court of India, in 2015, convened a
Constitution Bench to adjudicate upon the issue.[12] The apex court is expected to finally rule on the contours of
the right within the next year. In the meantime, traditional privacy-based arguments against decryption of
information by the government are not as readily applicable. This is further complicated by India’s surveillance
regime which lacks safeguards in the form of judicial review. Interception of communications in India is
authorised by an executive order under Section 5(2) of the Telegraph Act, 1885 and Section 69B of the
Information Technology Act, 2000 (hereinafter IT Act).[13] Orders of interception under Section 5(2) also follow
improperly defined standards such as “on the occurrence of public emergency” or “expedient... in the interest of
national security as preconditions.[14] Similarly, under Section 69B, the government can order collection of
information from any computer resource to “enhance cyber security.” Without the guidance of a privacy law,
orders for surveillance are left to the subjective determination of a non-judicial authority. These broad powers of
interception can also include access to encrypted information. The Data Protection Rules drafted under Section
87(2)(ob) of the IT Act classify passwords as “sensitive personal data or information”.[15] Password, in turn, has
been defined to include encryption and decryption key.[16] However, the rules also mandate that a body corporate

that collects this sensitive data will share it with a government agency upon receiving a request in writing.[17] As
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a result, India’s data protection laws have faced criticism both at home and overseas.[18] The European Union, for
one, views Indian data protection regulation as being inadequate for European data. A recent survey by the Data
Security Council of India (DSCI) estimates that this may have resulted in an opportunity loss of USD 2-2.5
billion.[19] Even technical standards that are available for data protection do not prescribe a high standard for
encryption. Earlier, the licensing agreement between the Indian Department of Telecommunications and Internet
Service Providers (1SPs) stipulated that no ISP would be permitted to use encryption standards higher than 40-bit
symmetric keys.[20] Any use of higher encryption would involve obtaining express approval from the
government and the submission of decryption keys. The license agreement also prohibited the use of bulk
encryption by ISPs. Curiously, the Unified Licensing Agreement that replaced the erstwhile service-specific
licensing agreements dropped the upper limit mandating 40-bit encryption. It, however, retained the prohibition on
bulk encryption and specified that the use of encryption by the ISP’s subscriber will be governed by a policy
drafted under the Information Technology Act.[21] The absence of the 40-bit standard has removed an upper
ceiling on what is permissible encryption, but the rule has not been supplanted by any provision that clarifies the
issue. Taken together, the absence of a privacy law, excesses of surveillance powers, and the inadequacy of data
protection norms create inconsistent policies that are not conducive to investments and growth in technology. The
Draft Policy was a reflection of these inconsistencies. Shortly after the release of the Draft Policy in 2015 the
government issued a clarification that mass-market encryption products would be excluded from the ambit of the
policy; that effectively excluded services like WhatsApp and standards like OpenSSL from the policy’s effects. It
is unclear whether the second iteration of the encryption policy will apply to mass-market encryption tools. I,
however, should. A “good” encryption policy can have the effect of harmonising the regulatory landscape around
information security, in turn triggering changes to decades-old laws. It is noteworthy that this time around, the
Ministry of Electronics and Information Technology is seeking inputs from industry bodies and civil society while
drafting the policy. This is an opportunity to avoid the same pitfalls that the Draft Policy suffered from. It is also a

time to analyse and learn from other jurisdictions that have seen similar debates.

V. HOW INDIA REGULATES ENCRYPTION
Governments across the globe have been arguing for the need to regulate the use of encryption for law

enforcement and national security purposes. Various means of regulation such as backdoors, weak encryption
standards and key escrows have been widely employed which has left the information of online users vulnerable
not only to uncontrolled access by governments but also to cyber-criminals. The Indian regulatory space has not
been untouched by this practice and constitutes laws and policies to control encryption. The regulatory
requirements in relation to the use of encryption are fragmented across legislations such as the Indian Telegraph
Act, 1885 (Telegraph Act) and the Information Technology Act, 2000 (IT Act) and several sector-specific
regulations. The regulatory framework is designed to either limit encryption or gain access to the means of

decryption or decrypted information.
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A. LIMITING ENCRYPTION

The IT Act does not prescribe the level or type of encryption to be used by online users. Under Section 84A, it
grants the Government the authority to prescribe modes and methods of encryption. The Government has not
issued any rules in exercise of these powers so far but had released a draft encryption policy on September 21,
2015. Under the draft policy, only those encryption algorithms and key sizes were permitted to be used as were
to be notified by the Government. The draft policy was withdrawn due to widespread criticism of various
requirements under the policy of which retention of unencrypted user information for 90 days and mandatory
registration of all encryption products offered in the country were noteworthy. The Internet Service Providers
License Agreement (ISP License), entered between the Department of Telecommunication (DoT) and an
Internet Service Provider (ISP) to provide internet services (i.e. internet access and internet telephony services),
permits the use of encryption up to 40 bit key length in the symmetric algorithms or its equivalent in others. The
restriction applies not only to the ISPs but also to individuals, groups and organisations that use encryption. In
the event an individual, group or organisation decides to deploy encryption that is higher than 40 bits, prior
permission from the DoT must be obtained and the decryption key must be deposited with the DoT. There are,
however no parameters laid down for use of the decryption key by the Government. Several issues arise in

relation enforcement of these license conditions.

1. While this requirement is applicable to all individuals, groups and organisations using encryption it is
difficult to enforce it as the ISP License only binds DoT and the ISP and cannot be enforced against
third parties.

2. Further, a 40 bit symmetric key length is considered to be an extremely weak standard[22] and is
inadequate for protection of data stored or communicated online. Various sector-specific regulations
that are already in place in India prescribe encryption of more than 40 bits.

3. The Reserve Bank of India has issued guidelines for Internet banking2! where it prescribes 128-bit as
the minimum level of encryption and acknowledges that constant advances in computer hardware and
cryptanalysis may induce use of larger key lengths. The Securities and Exchange Board of India also
prescribes[24] a 64-bit/128-bit encryption for standard network security and use of secured socket layer
security preferably with 128-bit encryption, for securities trading over a mobile phone or a wireless
application platform. Further, under Rule 19 (2) of the Information Technology (Certifying
Authorities) Rules, 2000 (CA Rules), the Government has prescribed security guidelines for
management and implementation of information technology security of the certifying authorities.
Under these guidelines, the Government has suggested the use of suitable security software or even
encryption software to protect sensitive information and devices that are used to transmit or store
sensitive information such as routers, switches, network devices and computers (also called
information assets). The guidelines acknowledge the need to use internationally proven encryption
techniques to encrypt stored passwords such as PKCS#1 RSA Encryption Standard (512, 1024, 2048
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bit), PKCS#5 Password Based Encryption Standard or PKCS#7 Cryptographic Message Syntax
Standard as mentioned under Rule 6 of the CA Rules. These encryption algorithms are very strong and
secure as compared to a 40 bit encryption key standard.

4. The ISP License also contains a clause which provides that use of any hardware or software that may
render the network security vulnerable would be considered a violation of the license
conditions.[25]Network security may be compromised by using a weak security measure such as the 40
bit encryption or its equivalent prescribed by the DoT but the liability will be imputed to the ISP. As a
result, an ISP which is merely complying with the license conditions by employing not more than a 40
bit encryption may be liable for what appears to be contradictory license conditions.

5. It is noteworthy that the restriction on the key size under the ISP License has not been imported to the
Unified Service License Agreement (UL Agreement) that has been formulated by the DoT. The UL
Agreement does not prescribe a specific level of encryption to be used for provision of services. Clause
37.5 of the UL Agreement however makes it clear that use of encryption will be governed by the
provisions of the IT Act. As noted earlier, the Government has not specified any limit to level and type
of encryption under the IT Act however it had released a draft encryption policy that has been
suspended due to widespread criticism of its mandate.

6. The Telecom Licenses (ISP License, UL Agreement, and Unified Access Service License) prohibit the
use of bulk encryption by the service providers but they continue to remain responsible for maintaining

privacy of communication and preventing unauthorized interception.

B. GAINING ACCESS TO MEANS OF DECRYPTION OR DECRYPTED INFORMATION
Besides restrictions on the level of encryption, the ISP License and the UL Agreement make it mandatory for
the service providers including ISPs to provide to the DoT all details of the technology that is employed for
operations and furnish all documentary details like concerned literature, drawings, installation materials and
tools and testing instruments relating to the system intended to be used for operations as and when required by
the DoT.[26] While these license conditions do not expressly lay down that access to means of decryption must
be given to the government the language is sufficiently broad to include gaining such access as well. Further,
ISPs are required to take prior approval of the DoT for installation of any equipment or execution of any project
in areas which are sensitive from security point of view. The ISPs are in fact subject to and further required to
facilitate continuous monitoring by the DoT. These obligations ensure that the Government has complete access
to and control over the infrastructure for providing internet services which includes any installation or
equipment required for the purpose of encryption and decryption. The Government has also been granted the
power to gain access to means of decryption or simply, decrypted information under Section 69 of the IT Act
and the Information Technology (Procedure and Safeguards for Interception, Monitoring and Decryption of
Information) Rules, 2009.
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1. A decryption order usually entails a direction to a decryption key holder to disclose a decryption key,
allow access to or facilitate conversion of encrypted information and must contain reasons for such
direction. In fact, Rule 8 of the Decryption Rules makes it mandatory for the authority to consider other
alternatives to acquire the necessary information before issuing a decryption order.

2. The Secretary in the Ministry of Home Affairs or the Secretary in charge of the Home Department in a
state or union territory is authorised to issue an order of decryption in the interest of sovereignty or
integrity of India, defense of India, security of the state, friendly relations with foreign states or public
order or preventing incitement to the commission of any cognizable offence relating to above or for
investigation of any offence. It is useful to note that this provision was amended in 2009 to expand the
grounds on which a direction for decryption can be passed. Post 2009, the Government can issue a
decryption order for investigation of any offence. In the absence of any specific process laid down for
collection of digital evidence do we follow the procedure under the criminal law or is it necessary that
we draw a distinction between the investigation process in the digital and the physical environment and
see if adequate safeguards exist to check the abuse of investigatory powers of the police herein.

3. The orders for decryption must be examined by a review committee constituted under Rule 419A of the
Indian Telegraph Rules, 1951 to ensure compliance with the provisions under the IT Act. The review
committee is required to convene atleast once in two months for this purpose. However, we have been
informed in a response by the Department of Electronics and Information Technology to an RTI dated
April 21, 2015 filed by our organisation that since the constitution of the review committee has met

only once in January 2013.

V. CONCLUSION

While studying a regulatory framework for encryption it is necessary that we identify the lens through which
encryption is looked at i.e. whether encryption is considered as a means of information security or a threat to
national security. As noted earlier, the encryption mandates for banking systems and certifying authorities in
India are contradictory to those under the telecom licenses and the Decryption Rules. Would it help to analyse
whether the prevailing scepticism of the Government is well founded against the need to have strong
encryption? It would be useful to survey the statistics of cyber incidents where strong encryption was employed
as well as look at instances that reflect on whether strong encryption has made it difficult for law enforcement
agencies to prevent or resolve crimes. It would also help to record cyber incidents that have resulted from
vulnerabilities such as backdoors or key escrows deliberately introduced by law. These statistics would certainly
clear the air about the role of encryption in securing cyberspace and facilitate appropriate regulation. By study

the different research paper here are the some solution are as

» The present Modi government must take cyber security of the country seriously considering the

ever-increasing cyber security challenges in India.
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» Itistime now that India must be cyber prepared to protect its cyberspace.

Y

Draft of the National cyber security policy of India 2018 should be completed as soon as possible.

» There must be a dedicated cyber security law of India keeping in mind contemporary cyber security

threats.
»  Also cyber security disclosure norms in India must be formulated.

» The cyber security awareness in India must be further improved and spread so that various
stakeholders can also effectively take part to the implementation of cyber security initiatives of

Indian government.
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