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ABSTRACT 
This work describes security system for short 

range restricted area under surveillance. It 

works appropriate in restricted and 

confidential area.  The purpose of our 

project is to provide  security  inside 

museum  and  malls  as  well  as  nearby  

security  border  fencing. The HC-SR04 

Ultrasonic Sensor acts as short range radar.  

It has  a transmitter and a receiver section 

placed above a rotating  motor . A 60 rpm 

motor permits the sensor to rotate across 

360 degree. The HC-SR04 Ultrasonic Sensor 

sends an ultrasonic wave and receives the 

reflected wave back from the target.  

 

 

 

 

It has a prototype similar to that of radar. So 

the distance between the target and sensor is 

known by calculating the time required for 

transmitting and echo part. So the threshold 

value of signal is known. As the threshold 

value of the signal changes alert is send to 

the concerned person with the help of GSM 

MODEM. The alert signal will be a message 

as well as call. Also the user can see the 

footage via Security Wi-Fi IP camera. 
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1. INTRODUCTION 
The HC-SR04 Ultrasonic sensor has a 

prototype similar to sonar which estimates 

distance of a target by illustrating the 

echo signal from ultrasonic sound waves. 

This HC-SR04 ultrasonic   sensor 

calculates the distance purely accurate 

which provides 0cm - 400cm with a gross 

error of 3cm. Its compactable size, range 

and convenient use make it a usable 

sensor for distance measurement 

precisely. Interfacing of this sensor with 

arduino is easy. This sensor allows to 

transmits an ultrasonic wave and 

generates an output pulse that coincides 

with the time expected for the echo signal 

to come back to the sensor. The distance 

to target can readily be estimated By 

calculating the echo pulse width. To 

connect external peripheral devices such 

as  HC-SR04 ultrasonic sensor ,radar 

,GSM kit, led, buzzer motor Arduino 

nano is used .At restricted areas this 

device provides complete security. 

Hence concerned person get alert 

messages via GSM and now that 

person can monitor the incident by 

live footage  via WIFI IP security 

camera. 

                     2. METHODOLOGY 
 
A. Literature Survey 
 

The security systems which are 

currently existing consists different 

sensors such as  pyro electric sensors, 

laser sensors, along with security 

cameras. [5].But they has more 

disadvantages too, 

i.It has very high cost. 
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ii. At many of the times laser light 

Synchronization fails.  

iii. IR sensor detects heat of the object 

also. 

iv. It is very complex to design. 

In this project a new technique is used to 

overcome the drawbacks of this ultrasonic 

radar system.  This project has Wi-Fi 

IP camera and HC-SR04 ultrasonic 

radar[1],[2],[5] are being used in 

confidential areas of malls  and  

museum. Wi-Fi IP camera is a digital 

video camera used for surveillance.      

. 

The major purpose of this project is to 

avoid theft   in malls and museum. The 

transmitted ultrasonic waves by 

ultrasonic radar and reflected echo 

signal get received by the receiver as 

shown in fig1[1],[2]. The controller will 

send an alert message through GSM to 

the required person if there is any 

variation in echo signal [1]. 
Speed = distance travelled /time taken 
 

 
         Fig 1:- Object detection by echo 

signal 

SPECIFICATIONS:-  
Input voltage 5 volt 

Current  required 15 mA 

Operating 

frequency 

40 kHz 

Maximum range 400 cm 

Minimum range 3 cm 

Trigger pulse 

width 

10 usec 

Outline dimension 43x20x15 mm 

 

COMPONENT REQUIRED:- 
 
The hardware requirement for this 

project is  

 

1. Power supply  

2. Arduino nano  

3. Ultrasonic sensor 

4. Alert buzzer   

5. Wi-Fi IP camera 

6. GSM Module  

7. 60 rpm motor. 

 

ARDUINO PIN 

DESCRIPTION:- 
The Arduino nano has 30 different pins, 

which are labeled on the Arduino board 

and has respective multiple functions. 

 
Fig 2:-Arduino nano pin description 

 
There are total two GND pins (02 & 27) 

on this Arduino nano, either of the two 

pins can be used as ground. The power to 
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the circuit is supplied by two pins 5v 

(04) & 3.3v (14). The components we 

used with this Arduino either run at 3.3 

volts or 5 volts. The analog input pins 

are labeled as A0 to A7 on the Arduino 

nano. Digital input pins are labeled  

from D0 to D13. The use of these pins 

are : for  digital input if a button is 

pushed and for digital output to enable 

led or buzzer. These pins can be used for 

pulse-width modulation. Above fig2 

represents  Arduino nano. 

 
BLOCK  DIAGRAM:- 
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 Fig 3:-Block diagram of Radar Based 

Security System 

 
 

 ULTRASONIC HC-SR04 

SENSOR:-   

 
                 Fig 4:-Ultrasonic sensor 

VCC:-This pin is connected with 5v dc 

supply.  

Trigger: - To start the transmission 

trigger signal is given to trigger pin. 

This signal is a pulse with 10us time. 

Transmitter emits 8 pulses of 40 kHz 

ultrasonic sound when the module gets a 

trigger signal from arduino nano. 

Receiver picks echo of this sound. 

Echo: - The module outputs a waveform 

with high time equivalent to the distance 

at this pin. 

GND: - This pin is connected to ground. 

Due to its 360º coverage, the sensor 

takes 2-3 seconds to detect the object. 

Range:- It is observed from 5 to 200 cm 

after simulation. 

Accuracy: ± 3% 
 

TIMING DIAGRAM:-  

 
              
 

                         Fig 5:-Timing diagram 

GSM MODEM:-  
GSM can be derived as Global System 

For Mobile Communication. GSM is 

used for the communication between the 

computer and GSM system.GSM is used 

in most of the countries. .It requires a 

SIM card just like a mobile phone to 

activate communication with the 

networks. They have IMEI number 

which is used for the identification. The 

GSM modem operates on 64 kbps to 120 

mbps mobile communication. 

      The GSM modem is configured and 

controlled by its UART port using 
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AT(attention) command. It is easy to use 

AT command with the help of arduino. 

Features:- 

 GSM Module :-Simcom sim800 

2G module 

 Input supply :-5V 

 Connectible with arduino nano 

 Quad-Band 

GSM/EDGE850/900/1800/1900

MHz 

 Low power consumption:-1.5mA 

 Dimensions:-60mm x 53Ma 

 
                                   Fig 6:-GSM kit 

ALERT NOTIFICATION:- 
 
 
 
 
 
 
 
 
 
 
 
 
 

     Fig 7:- Alert notification 

 

In this way the user can get notified 

when there are theft activities taking 

place. 

WIFI IP SECURITY 

CAMERA:- 
 

 
       Fig 8:-Wi-Fi IP Security camera 

It monitors and controls the required area 

anytime anywhere. It can linked with the 

concerned person with a responsive and 

advanced microphone featuring a inbuilt 

anti-noise filter for dual audio and video 

experience. 

 

Features:- 

 Broad angle/HD/Full Panorama 

 Night vision 

 Two way audio 

 Easy to setup 

 Motion detection 

 128-bit SSL Encryption, 2048-bit 

RSA Key 

Application:-  

It can be used in many applications such 

like they are  

Following as below:- 

 

Calling…… 

THEFT DETECTED…… 
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1. Theft detection and tracking:  This 

system is used to target the theft and 

unauthorized activities. 

 2. Banks:-to prevent thefts in secured 

areas of banks such as locker room.   

3. Museums-: in museum it can be used 

for monitoring costly objects 

continuously under the range of radar.  

4. Malls & jeweler shops:- in malls and 

jeweller shops continuous security is 

needed. 

 

COMPLETE MODEL:- 

 
 
     Fig 9:- Radar Based security system 

 

CONCLUSION:- 
  
This system detects any moving and 

fixed object by using transmitting and 

receiving an ultrasonic echo pulse and 

also it calculates the distance of that 

object. The calculated results of a 

research project on ultrasonic radar for 

security purpose for theft and object 

intervention in restricted area are 

extracted. For getting more better results 

GSM and Wi-Fi IP camera are used. The 

outcomes in this project are actually real 

and are a yield of honesty and hard 

work. The system has been implemented 

successfully and the goal is achieved 

without any interruption. The future 

scope for this project is good because of 

its security competency. There are many 

applications for this project. The product 

can also be evolved or improved for 

further modifications according to the 

increasing demand and requirement. 
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