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Abstract:Generation, transmission and distribution of electrical energy involve many operational losses. We 

can define the losses in generation technically but distribution and transmission losses cannot be precisely 

quantified with the sending end information. This illustrates the involvement of nontechnical parameter in 

transmission and distribution of electricity. Moreover technical losses occur naturally and are caused because 

of power dissipation in transmission lines, transformers, and other power system components. Technical losses 

in Transmission & Distribution are computed with the information about total load and the total energy bill. 

While technology in the raising slopes, we should also note the increasing immoral activities. The system 

prevents the illegal usage of electricity. At this point of technological development the problem of illegal usage 

of electricity can be solved without any human control using IoT. With the implementation of this system will 

save large amount of electricity, and there by electricity will be available for more number of consumer then 

earlier, in highly populated country such as India, China. Power theft can be defined as the usage of the 

electrical power without any legal contract with the supplier.  
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I.Introduction:  

Theft of electricity is the criminal practice of stealingelectrical power. It is a crime and is punishable by fines 

and incarceration. It belongs to thenon-technical losses.In recent days power theft which causes lot of loss to 

electricity boards is the biggest problem. In countries like India, these situations are more often, if we can 

prevent these thefts we can save lot of power. To detect an unauthorized tapping on distribution lines electrical 

power theft detection system is used. Distribution network of electrical power supply system is the main 
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implementation part of this system. It is not possible for existing system to identify the exact location of tapping. 

Our system finds out on which electrical line there is a tapping. This is a real time system. In moderately 

developing nation in development of nation power sector provides one of the most important input. The 

consumption of electricity in India is increasing at much faster rate. Therefore a need has aroused to generate, 

transmit & distribute electric power at most economical way.  Electrical power system is been divided into 

generation, transmission & distribution. Losses in transmission system are much lower than losses in 

distribution side and also fault are not frequent in distribution side.   

Most of the losses are caused by fault and theft in distribution system. In this paper the focus is on single phase 

to ground fault in power line. When single phase to ground fault occurs, it becomes significant to detect fault 

quickly and with accuracy. It becomes challenging for the power company to detect and repair the fault as 

quickly as possible. Protection systems are designed to identify the location of faults and isolate only the faulted 

section in order not to damage the whole equipment in power system. In the proposed concept with the use of 

wireless sensor network exact location of fault can be diagnosed. There by providing optimum operation of 

electric power. The objective of this paper is to provide with a simple way to detect the fault and show the exact 

location of occurred fault which will ultimately lead to optimum operation of the whole system and to improve 

the reliability of distribution network.  

Electrical networks, machines and equipment’s are often subjected to various types of faults while they are in 

operation. When a fault occurs, the characteristic values (such as impedance) of the machines may change from 

existing values to different values till the fault is cleared. There may be lot of probabilities of faults to appear in 

the power system network, including lighting, wind, tree falling on lines, apparatus failure, etc.  

The fault inception also involves in insulation failures and conducting path failures which results short circuit 

and open circuit of conductors. Under normal or safe operating conditions, the electric equipment’s in a power 

system network operate at normal voltage and current ratings. Once the fault takes place in a circuit or device, 

voltage and current values deviates from their nominal ranges. Usually power system networks are protected 

with switchgear protection equipment’s such as circuit breakers and relays in order to limit the loss of service 

due to the electrical failures after the occurrence of fault. The design of systems to detect and interrupt power 

system faults is the main objective of power-system protection. The main types of faults are symmetric and 

asymmetric.  

II.  Problem Statement: 

1) Theft of electricity in Street light network : 

Nowadays in the Urban area and Rural area theft of electricity from the street lights is increasing day by day . 

This leads to the Commercial losses in the distribution system. This type of theft increases during the festival 
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season people are directly using the energy from the street lights for the use . So by using additional circuit in 

the streetlight network we can wirelessly sense the theft. This can be accurately sensed by the SCADA and IoT. 

2) Fault Detection in Street light network: 

In the street light network if the any fault arises like insulation breakdown, breakdown of the lamp, conductor 

breakdown or any other fault . Due to this the Street light id inactive for the time and the people of locality have 

to give complaint for the fault restoration this consumes so much time and the individual in the area faces the 

problem .This network we can operate wirelessly on the centralizes supervisor computer of remotely on the 

mobile phone which will give the accurate location and fast restoration of the fault in the street light network. 

This we can be done with help of the IoT and SCADA.  

III.  RELATED WORK  

1) Internet of Things (IoT)  

The Internet of Things (IoT) envisions a near future and is a recent communication paradigm, in which the 

objects of everyday life are equipped with microcontrollers, transceivers for communication, and suitable 

protocol stacks that will make them able to communicate with one another and with the users, becoming an 

integral part of the Internet. This system aims at making the Internet even more immersive and pervasive. Also 

by enabling easy access and interaction the internet of things will foster the development of a number of 

applications that make use of the potentially enormous amount and variety of data generated by such objects to 

provide new services to citizens, companies, and public administrations by using variety of devices such as, for 

instance, home appliances, surveillance cameras, monitoring sensors, actuators, displays, vehicles, and so on.  

2) SCADA :  

Supervisory Control and Data Acquisition is the system of software and hardware element that allows 

organization to control the processes locally and remote locations. It helps in monitoring , controlling , 

processing the hardware and the elements automatically and manpower is not needed for this process , speed of 

this type system is fast and accurate.  

IV. Proposed Methodology:  

1) Transmitter side :  

In this the data is collected from the CT,s and PT,s from the street lights. This data is been give to the modules 

which do the work of monitoring of the readings of the sensors compare it with the rated value under the 

permissible limits .and transmits it wirelessly to the receiver side . 
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2) Receiver Side :  

In this the data is been collected from the transmitter and then again compared with the rated value under 

permissible limits. And then its given to the SCADA interfacing unit and the to the wifi module for IOT 

interfacing . 

3) Intermediate Stage:  

The intermediate stage includes the cloud server that is continuously fed with the live monitoring parameters 

and can be accessed through the client software. 

 

Requirements:  

1) Software Requirements:   

• Operating System: Windows XP Professional or Above    

•  Adafruit IO: Android Phone v4.0 or above.   

•  Winlog Lite 3 
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             2)  Hardware Requirements: 

a)  CT,s: (ACS712) 

 

CT, s are mainly used to measure the current that is flowing through the street light . It seses the current and is 

connected to the transmitter unit of the block. 

b) ArduinoUno Atmega328p 

 

Its used for transmitter side to give the multiple outputs to the SCADA module and Iot modules to give the 

outputs. 

c) Wireless transmitter /receiver module NRF 2401: 
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It converts the data into smaller form and transmits it wirelessly to receiver module and then again convert it 

into original form and then given to forward stages. 

d) Wi-Fimodule: (ESP-01) 

 

This is used for transmitting the data to input of IoT and by help of this data is uploaded on mobile.  

e) Arduino NANO AT328p 

 

f) SCADA module (RS-485) 
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V.  Working: 

The working is divided into 3 parts  

1) Stage 1 : 

In this the CT,s which are joined on the front and back of each Street light takes the reading and then the each ct, 

s is joined to the Arduino AT328P . Arduino AT328P is programed as it compare the readings of ct,s with the 

given rated values and transmit the data. The data is given to the NRF 2401 which is a wireless module used for 

communication of the data. The data is converted into more suitable form and the data is transform to the 

receiver module  

 

2) Stage 2 : 

In this the NRF 2401 collects the data wirelessly and then the data is converted into its original form and give 

further to the Arduino AT328P which again monitors the data and give multiple outputs to the IoT and SCADA 

operation.  

3) Stage 3 :  

In this the data which is been displayed on the SCADA software screen or on the Mobile phone. As the Adriano 

is programmed it compare the readings of the ct,s if the current is more than the permissible limit the theft of 

electricity is been spotted , or if the current is less than the permissible limit breakdown have been arrived in the 

network will be detected as SCADA is programmed according to the actual picture of the  street light network 

location will be detected this will be same detected in the IoT also.  
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VI.  Advantages:  

1. Accurate detection of the type of fault and the fault location.  

2. Remote monitoring is possible.  

3. Fault finding time is reduced.  

4. Commercial losses are reducing. 

VII.  Applications:  

1. In Smart city Projects  

2. For Various energy monitoring agencies. 

VIII. Conclusion: 

         By using the smart and convent automotive futuristic techniques the commercial losses that have 

happening in the street light network can be controlled easily. Fault in the network can be by sensing the fastest 

sensing electrical parameter. Use of futuristic and modern technology that is used in the industry can be used in 

the Energy conservation scenario.  
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