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ABSTRACT 

 

Deduplication, which can reduces storage cost by enabling us to store only one copy of unique data . For the 

purpose of ensuring data  safely,  they are usually encrypted  before  outsourced.  Traditional  encryption  will 

inevitably result in multiple different ciphertexts produced from the same plaintext by different users’ secret 

keys,  which  hinders  data  deduplication.  Convergent  encryption  makes  deduplication  possible  since  it 

naturally encrypts the  same  plaintexts  into  the  same  ciphertexts.  One  attendant  problem  is  how  to 

reliably   and   effectively manage a huge number of convergent keys. Several deduplication schemes have been 

proposed to deal with the convergent key management problem. However, they either need to introduce key 

management servers or require interaction between data owners. In this paper, we design a novel client- side 

deduplication protocol named KeyD without such an independent key management server by utilizing the 

identity-based broadcast encryption (IBBE) technique. Users only interact with the cloud service provider (CSP) 

during the process of data upload and download. Security analysis demonstrates that KeyD ensures data 

confidentiality and convergent key security, and well protects the ownership privacy simultaneously. A thorough 

and detailed performance  comparison  shows  that  our  scheme  makes  a  better change. 
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I. INTRODUCTION 

Cloud computing is a computing paradigm, where a large pool of systems are connected in private or public 

networks, to provide dynamically scalable infrastructure for application, data and file storage. With the advent of 

this technology, the cost of computation, application hosting, content storage and delivery is reduced 

significantly. Cloud computing is a practical approach to experience direct cost benefits and it has the potential 

to transform a data center from a capital-intensive set up to a variable priced environment. The idea of cloud 

computing is based on a very fundamental principal of „reusability of  IT capabilities'. The difference that cloud 

computing brings compared to traditional concepts of “grid computing”, “distributed computing”, “utility 
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computing”, or “autonomic computing” is to broaden horizons across organizational boundaries. This technique 

is use to improve storage utilization and also apply to reduce the number of bytes that must be sent before upload 

in data transfers. Instead to keep same content data copies multiple times deduplication remove repetitive data 

1. Reduced Cost  There are a number of reasons to attribute Cloud technology with lower costs. The billing 

model is pay as per usage; the infrastructure is not purchased thus lowering maintenance. Initial expense and 

recurring expenses are much lower than traditional computing. 

2. Increased Storage With the massive Infrastructure that is offered by Cloud providers today, storage & 

maintenance of large volumes of data is a reality. Sudden workload spikes are also managed effectively & 

efficiently, since the cloud can scale dynamically. 

3.  Flexibility This  is  an  extremely important  characteristic.  With  enterprises  having  to  adapt,  even  more 

rapidly, to changing business conditions, speed to deliver is critical. Cloud computing stresses on getting 

applications to market very quickly, by using the most appropriate building blocks necessary for deployment. 

Cloud  Computing  Challenges  Despite  its  growing  influence,  concerns  regarding  cloud  computing  still 

remain.  In  our  opinion,  the  benefits  outweigh  the  drawbacks  and  the  model  is  worth  exploring.  Some 

common challenges are: 

1. Data Protection Data Security is a crucial element that warrants scrutiny. Enterprises are reluctant to buy an  

assurance  of  business  data  security from  vendors.  They fear  losing  data  to  competition  and  the data 

confidentiality of consumers. In many instances, the actual storage location is not disclosed, adding onto the  

security  concerns  of  enterprises.  In  the  existing  models,  firewalls  across  data  centers  (owned  by 

enterprises)  protect  this  sensitive  information.  In  the  cloud  model,  Service  providers  are  responsible  for 

maintaining data security and enterprises would have to rely on them. Cloud Computing 

2.  Data  Recovery  and  Availability  All  business  applications  have  Service  level  agreements  that  are 

stringently followed.  Operational  teams  play a  key role in  management  of  service  level  agreements  and 

runtime  governance  of  applications.  In  production  environments,  operational  teams  support  Appropriate 

clustering and Fail over Data Replication System monitoring (Transactions monitoring, logs monitoring and 

others) Maintenance (Runtime Governance) Disaster recovery Capacity and performance management If, any of 

the above mentioned services is under-served by a cloud provider, the damage & impact could be severe. 

 

II  EXISTING SYSTEM 

The distributed cloud storage servers into deduplication systems to provide better fault tolerance. To further 

protect data confidentiality, the secret sharing technique is utilized, which is also compatible with the distributed 

storage systems.   In more details, a   file is first split and encoded into fragments by using the technique  of  

secret  sharing,  instead  of  encryption  mechanisms.  These  shares  will  be  distributed  across multiple   

independent   storage   servers.   Furthermore,   to   support   deduplication,   a   short   cryptographic hash value 

of the content will also be computed and sent to each storage server as the fingerprint of the fragment stored at 

each server. Only the data owner who first uploads the data is required to compute and distribute such secret 

shares, while all following users who own the same data copy do not need to compute and store these shares any 



 

325 | P a g e  

more. To recover data copies, users must access a minimum number of storage servers through authentication 

and obtain the secret shares to reconstruct the data. In other words, the secret shares of  data  will  only be  

accessible  by the  authorized  users  who  own  the  corresponding  data  copy. Another  distinguishing  feature  

of  our  proposal  is  that  data  integrity,  including  tag  consistency,  can  be achieved. 

Disadvantages: 

1.   Deduplication systems are secure. 

2.   It provide efficient deduplication with high reliability. 

 

III PROPOSED SYSTEM 

The   New   deduplication   scheme   KeyD   without   such   a   strong   assumption.   The   three main 

contributions of this paper are summarized as follows. 

• A novel client-side deduplication scheme. Specifically, we make a combination of convergent encryption (CE) 

and ID-based broadcast encryption (IBBE) to achieve secure and efficient convergent key management, without 

introducing any other independent key management servers or trusted third parties. 

• Security analysis demonstrates that our scheme ensures the confidentiality of data files and the security of 

convergent keys. 

• A comprehensive performance comparison between KeyD and several present works is given, showing that our  

scheme  makes  a  better  tradeoff  among  the  storage  cost,  communication  overhead  and  computation 

overhead. 

Advantages: 

Reduces the Storage space and avoids duplicate files. Maintains Single Ownership for each file. Confidentiality  

of  files while Upload/Download. Reduces the Storage space and exact retrieval of files. 

  

IV MODULE DESCRIPTION USER MODULE: 

Register Module: 

In a distributed system user wants register with system ip, name and other details which can be stored in a 

databases that can be maintained by admin. 

Login Module: 

The User can login with ip address and name and also with secured captcha so that user allows to User 

Home page or otherwise it stays in same page. 

User Home Module: 

In this module, process of the project is explained through you can clearly know the concept of working. 

Upload file Module: 

In this module we are uploading file in a database which can secured by convergent encryption process, now we 

are only generating hash key.
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--File level deduplication 

Generating hash value for a file and comparing with hash value of other files stored in the database. 

--Block level deduplication 

Splitting the files into different blocks. And Generating hash value for a each blocks and comparing with hash 

value of other file blocks stored in the database . 

View file Module: 

This module shows the complete files that can be stored in database by this particular User that can be 

downloaded for person usage 

ADMIN MODULE: Login Module: 

The cloud storage spaces which are maintained by administrator can authenticate to this module. 

Deduplication Module  

The duplication is module which shows the data which tries to uploaded in the system.So that we can predict 

which user is supposed to the fake data in the cloud space. 

Proof of Ownership 

The Ownership of each user which is provided by the owner that is admin. So that we can avoid duplicates. The 

admin is which gives single ownership for single user 

 
 

Fig 1.login page
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Fig 2.view files 

 

V CONCLUSION AND FUTURE WORK 

In this paper, we propose a secure client-side deduplication scheme KeyD to effectively manage convergent 

keys. Data deduplication in our design is achieved by interactions between data owners and the Cloud Service 

Provider (CSP), without participation of other trusted third parties or Key Management Cloud Service Providers. 

The security analysis shows that our KeyD ensures the confidentiality of data and security of convergent keys, 

and well protects the user ownership privacy at the same time. Experimental results demonstrate that the security 

of our scheme is not at the expense of the performance. For our future work, we will try to seek ways to protect 

the identity privacy of data owners, which is not considered in our scheme. 
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