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ABSTRACT  

 
Large scale of sensor networks is deployed to collect the data for the numerous applications. The collected data 

are used in the decision making process for different applications and proposes. Since the diverse natures of the 

data are collected from different sensors, the security concerns arise within it. The data collected from the 

different sensors are transferred from one node to another through different intermediate nodes in wireless 

sensors networks (WSN). At the time of data transfer there is a chance of packet drop or the malicious attack in 

the nodes in WSN. It may introduce an additional data packet or it may change the originality of the data while 

compromising the existing ones. Hence the trust evaluation in the provenance forgery is introduced. The 

provenance method is used as the effective technique to access the trustworthiness of the data. The proposed 

technique relies on the in-packet Bloom Filter to encode the data. The provenance technique is further expanded 

to detect the packet drop attack stages by the malicious nodes. 

I.INTRODUCTION 

Sensor networks are used in various applications such as military monitoring, environmental monitoring, and 

power grids as well as for various civil purposes. Large numbers of data are produced at the various sensors. 

The data collected at the wireless sensors are transmitted from one node to another node. The transmitted data 

travels through many intermediate nodes before it reaches to the base station. The base station performs the 

decision making process. The base station acquires the information about the originality, freshness and the 

integrity before the decision making process.  

The provenance is the source or the origin of the data. Since the large number of data are available, the data 

provenance is the effective method to access the data trustworthiness in the decision making process. Data 

provenance makes the base station easier to trace the source and the forwarding path as it examines the detail 

history of ownership and the operation performed on the data. The bloom filter is used to embed the provenance 

in it. The network consists of numerous packets of data that has to be transferred through various intermediate 

nodes. So the chances of data being accessed by the intruder or the packet drop in between the nodes can happen 
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at any time anywhere. Intruder forcibly tries to attack the nodes which may change the originality of the data or 

it may introduce the malicious node. Because of which the trustworthiness of the data becomes unreliable. So 

these problems need to be avoided. Provenance based method is used where node information and path 

information will be stored as a header in the packets. So when the node receives or transmits the packet it got to 

know the history of origin , previously traversed path and next path or node which has to be traversed,  In WSN 

it is very important to ensure that all communicating nodes are trusted and establish a secure communication. 

         

II.METHODOLOGY  

In this paper our main aim is to find the compromised node in wireless sensor network. The provenance base 

methodology whereby embeds provenance information within bloom filter in each node on the path of data 

packet. The node information (node name, port number, neighbor node) and path information is stored as a 

header in the packets. A random set of nodes are taken for the simulation which are defined with name, port 

number and the path cost. Different path have been established by connecting nodes to get the best suitable 

shortest path to the base station. When the data is sent from source to base station, it transfers through the 

intermediate nodes and finally reaches to the base station. This process chooses the shortest path possible to the 

base station. In-between the attacker attack one of the nodes and get access to the original data sent. Data gets 

modified and malicious data packet is sent to the base station. When the data packet reaches the base station the 

node gets to know about all information stored in the header i.e. History of origin, previously transferred path, 

path to be transferred and the attacked node. When the repeated transmission happens in the same node then it 

will detect a packet drop attacked was staged by, malicious node. 
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In the above figure it is shown server and base station along with intermediate nodes interconnected to each 

other.  Any type of topology can be taken either it may be ring, mesh or star or random. From the source (node) 

to base station (node) the interconnection between to every next node is provided with the path cost. Whenever 

the data is transferred to the base station it selects the shortest path available.ie the possible path source to base 

station. 

Software Used  

Java 

Java language is high level programming language in which programs are compiled and interpreted. Because of 

object oriented and high performance it is commonly used. Here java 1.6 /1.7 version can be used, because 

highly portable and dynamics in nature. 

 

Eclipse  

Eclipse is a programming tool. It is an integrated development environment (IDE) which is used in computer 

programming. It is mostly written in java and basically it is used to develop java applications. It can also be used 

in other programming language i.e. python Php c, c++ so on 

Sample connection  
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 2) Fig -sample connection 

Here in the above, diagram is taken as the sample to show transfer data from A to D. First it selects the best 

possible path from A – D. so the available paths are 1) A-B-C-D and its path cost is  4. And 2) A-C-D and its 

path cost is 5.so the shortest path ie A-C-D is chosen to transfer data from the A-D. When node A starts 

transferring data to base station, attacker node come in action and attacks one node in the shortest path and it 

compromise the original data. The base station hence receives the compromised data pack .let’s say when the 
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nodes are not under attack it will be programmed  in such a way that ,the transverse path will be A(0)-C(0)-

D(0),and when it is compromised , the traversed path will be A(0)-C(0)-C(1)-D(0) . The repetition of the node C 

confirms that node C is attacked and intruder have compromised the packet data. 
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The above flow chart provides complete overview of flow of the data from sensor node to base station. Firstly 

the topology containing certain number of nodes is created. Then node information is provided to the header 

which contains node name, port name .Then the connection is established among the nodes and path cost is 

mentioned .It will choose for the shortest path to send the data packet. Attacker will attack one of the nodes and 

changes the original data in it and forwards the malicious data .when the repetition of the node is seen in the 

picture it is identified that, the repeated node is compromised by the attacker. Then the malicious node is 

identified. 

Result and conclusion: 

The transfer of the data containing provenance information is done safely and the malicious node is identified. 

This method requires the provenance which consists of node information helps in identification of the packet 

loss attacks. The practical and logical estimation of the result shows that this method is successful identifying 

the compromised code and safely transferring the data packet. 
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