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ABSTRACT 

Now a day’s Traffic as well as security issue are 

growing in the area of vehicular adhoc network. 

Vehicles     cooperate among themselves and establish 

an intelligent transportation system to fulfill the needs 

on traffic management 

To make this possible, the vehicles are equipped with 

on board unit which shares information regarding the 

condition of roads, traffic, and management. Such 

information is stored in cloud server to be accessed 

by the vehicles at any time. During the message 

communication, the origin of the message is checked 

for its authenticity by the receiver 

During signature verification, to preserve the privacy 

of the user, it is required that the ID of the vehicle 

should not be revealed. Security and privacy of the 

information stored in the cloud is a challenging task. 

The privacy of the vehicle user and the information 

should be secured from the threats. The solutions in 

the existing literature do not fulfill the requirements of 

security and privacy 

Index Terms— Vanet, Cloud, traffic and Security. 

I. INTRODUCTION 

With the continuously changing in vehicular traffic 

management system, Currently using traffic system is 

not supported as per requirement, so need of improve 

traffic system. The people moving from small region 

to city have led to increase traffic and due to it 

increase the ratio of accidents in cities. In order to 

solve the above problem an Advance Transportation 

System is needed. Vehicular Adhoc Network is a 

continuously changing technology that required the 

Advance Transportation System with security. In this 

system Vehicular Adhoc Network able to 

communication between vehicles as well as fixed 

infrastructure by using Road Side Units. The 

Vehicular Adhoc Network communication can be use 

for the user safety by sharing the alert message 

between the vehicle so they can able to take the right 

decision safely. Vehicular     Adhoc Network is 

dynamic Due to it network position is continuously 

changes so the security issue are occurs in network.  

As security is most important part of any network 

because of it many problems can be occurs. In 

Vehicular Adhoc Network its changing in nature jam 

detection, safest rout finding is the main goal. If it is 

not able to design the proper system then it’s a poor 

network so the security issue are occurs the attacker 

are able to attacks in network due to it safety issue are 

occurs. 

The design of trusted networks comes in to frame with    

traffic jam detection. So it can provide the secure 

traveling with the safest path by avoiding the collision. 
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PROBLEM STATEMENT 

Current Security systems is costly & with less band 

wide. 

It’s uses complex structure. 

Current traffic design is not proper for road traffic 

View. 

VANET-Cloud has some security issues like DoS 

attack due to the single provider scenario.  

So, it becomes necessary to monitor and protect the 

VANET-Cloud, as any failure occurring in the Cloud 

will smash the entire system. Another major issue 

found is the lack of authentication among 

communicating vehicles. 

II. SECURITY 

As the road accident continuously happens in India. 

Vehicular traffic Jam on road are increasing Day by 

Day. Near About 75% of roadway accidents can be 

avoided if the driver of the vehicle was provided 

proper warning at least second prior to a collision. 

Every 3.5 minutes road accidents take away a life. In 

order to avoid road accidents, decisions of overtaking, 

alternate route or speed breaking to mitigate accidents 

or jams prior information of traffic accidents or 

vehicle status is crucial in Vehicular adhoc network 

(VANET). 

The drivers not intimate prior warning/information 

about the road traffic well in advance which will 

divert the 

driver attention or efforts to get the reliable 

information about the worth situation. In Vehicular 

network needs authenticated information to guide 

drivers, the upcoming traffic to make decisions. 

VANET is an emerging technology for future on the 

road communications. 

The current vehicle manufacturers make continue 

changes in system on safety with advanced driver 

protection and messaging facility. 

A.ISSUES AND CHALLENGES  

Threats in Vehicular Cloud Computing are also  

ubject to research, and according to [11], there are six 

groups, each of them having different approaches in 

literature, and slightly different repercussions, as show 

in the following classification: 

• Denial of Service attempt to purely make the 

resources 

provided by the vehicular cloud for end users 

unavailable.    The most common approach is to 

overload the communication channel (known in 

computer networks as “spamming” or flooding) and it 

affects the availability of the system; 

• Identity spoofing is the mechanism in which a 

malicious node or an unauthorized user or application 

to take someone else’s identity and credentials. 

Besides bypassing the authentication schemes, this 

threat has a significant impact on confidentiality and 

availability; 

• Data modification or tampering is best exemplified 

by the    Man-in-the-Middle attack, who either alters 

the information or uses it, by intercepting it before the 

destination; 

• Repudiation is the attacker’s ability to manipulate 

the data in order to not be taken responsible for 

actions or messages. It takes advantage of 

confidentiality and data integrity weak points; 

• The Sybil attack is probably the most damaging 

attack on vehicular networks, because of the 

bypassing of all 

III. PROPOSEDWORK 

In current view, the wireless communication provides 

the continuous rise in popularity and technology 
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Improvement. 

Due to change in design of devices there is contiguous 

change in system and increase the no of user as they 

get the product in less cost. The main goal of our 

system is able to develop the safe system which can be 

able to detect the traffic jam in network and give the 

direction to vehicle system without any interaction of 

human. Now a days there are many expensive systems 

currently working they are not able to give proper 

safety and it has many drawbacks. But now number 

automotive industry is focusing on less expensive 

communication system which can safe. 

 In Vehicular Ad-Hoc Network trying to design the 

such system are able to get better output in less cost 

by finding the safest path with any collision. 

 

Fig 1. Vehicular Computing. 

IV. LITERATURE SURVEY 

[1] Connected vehicular cloud computing which 

combines cloud computing and VANETs, has the 

characteristics of both a cloud platform and a mobile 

ad hoc network, including autonomy and no fixed 

structure, good scalability, and so on. 

[2] new service for social Internet of Vehicles (IoV)-

based clouds called incentives-based vehicle witnesses 

as a service (IVWaaS), which employs vehicles 

moving on the road as the witnesses to designated 

events. Specifically, focus is on two key enablers, a 

new secure and privacy preserving service framework 

as well as a new incentive mechanism to promote the 

wide adoption of the a fore mentioned social service. 

[3] Vehicular networking involves the storage, 

compute, and analysis of massive vehicular data. 

Vehicular cloud computing, as a special cloud 

computing platform, seamlessly combines vehicular 

ad hoc networks and conventional cloud computing. 

However, in the vehicular cloud computing, there is 

still the problem of unauthorized users accessing and 

stealing data. In the traditional ciphertext-policy 

attribute-based encryption (CP-ABE) scheme, a 

trusted central authority is employed to manage 

attributes and distribute keys. Based on multi-

authority (MA) CP-ABE. 

[4] The article proposes the design of the framework 

for Vehicular ad hoc networks (VANET) for delivery 

of the authentication keys with minimum delay 

amongst vehicles 

having high mobility using fog and cloud computing 

V. REQUIREMENTS OF FUTURE VANETS  

 Data verification, in terms of the authenticity of the 

sender, is achieved by the use of digital certificates, in 

which information about the identity of the vehicle 

and its wright to send messages in the network, are 

being stored. 

  Data integrity means all the measures taken that the 
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information sent is not being altered while it is being 

routed to the network. 

 Network availability is the capacity of the network 

to ensure that whenever an entity wants to send 

data it can. Denial of Service attacks need to be 

countered in order to reduce the risk associated 

with the availability of the network; 

 Privacy and anonymity are concepts that state that 

the identity of the vehicle must not be revealed to 

third party entities that do not have credentials to 

enter the vehicular network or are not allowed to 

access this kind of information. 

VI. CONCLUSIONS 

In this paper we have addressed the security 

challenges 

involved in the design of Vehicular Cloud Computing 

architecture. In this paper, we are trying to merge the 

Vehicular Adhoc network with could. In past Vehicles 

are communication through road side unit and share 

the information but for it, we need to place the RSU in 

particular constant distance due to it cost & Security 

issues are occurs. 

In Future Work, We can go for the security of device 

by using the different method so can get the secure 

message passing with less cost. 
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