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ABSTRACT 

Blockchain is a technology after the Bitcoin crypto-currency system that exists is considered to be both critical 

and appealing for safeguardinghigher security and privacy for various applications in severalother domains – 

including Internet of Things ecosystem. Thorough research is currently being conducted in both academia and 

industry applying the Blockchain technology in diverse applications. Proof of work is a cryptographic enigma 

which plays a vital role in ensuring Blockchain security by maintaining a digital ledger of transactions which 

is considered to be honest. 

Moreover, Blockchain uses a changeable Public Key to record the user identity, which provides an extra layer 

of privacy. Not only in crypto currency the successful adoption of Blockchainis implemented, but also in 

multifaceted non-monetary systems such as in: distributed storage systems, proof-of-location, healthcare, 

decentralized voting and so forth. Latest research articles and projects or applications were surveyed to 

evaluate the implementation of Blockchain for better security, to identify related challenges and to suggest 

solutions for Blockchain enabled enhanced security systems. 

 

I Introduction: 

The aim of this paper is to review the literature on application of the Blockchain and related digital ledger 

techniques in several other domains beyond its application to crypto-currency and to draw suitable 

conclusions. Different types of usage of Blockchain and other digital ledger techniques, their challenges, 

applications, security and privacy issues were investigated. Identifying the most propitious direction for future 

use of Blockchain beyond crypto-currency is the main focus of the review study. Blockchainis the technology 

behind Bitcoin crypto-currency system, is considered to be essential for forming the backbone for safeguarding 

enhanced security and privacy for several applications in many other domains including the Internet of Things 
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eco-system. International research is currently being conducted in both academia and industry applying 

Blockchain in varied domains. 

The Proof-of-Work mathematical challenge confirms Blockchain security by retaining a digital ledger of 

transactions that is considered to be unchangeable. Moreover, Blockchain uses a changeable Public Key to 

record the user identity that providesfurther layer of privacy. The successful adoption of Blockchain has been 

applied in variousnon-monetary systems such as online voting, decentralized messaging, distributed cloud 

storage systems, proof-of-location, healthcare and hence forth. Latest research articles and projects or 

applications were surveyed to establish the implementation of Blockchain for better security and to identify its 

related challenges and thereafter to propose solutions for Blockchain enabled improved security systems. The 

knowledge domain of the research is in the realm of the digital ledger, precisely in Blockchain and crypto-

currency. 

II Technology Fundamentals of Blockchain 

A  Blockchain includes two different components as mentioned below: 

1. Transaction: 

A transaction in a Blockchain de notes the action triggered by the participant. 

2. Block: 

In a Blockchain, a block is a collection of data recording the transaction and other related details such as the 

exact sequence, timestamp of formation, etc. 

Blockchain can either be private or public, dependent on the scope of its use. A public Blockchainallows all 

the users with read and write permissions such as in Bitcoin.On the other hand, there are some public 

Blockchains that limit the access to only either to read or to write. On the contrary, a private Blockchain limits 

the access to definitetrustworthy participants only, with the aim to keep the users details hidden. This is 

mainlyrelated amongst governmental institutions and associated sister concerns or their grants thereof. One of 

the major benefits of the Blockchain implementation technology is public. Each participating bodies possesses 

anrestructured complete record of the transactions and the related blocks. Thus the data remains unchanged. 
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Any changes will be publicly provable. However, the data in the blocks are encrypted by a private key and 

hence cannot be inferred by everybody. 

Major benefit of the Blockchain technology is that it is decentralized. Decentralized in the sense that: 

• Here no single device stores the data relatively, they are distributed among the members throughout the 

network supporting the Blockchain. 

• The transactions are not subject to approval of any single expert or have to bear by a set of precise rules, thus 

involving huge trust so as to reach consent. 

• The complete security of a Blockchain eco-system is another advantage. The system only allows new blocks 

to be affixed. As the previous blocks are public and distributed, they cannot be changed or reviewed. 
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III Use of Blockchain beyond Cryptocurrency 

Even though the Internet isabundant tool to support every sphere of the modern digital life, it is still highly 

inconsistent in terms of the lack of security and privacy, mainly when it comes to E-commerce. Blockchain, 

the technology behind cryto-currency, has brought forward a new revolution by providing appliance for Peer-

to-Peer transactions without the need for any intermediate body such as the present commercial banks [1]. 

Blockchain certifies all the transactions and preserves everlasting record of them while making sure that any 

credentials related information of the users are kept secretly. Thus all the personal information of the users 

areappropriated while authenticating all the transactions. This is achieved by unification of mass collaboration 

by cumulating all the transactions in a computer code based digital ledger. Thus, by relating Blockchain or 

similar crypto-currency techniques, the users either need to trust each other or do they need an inter-mediator; 

rather than the trust is established within the decentralized network system. 

Blockchain therefore appears to be the eventual “Trust Machine” model. In statement, Bitcoin is just a 

standard use of the Blockchain. Blockchain is considered to be a novel revolution in the domain of computing 

allowingvast applications such as storing and validating legal documents comprising deeds and several 

certificates, healthcare data, Internet of Things, Cloud and hence forth. Tapscott [2] trulyspecifiedBlockchain 

to be the “World Wide Ledger”, aiding many new applications beyond validating transactions such as in: smart 

deeds, decentralized / autonomous organizations/ government services etc. 

In the cloud environment, the past of creation of any cloud data object and its successive operations made 

thereupon are recorded by the data structure appliance of „Data Provenance‟, which is a type of cloud 

metadata. Therefore this is very important to provide the maximum security to the data provenance for 

safeguarding its data privacy, forensics and accountability.  

Underwood considers the application of Blockchain technology to completely renovate the digital economy. 

Safeguarding and maintaining trust is equally the primary and initial concern of the application of the 

Blockchain. Blockchain can also be used to gather sequential information of transactions, as it may be seen as 

avast networked time-stamping system.  
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IV Conclusion: 

The application of the Blockchainconception and technology has grown beyond its use for Bitcoin generation 

and transactions. The properties of its security, privacy, traceability, inherent data provenance and time-

stamping have seen its adoption beyond its primary application areas. The Blockchain and its variations are 

now used to secure any type of transactions, whether it be human-to-human communications or machine-to-

machine. Its implementation appears to be secure especially with the global occurrence of the Internet-of-

Things. Its decentralized application across the previously established global Internet is also very attractive in 

terms of ensuring data redundancy and hence survivability. The Blockchain has been especially identified to be 

suitable in developing nations where ensuring trust is of a major concern. Thus the invention of the Blockchain 

can be seen to be a vibrant and much needed supplementary component of the Internet that was lacking in 

security and trust before. Blockchain technology still has not reached its maturity with a prediction of five 

years as unique applications continue to be implemented globally. 
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