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Preface 

The rapid evolution of computing and communication 

technologies has fundamentally transformed the way we 

connect, communicate, and access information. Mobile 

computing, as a discipline, lies at the intersection of computer 

science, telecommunications, and networking, enabling users 

to access resources and services anytime and anywhere. This 

book is designed to provide a comprehensive introduction to 

the core concepts, principles, and technologies that underpin 

mobile computing and mobile communication systems. 

The first unit introduces the foundations of mobile computing, 

distinguishing it from traditional wireless networking and 

exploring its diverse applications, from personal 

communication devices to enterprise systems. Key 

characteristics, structural elements of mobile computing 

applications, and medium access control (MAC) protocols are 

discussed in detail, offering students and professionals a deep 

understanding of how mobile networks function and how 

communication is managed efficiently. Concepts such as fixed 

assignment, random assignment, and reservation-based MAC 

schemes are explained to provide practical insight into 

network management. 

The second unit focuses on the critical protocols that make 

mobile connectivity possible. Mobile Internet Protocol 

(Mobile IP) and its mechanisms are examined, highlighting 

features such as route optimization and seamless 

communication across networks. The unit also covers TCP/IP, 

providing a solid foundation of transport layer protocols, 
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including TCP window adaptation and performance 

improvements, ensuring reliable data delivery in dynamic 

mobile environments. 

The final unit explores mobile telecommunication systems, 

with a special emphasis on the Global System for Mobile 

Communication (GSM). It traces the evolution of mobile 

networks, explains their architecture, and illustrates the 

operational principles that allow billions of devices worldwide 

to communicate effectively. 

This book aims to serve as both a teaching resource and a 

reference guide for students, researchers, and practitioners in 

mobile computing and communication technologies. By 

combining theoretical principles with practical applications, it 

provides a structured approach to understanding this dynamic 

field. Readers are encouraged to engage with the material 

actively, exploring not only the technical aspects but also the 

emerging trends and innovations that continue to shape the 

future of mobile computing. 
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1.1 INTRODUCTION OF MOBILE COMPUTING 

Mobile computing is the set of IT technologies, products, 

services, and operational strategies that allows you to access 

computation, information, and associated resources and 

capabilities while on the move. It allows users to access 

information and computational resources anytime and 

anywhere without being restricted to a specific location.  

Mobile computing typically involves a mobile device, such 

as a laptop, tablet, or smartphone, and a wireless network 

connection, such as Wi-Fi or cellular technology. These 

devices can store data locally and do not always require a 

network connection to access that data. Mobile devices can 

connect to share network resources, including mobile cloud-

based resources. They are powered by rechargeable 

batteries, can run on AC power sources, and are designed for 

convenience and portability. 

Mobile computing and cloud computing are closely related 

but serve different purposes. Mobile computing focuses on 

providing access to resources on the go, while cloud 

computing focuses on delivering computing services over 

the Internet. Mobile computing relies on the devices 

themselves, while cloud computing relies on remote servers 

and networks to provide services. Both technologies 

complement each other, as mobile devices can access cloud-

based resources to enhance their capabilities. 

Mobile may also refer to access in a fixed location via 

equipment that users can relocate as required but is stationary 

while in operation. This mode of operation is often called 

nomadic computing. 
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Some of the most common forms of mobile computing devices 

are as given below: 

• Portable computers, compact, lightweight units including 

a full character set keyboard and primarily intended 

as hosts for software that may be parameterized, such 

as laptops/desktops, smartphones/tablets, etc. 

• Smart cards that can run multiple applications but are 

typically used for payment, travel, and secure area access. 

• Mobile phones, telephony devices which can call from a 

distance through cellular networking technology. 

• Wearable computers, mostly limited to functional keys and 

primarily intended for the incorporation of software 

agents, such as bracelets, keyless implants, etc. 

 
 

The wearable computer, Apple Watch, released in 2015 

These classes are expected to endure and to complement each 

other, none replacing another completely. 

https://en.wikipedia.org/wiki/Computer_terminal
https://en.wikipedia.org/wiki/Laptop
https://en.wikipedia.org/wiki/Desktop_computer
https://en.wikipedia.org/wiki/Smartphones
https://en.wikipedia.org/wiki/Tablet_computer
https://en.wikipedia.org/wiki/Smart_card
https://en.wikipedia.org/wiki/Mobile_phone
https://en.wikipedia.org/wiki/Telephone_call
https://en.wikipedia.org/wiki/Wearable_computer
https://en.wikipedia.org/wiki/Software_agent
https://en.wikipedia.org/wiki/Software_agent
https://en.wikipedia.org/wiki/Apple_Watch
https://en.wikipedia.org/wiki/File:Apple_Watch-.jpg
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Other types of mobile computers have been introduced since 

the 1990s, including the: 

• Portable computer 

• Personal digital assistant, enterprise digital assistant 

• Ultra-Mobile PC 

• Laptop 

• Tablet computer 

• Wearable computer 

• E-reader 

• Carputer 

• Handheld PC 

1.1.1 MOBILE COMPUTING VERSUS WIRELESS 

TECHNOLOGY: 

The terms “mobile” and “wireless” are often used 

interchangeably but in reality, they are two very different 

concepts applied to modern computing and technology. 

Mobile is a word that is commonly used to describe portable 

devices. A mobile device is one that is made to be taken 

anywhere. Therefore, it needs an internal battery for power, and 

must be connected to a modern mobile network that can help it 

to send and receive data without attaching to a hardware 

infrastructure. 

Wireless, on the other hand, does not mean mobile. Traditional 

computers or other non-mobile devices can access wireless 

networks. One very common example is the use of a localized 

browser product in a local area network (LAN), where the 

router takes what used to be a cabled interaction and makes it 

wireless. Other kinds of wireless networks called wide area 

networks (WAN) can even use components 

of 3G or 4G wireless systems made specifically for mobile 

devices, but that doesn’t mean that the devices on these 

https://en.wikipedia.org/wiki/Portable_computer
https://en.wikipedia.org/wiki/Personal_digital_assistant
https://en.wikipedia.org/wiki/Enterprise_digital_assistant
https://en.wikipedia.org/wiki/Ultra-Mobile_PC
https://en.wikipedia.org/wiki/Laptop
https://en.wikipedia.org/wiki/Tablet_computer
https://en.wikipedia.org/wiki/Wearable_computer
https://en.wikipedia.org/wiki/E-reader
https://en.wikipedia.org/wiki/Carputer
https://en.wikipedia.org/wiki/Handheld_PC
https://www.techopedia.com/definition/26186/wireless-network
https://www.techopedia.com/definition/26186/wireless-network
https://www.techopedia.com/definition/5526/local-area-network-lan
https://www.techopedia.com/definition/5409/wide-area-network-wan
https://www.techopedia.com/definition/5409/wide-area-network-wan
https://www.techopedia.com/definition/2918/third-generation-wireless-3g
https://www.techopedia.com/definition/2920/forth-generation-wireless-4g
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networks are mobile. They may still be plugged in or require 

proximity to a router or network node. 

Mobile and wireless systems really accomplish two very 

different things. While a wireless system provides a fixed or 

portable endpoint with access to a distributed network, a mobile 

system offers all of the resources of that distributed network to 

something that can go anywhere, barring any issues with local 

reception or technical area coverage. 

For another example of the difference between mobile and 

wireless, think of businesses that offer Wi-Fi hotspots. A Wi-

Fi hotspot is typically a resource for someone who has a 

relatively fixed device, such as a laptop computer that doesn’t 

have its own internal Internet access built in. By contrast, 

mobile devices already have inherent access to the Internet or 

other wireless systems through those cell tower networks 

that ISPs and telecom companies built specifically for them. So 

mobile devices don’t need Wi-Fi rousssssters – they already 

have their connections. 

 
We must distinguish between mobile computing and wireless 

networking. These two terms are not synonymous. While 

mobile computing essentially denotes accessing information 

and remote computational services while on the move, wireless 

networking provides the basic communication infrastructure 

necessary to make this possible. Thus, we can say that mobile 

computing is based on wireless networking and helps one to 

invoke computing services on remote servers while on the 

https://www.techopedia.com/definition/2277/router
https://www.techopedia.com/definition/5307/node
https://www.techopedia.com/definition/10035/wireless-fidelity-wi-fi
https://www.techopedia.com/definition/2948/hotspot
https://www.techopedia.com/definition/2510/internet-service-provider-isp
https://www.techopedia.com/network/best-wifi-router
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move: be it be office, home, conference, hotel, and so on. It 

should be clear that wireless networking is an important 

ingredient of mobile computing, but forms only one of the 

necessary ingredients of mobile computing.  

Mobile computing also requires the applications themselves—

their design and development, and the hardware at the client 

and server sides. In fact, we can say that mobile computing 

subsumes the area of wireless networking. Consequently, to be 

able to understand the subtle issues associated with mobile 

computing, in addition to studying the different aspects of 

mobile computing applications, their design and development, 

we need to have a good knowledge of the basics of wireless 

communications technologies. Wireless networking is 

increasingly replacing traditional networks because of the low 

setup time and low initial investment required to set up the 

wireless network. As we discuss later in this chapter, wireless 

networks appear in various forms such as WLANs (Wireless 

LANs), mobile cellular networks, personal area networks 

(PANs), and ad hoc networks, etc. 

MOBILE COMPUTING VS WIRELESS 

TECHNOLOGY:  

MOBILE COMPUTING WIRELESS TECHNOLOGY 

• Involves the use of portable 

computing devices. 

• Involves wireless 

communication for data 

transmission. 

• Requires both hardware 

(devices) and software 

(apps, OS). 

• Requires network 

components like routers, 

satellites, and radio signals. 

• Includes devices like 

smartphones, tablets, 

laptops, and wearables. 

• Includes technologies like 

Wi-Fi, Bluetooth, 4G, 5G, 

and infrared. 
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• Enables users to perform 

computing tasks remotely. 

• Enables users to connect to 

networks without cables. 

• Can work with or without 

wireless communication 

(e.g., offline computing). 

• Exists solely for 

communication and 

connectivity purposes. 

• Often relies on wireless 

technology for data transfer. 

• Does not necessarily 

involve computing; can be 

used for communication 

only. 

• Examples: using a laptop to 

edit a document while 

traveling. 

• Examples: using Wi-Fi to 

stream a video on a 

stationary PC. 

• Supports applications like 

cloud computing and remote 

access. 

• Supports communication 

methods like VoIP, IOT, 

and remote controls. 

• Requires power sources like 

batteries for mobility. 

• Usually stationary (e.g., a 

Wi-Fi router) but supports 

mobile devices. 

• Can work on both wireless 

and wired networks. 

• Exclusively wireless, 

eliminating the need for 

cables. 

• Deals with data processing, 

storage, and execution of 

applications. 

• Deals with data 

transmission between 

devices. 

• Involves operating systems 

like Android, iOS, and 

Windows. 

• Involves protocols like 

IEEE 802.11 (Wi-Fi) and 

Bluetooth SIG. 

• Security threats include 

device theft and malware 

attacks. 

• Security threats include 

hacking, eavesdropping, 

and unauthorized access. 
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• Aims to provide portable 

computing solutions. 

• Aims to eliminate physical 

connections for 

communication. 

A recent development in this context, is wireless networking of 

various types of devices using the Bluetooth technology. The 

Bluetooth technology can also be used to establish direct 

wireless connection of cell phones with devices such as 

printers, cameras, scanners, and laptop and desk computers.  

Bluetooth is gradually replacing cables and infrared as the 

dominant way of exchanging information between devices. 

One of the objectives of the Bluetooth technology is to enable 

users to easily connect to a wide range of personal computing 

and telecommunication devices, without the need to buy, carry, 

or lay out cables. In fact, the Bluetooth technology enables 

setting up of personal area networks (PANs) known as piconets 

and ad hoc networks known as scatter nets. It provides 

opportunities for rapid deployment of ad hoc connections, and 

the possibility of automatic, transparent connections between 

devices. It promises to eliminate the need to purchase 

additional or proprietary cabling and configuration exercises 

needed to connect the individual devices. 

 

1.1.2 MOBILE COMPUTING APPLICATION 

Mobile computing technology makes it possible for people to 

send or extract information while on the move. For example, a 

stock broker travelling in a car may wish to issue stock 

transaction orders from a mobile phone or to receive share price 

quotations. As can be guessed, ease of deployment and 

scalability are two important positive points in favour of data 

transmissions over the wireless medium. But, it is not without 

some shortcomings. When data is being transmitted on air, all 
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the wireless devices present in the transmission range can 

receive the data. This, therefore, opens up very difficult 

security issues that must be overcome to ensure privacy of data. 

Mobile computing has transformed the way we live and work. 

It refers to using mobile devices like smartphones and tablets 

to access information, perform tasks, and connect with others 

while on the move. This technology allows for greater 

flexibility and efficiency, which is why it’s so important in 

today’s world.  

One specific example of how mobile computing helps is in 

the field of healthcare. Mobile devices enable healthcare 

professionals to access electronic medical records, consult 

with specialists remotely, and monitor patients in real time. 

This allows for better coordination of care, faster decision-

making, and improved patient outcomes. 

Mobile computing applications refer to software designed to 

run on mobile devices such as smartphones, tablets, and 

wearables. These applications allow users to perform a wide 

range of tasks while on the move. They can be native apps 

(developed specifically for a platform like iOS or Android) 

or web apps (accessed through a browser). 

Here are some common categories of mobile computing 

applications: 

1. Communication Apps: 

• Messaging: WhatsApp, Telegram, Signal, iMessage. 

• Social Media: Facebook, Instagram, Twitter, TikTok. 

• Email Clients: Gmail, Outlook, Apple Mail. 

 

2. Productivity Apps: 

• Note-Taking: Evernote, Microsoft OneNote, Notion. 
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• Document Creation/Editing: Google Docs, Microsoft 

Office Suite. 

• Task Management: Todoist, Trello, Asana. 

 

3. Navigation and Travel Apps: 

• Maps and GPS Navigation: Google Maps, Waze, 

Apple Maps. 

• Travel Planning: Expedia, Airbnb, Kayak. 

 

4. Entertainment and Media: 

• Music Streaming: Spotify, Apple Music, Pandora. 

• Video Streaming: Netflix, YouTube, Disney+. 

• Gaming Apps: PUBG Mobile, Candy Crush, Pokémon 

Go. 

 

5. Health and Fitness: 

• Activity Tracking: Strava, Fitbit, Google Fit. 

• Wellness and Meditation: Calm, Headspace, 

MyFitnessPal. 

6. E-Commerce and Shopping: 

• Online Shopping: Amazon, eBay, AliExpress. 

• Food Delivery: UberEats, DoorDash, Grubhub. 

7. Financial and Banking: 

• Banking: PayPal, Venmo, Bank of America. 

• Investment/Trading: Robinhood, E*TRADE, 

Coinbase. 

 

8. Augmented Reality (AR) Apps: 

• AR Shopping: IKEA Place, Snapchat (AR Filters). 

• AR Navigation: Google Maps AR, Pokémon Go. 
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9. Education and Learning Apps: 

• Language Learning: Duolingo, Babbel. 

• Online Courses: Udemy, Coursera, Khan Academy. 

 

1.1.3 MOBILE COMPUTING CHARACTERISTICS 

A computing environment is said to be “mobile”, when either 

the sender or the receiver of information can be on the move 

while transmitting or receiving information. The following are 

some of the important characteristics of a mobile computing 

environment.  

Ubiquity: The dictionary meaning of ubiquity is present 

everywhere. In the context of mobile computing, ubiquity 

means the ability of a user to perform computations from 

anywhere and at any time. For example, a business executive 

can receive business notifications and issue business 

transactions as long he is in the wireless coverage area.  

Location awareness: A hand-held device equipped with global 

positioning system (GPS) can transparently provide 

information about the current location of a user to a tracking 

station. Many applications, ranging from strategic to 

personalized services, require or get value additions by location 

based services For example, a person travelling by road in a 

car, may need to find out a car maintenance service that may be 

available nearby. He can easily locate such a service through 

mobile computing where an application may show the nearby 

maintenance shop. A few other example applications include 

traffic control, fleet management and emergency services. In a 

traffic control application, the density of traffic along various 

roads can be dynamically monitored, and traffic can be directed 

appropriately to reduce congestions. In a fleet management 

application, the manager of a transport company can have up-
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to-date information regarding the position of its fleet of 

vehicles, thus enabling him to plan accurately and provide 

accurate information to customers regarding the state of their 

consignments. Location awareness can also make emergency 

services more effective by automatically directing the 

emergency service vehicles to the site of the call. 

Adaptation: Adaptation in the context of mobile computing 

implies the ability of a system to adjust to bandwidth 

fluctuation without inconveniencing the user. In a mobile 

computing environment, adaptation is crucial because of 

intermittent disconnections and bandwidth fluctuations that can 

arise due to a number of factors such as handoff, obstacles, 

environmental noise, etc.  

Broadcast: Due to the broadcast nature of the underlying 

communication network of a mobile computing environment, 

efficient delivery of data can be made simultaneously to 

hundreds of mobile users. For example, all users at a specific 

location, such as those near a railway station, may be sent 

advertising information by a taxi service operator.  

Personalization: Services in a mobile environment can be 

easily personalized according to a user’s profile. This is 

required to let the users easily avail information with their 

hand-held devices. For example, a mobile user may need only 

a certain type of information from specific sources. This can be 

easily done through personalization 

Business and Enterprise Applications: Employees can 

access corporate data and collaborate from anywhere. Sales 

representatives use mobile apps for customer management and 

transactions. Retail stores and warehouses use mobile scanners 

for stock tracking. 
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Healthcare: Doctors can diagnose and treat patients remotely 

via mobile apps. Patient data can be accessed on mobile 

devices. Smartwatches and fitness trackers monitor health 

conditions. 

Education: Students access learning materials and live lectures 

via mobile apps. Science and engineering students perform 

experiments using mobile simulations-books and research 

papers are accessible on mobile devices. 

Banking and Finance: Users check balances, transfer funds, 

and pay bills via banking apps. Services like PayPal, Google 

Pay, and Apple Pay enable cashless transactions. Investors buy 

and sell stocks using mobile trading platforms. 

Entertainment and Media: Platforms like Netflix, YouTube, 

and Spotify offer on-the-go entertainment. Mobile gaming apps 

provide interactive and multiplayer experiences. Apps like 

Facebook, Instagram, and Twitter enable instant 

communication. 

Transportation and Navigation: Apps like Google Maps and 

Waze help users navigate. Uber and Lyft offer on-demand 

transport. Users check bus/train schedules and book tickets 

online. 

E-Commerce and Retail: Platforms like Amazon and eBay 

allow users to shop from anywhere. Services like Uber Eats and 

Door Dash provide on-demand food delivery. Apps enable 

customers to preview products before purchasing. 

Smart Homes and IOT: Users control lights, security 

cameras, and appliances remotely.AI-powered devices like 

Alexa and Google Assistant perform voice commands. Smart 

sensors monitor home and office environments. 

Military and Defence: Mobile computing enables real-time 

coordination. Unmanned aerial vehicles (UAVs) are controlled 
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via mobile devices. Secure mobile computing helps in defence 

operations. 

Disaster Management and Emergency Services: GPS 

tracking and mobile data help locate victims. Governments 

send weather warnings and disaster notifications. First 

responders use mobile computing for patient assessment. 

 

1.1.4 Structure of Mobile Computing Application:  

A mobile computing application is usually structured in terms 

of the functionalities implemented. The simple three-tier 

structure of a mobile computing application is depicted in 

Figure shows a specific scenario of the types of functionalities 

provided by each tier. As shown in these figures, the three tiers 

are named presentation tier, application tier and data tier. We 

now briefly explain the roles of the three tiers of a mobile 

computing application. 

Presentation Layer (Tier-1) 

Application Layer (Tier-2) 

Data Layer(Tier-3) 

The three tier structure of a mobile computing application 
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Presentation tier  

The topmost level of a mobile computing application concerns 

the user interface. A good user interface facilitates the users to 

issue requests and to present the results to the them 

meaningfully. Obviously, the programs at this layer run on the 

client’s computer. This layer usually includes web browsers 

and customized client programs for dissemination of 

information and for collection of data from the user. 

Application tier  

This layer has the vital responsibility of making logical 

decisions and performing calculations. It also moves and 

processes data between the presentation and data layers. We 

can consider the middle tier to be like an “engine” of an 

automobile. It performs the processing of user input, obtaining 

information and then making decisions. This layer is 

implemented using technology like Java, .NET services, cold 

fusion, etc. The implementation of this layer and the 

functionality provided by this layer should be database 

independent. This layer of functionalities is usually 

implemented on a fixed server. 

Data tier  

The data tier is responsible for providing the basic facilities of 

data storage, access, and manipulation. Often this layer 

contains a database. The information is stored and retrieved 

from this database. But, when only small amounts of data need 

to be stored, a file system can be used. This layer is also 

implemented on a fixed server. 

The structure of mobile computing refers to the architecture 

and components that enable mobile devices to perform 

computing tasks while being mobile. It includes hardware, 

software, communication technologies, and the network 
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infrastructure that allow for mobility and seamless interaction 

with the environment. 

Here's an outline of the key components that make up the 

structure of mobile computing: 

 

1. Mobile Hardware 

• Mobile Devices: The physical hardware that runs mobile 

computing applications, such as smartphones, tablets, 

laptops, and wearables. 

• Processors: Central Processing Unit (CPU) or System on 

a Chip (SoC), responsible for executing instructions and 

managing tasks. 

• Memory: RAM (for temporary data storage) and internal 

storage (for long-term data storage). 

• Battery: Provides the power required for mobile devices 

to operate. 

• Input/Output Devices: Touchscreens, buttons, 

microphones, cameras, sensors, speakers, etc. 

• Sensors: Gyroscopes, accelerometers, GPS, ambient light 

sensors, etc., to interact with the physical world. 

 

2. Mobile Operating System (OS) 

• Android, iOS, Windows Mobile, etc.: These are the 

software platforms that manage the mobile device 

hardware and provide a user interface, application 

framework, and system services. 

• The OS enables apps to run, manage resources, and interact 

with external systems. 
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3. Mobile Software/Applications 

• Native Applications: Apps that are designed and 

developed specifically for a particular operating system 

(e.g., iOS or Android). They can utilize hardware features 

(camera, sensors) directly. 

• Web Applications: Apps that run within a web browser on 

a mobile device, accessed via the internet. They rely on 

web technologies such as HTML, CSS, JavaScript. 

• Hybrid Applications: Apps that combine elements of both 

native and web applications. They can run on multiple 

platforms using the same codebase (e.g., React Native, 

Flutter). 

• Middleware: Software that connects different mobile apps 

with databases or backend services, enabling 

communication between mobile devices and remote 

systems. 

 

4. Communication Networks 

• Cellular Networks (2G, 3G, 4G, 5G): The mobile devices 

connect to the internet and other networks through cellular 

communication standards, enabling voice calls, data 

transfers, and more. 

• Wi-Fi: Wireless local area networks (WLAN) allow 

mobile devices to connect to the internet within a specified 

range (typically within homes, offices, cafes, etc.). 

• Bluetooth/NFC: Short-range communication technologies 

used for device-to-device interaction (e.g., file sharing, 

payments). 

• Satellite Communication (GPS): Provides location-based 

services, including mapping, navigation, and geo-tagging. 
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5. Cloud Computing 

• Cloud Servers/Infrastructure: Many mobile applications 

rely on cloud-based servers to store data and offload 

processing tasks (e.g., Google Drive, iCloud). 

• Synchronization: Mobile devices often synchronize data 

with cloud servers, enabling seamless access to files, 

emails, or content across multiple devices. 

• Backend as a Service (BaaS): Platforms like Firebase, 

AWS Amplify, and Microsoft Azure provide cloud-based 

backends to handle tasks like database management, 

authentication, and push notifications for mobile apps. 

 

6. Mobile Security 

• Authentication & Authorization: Security mechanisms 

like passwords, biometrics (fingerprint, face recognition), 

and two-factor authentication (2FA) protect mobile 

applications and data. 

• Encryption: Data encryption (e.g., HTTPS, end-to-end 

encryption) ensures secure data transfer and protects 

sensitive information. 

• Mobile Device Management (MDM): Tools used to 

secure, monitor, and manage mobile devices within an 

enterprise setting. 

• Firewalls & VPNs: Protect mobile devices from external 

threats by creating secure connections and blocking 

unauthorized access. 

 

7. Data Storage & Management 

• Local Storage: Data stored directly on the mobile device, 

typically in a relational database, key-value store, or file 

system. 
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• Remote Data Storage: Data stored on cloud servers and 

accessed over the internet, allowing users to sync and 

access information on multiple devices. 

• Caching: Temporarily storing data locally on the device to 

speed up access to frequently used information or reduce 

reliance on network connectivity. 

 

8. User Interface (UI) & Interaction 

• Touchscreen Interfaces: The primary mode of interaction 

with mobile devices, enabling actions like tapping, 

swiping, pinching, and gestures. 

• Voice Assistants: AI-powered voice interaction (e.g., Siri, 

Google Assistant, Alexa) allows users to control apps and 

services hands-free. 

• Haptic Feedback: Vibration or other tactile feedback used 

to enhance user interaction (e.g., in gaming or 

notifications). 

• Augmented Reality (AR): Technology that overlays 

digital content onto the real world, enhancing user 

interaction through the camera and sensors. 

 

1.2 MAC Protocol:  

In a wireless network, multiple nodes may contend to transmit 

on the same shared channel at the same time. In this situation, 

the transmitted data would get garbled unless a suitable 

medium access arbitration scheme is deployed. Usually, it is 

the responsibility of the medium access control (MAC) 

protocol to perform this task. The MAC protocol is a sublayer 

of the data link layer protocol and it directly invokes the 

physical layer protocol.  
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The primary responsibility of a MAC protocol is to enforce 

discipline in the access of a shared channel when multiple 

nodes contend to access that channel. At the same time, two 

other objectives of any MAC protocol are maximization of the 

utilization of the channel and minimization of average latency 

of transmission. However, a MAC protocol must be fair and 

ensure that no node has to wait for an unduly long time, before 

it is allowed to transmit. In the following, we identify the 

various characteristics desirable of any MAC protocol. 

In Wireless Sensor Networks (WSNs), the Medium Access 

Control (MAC) protocol is a set of guidelines that dictate how 

each node should transmit data over the shared wireless 

medium. The primary objective of the MAC protocol is to 

minimize the occurrence of idle listening, over-hearing, and 

collisions of data packets. By efficiently managing access to 

the wireless medium, the MAC protocol helps to reduce 

energy consumption and optimize the use of network 

resources. 

The Media Access Control (MAC) is the first protocol layer 

above the Physical Layer in ad hoc. The primary task of any 

MAC protocol is to control the access of the nodes to a shared 

medium. It plays an important role in coordinating access to 

the shared communication medium. To achieve this phase 

various strategies have evolved, leading to a diverse range of 

MAC protocols. This classification examines the different 

approaches employed by these protocols to manage, access 

and ensure efficient data transmission across the network. 

The design of a MAC protocol depends upon the specific 

environment in which it would be used and the specific design 

requirements to be met. In spite of the wide variations in the 

characteristics of different protocols, however, in a general 
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sense a good MAC protocol needs to possess the following 

features:  

• It should implement some rules that help to enforce discipline 

when multiple nodes contend for a shared channel.  

• It should help maximize the utilization of the channel.  

• Channel allocation needs to be fair. No node should be 

discriminated against at any time and made to wait for an 

unduly long time for transmission.  

• It should be capable of supporting several types of traffic 

having different maximum and average bit rates.  

• It should be robust in the face of equipment failures and 

changing network conditions. 

 

1.2.1 Wireless MAC issue:  

A MAC protocol in a wireless medium is much more complex 

than its wired counterpart. First, a collision detection scheme is 

difficult to implement in a wireless environment, since 

collisions are hard to be detected by the transmitting nodes. 

Also, in infrastructure-less networks, the issue of hidden and 

exposed terminals make a MAC protocol extremely inefficient 

unless special care is taken to overcome these problems. 

The Hidden and Exposed Terminal Problems in an 

Infrastructure-less Network: 

The hidden terminal problem arises when at least three nodes 

(A, B, and C), as shown in Fig. , communicate among each 

other. As shown in this figure, Downloaded by MAC Protocols 

49 B is in the radio range of A, and B is also within the radio 

range of C. However, the nodes A and C are not in  
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the radio range of each other. Note that if both A and C start to 

transmit to B at the same time, the data received at node B 

would get garbled. Such a situation can arise because A and C 

are “hidden” from each other, because they are outside each 

other’s transmission range. In this situation, when one node 

starts to sense the medium before transmission, it cannot sense 

that the other node is also transmitting. This creates a very 

difficult and important arbitration problem that a MAC 

protocol needs to resolve. 

A related problem called exposed terminal could arise in a 

scenario such as that depicted in Fig.MAC protocols usually 

inhibit transmission when transmission from another terminal 

is detected. As a result, node A will not be able to transmit to 

any node when B is transmitting to C. On the other hand, had 

A transmitted to D, it would have been received correctly by D 

and B’s transmission would have also been correctly received 

at C. The problem arose only because A and B are within each 

other’s transmission range, though the destination nodes are in 

the transmission range of only one of the nodes. In other words, 

the problem occurs because A is exposed to B’s transmission. 

The overall effect of this problem is that it leads to inefficient 

spectrum usage as well as unnecessary transmission delays 
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unless these are carefully addressed by a wireless MAC 

protocol. 

 

A Taxonomy of MAC Protocols: 

A large number of MAC protocols have been proposed. These 

MAC protocols can be broadly divided into the following three 

categories: (i) Fixed assignment schemes (ii) Random 

assignment schemes (iii) Reservation-based schemes. The 

fixed assignment schemes are usually called circuit-switched 

schemes. In the fixed assignment schemes, the resources 

required for a call are assigned for the entire duration of the 

call. On the other hand, the random assignment schemes and 

the reservation schemes are called packet switched schemes. 

The random assignment schemes are comparable to the 

connection-less packet-switching schemes. In this, no resource 

reservations are made, the nodes simply start to transmit as 

soon as they have a packet to send. In the reservation schemes, 

a node makes explicit reservation of the channel for an entire 

call before transmitting. This is analogous to a connection-

based packet-switching scheme. The reservation-based MAC 

schemes are suitable to handle calls with widely varying traffic 

characteristics.  
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1.3 Fixed Assignment Schemas: 

A few important categories of fixed assignment MAC protocols 

are the following:  

• Frequency Division Multiple Access (FDMA)  

• Time Division Multiple Access (TDMA)  

• Code Division Multiple Access (CDMA) 

An analogy may be drawn to the fixed assignment solution to 

the multiple access issues of a shared medium in the following 

way: Consider a students’ common room (channel) in which 

many students want to communicate with each other. If the 

students want to avoid cross-talk in the ongoing process, then 

either the students could take turns in speaking (i.e. time 

division), or they could speak at different pitches (i.e. 

frequency division), or they could speak in different languages 

(i.e. code division). The last analogy captures the essence of 

CDMA, when the students who are speaking the same language 

understand each other, but the rest of the students cannot. In 

CDMA, each communicating pair shares a decryption code 

using which lets them understand only the communication 

between them. In this case many codes occupy the same 

channel, but only the users who share a specific code will be 

able to understand each other. 

Frequency Division Multiple Access:In FDMA, the available 

bandwidth (frequency range) is divided into many narrower 

frequency bands called channels. Figure shows a division of the 

existing bandwidth into many channels (shows as Ch. 1, Ch. 2, 

etc.). For full duplex communication to take place, each user is 

allocated a forward link (channel) for communicating from it 

(mobile handset) to the base station (BS), and a reverse channel 

for communicating from the BS to it. Thus, each user making 

a call is allocated two unique frequency bands (channels), one 
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for transmitting and the other for receiving signals during the 

call. Obviously, when a call is underway, no other user would 

be allocated the same frequency band to make a call. Unused 

transmission time in a frequency band that occurs when the 

allocated caller pauses between transmissions, or when no user 

is allocated a band, goes idle and is wasted. FDMA, therefore, 

does not achieve a high channel utilization. 

                           

 
Time Division Multiple Access: 

TDMA is an access method in which multiple nodes are 

allotted different time slots to access the same physical channel. 

That is, the timeline is divided into fixed-sized time slots and 

these are divided among multiple nodes who can transmit. Note 

that in this case, all sources use the same channel, but take turns 

in transmitting. Figure shows the situation where time slots are 

allocated to users in a round robin manner, with each user being 

assigned one time slot per frame. Obviously, unused time slots 

go idle, leading to low channel utilization. 
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Working Principle of TDMA 

1. Time Division: 

o In TDMA, the available frequency spectrum is 

divided into time slots. Each time slot is a 

small period of time during which a specific 

user can transmit or receive data. 

o The entire communication channel is shared 

by all users, but each user is allocated a 

specific time slot for their transmission, 

thereby ensuring that only one user transmits 

during a given time period. 

2. Frame Structure: 

o A frame in TDMA is the total time period that 

contains all the time slots for a set of users. 

Each frame is divided into equal time slots, 

and each user gets a specific time slot within 

that frame. 

o For example, if there are 4 users sharing the 

channel, the TDMA frame will be divided into 

4 time slots, and each user will be allocated 

one time slot per frame. 

3. Synchronization: 

o Since TDMA relies on precise timing to 

allocate time slots to users, synchronization is 

crucial. The transmitter and receiver must be 

perfectly synchronized so that each device 

knows when to transmit or receive data. 

o A central base station often handles 

synchronization in mobile networks to ensure 

that all mobile devices are aligned with the 

time slots. 
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4. Multiplexing: 

o Multiplexing is the process of combining 

multiple signals into one signal to be 

transmitted over a single communication 

channel. In TDMA, this is done by time-

division multiplexing, where each user’s 

signal is transmitted during their allocated 

time slot. 

5. Transmission and Reception: 

o The user transmits data in their time slot and 

listens to the channel in the time slots allocated 

to other users. In the next frame, the user gets 

another chance to transmit or receive data, 

depending on their allocation. 

TDMA Frame Structure Example 

Consider a TDMA system with 4 users sharing a channel. The 

frame might look like this: 

Time Slot 1 Time Slot 2 Time Slot 3 Time Slot 4 

User 1 User 2 User 3 User 4 

• User 1 transmits in Time Slot 1, User 2 in Time Slot 

2, and so on. 

• Once all users have transmitted in their time slots, the 

frame repeats, allowing each user to transmit again. 

Advantages of TDMA 

1. Efficient Use of Bandwidth: 

o TDMA enables multiple users to share the 

same frequency channel, increasing the overall 

capacity of the system without requiring 

additional spectrum. 
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2. Reduced Interference: 

o Since each user is assigned a specific time slot, 

the chances of collision (when two devices 

transmit simultaneously) are reduced, thus 

minimizing interference. 

3. Easy Implementation: 

o TDMA can be implemented on existing 

infrastructure and does not require complex or 

additional hardware compared to other 

multiple access schemes like CDMA (Code 

Division Multiple Access) or FDMA 

(Frequency Division Multiple Access). 

4. Efficient Power Usage: 

o Since a mobile device only transmits during its 

designated time slot and remains idle during 

other slots, it can conserve battery power, 

which is crucial for mobile devices. 

5. Scalability: 

o TDMA can scale easily to accommodate more 

users simply by increasing the number of time 

slots in each frame. 

6. Security: 

o TDMA offers some level of security, as the 

communication channel is divided into time 

slots, and it is difficult for unauthorized users 

to access the channel without knowledge of the 

time slot allocation. 

Disadvantages of TDMA 

1. Synchronization Issues: 

o TDMA requires precise synchronization 

between the transmitter and receiver to ensure 
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that time slots are allocated correctly. This 

synchronization can become complex in large-

scale networks or networks with high mobility. 

2. Inefficient for Burst Traffic: 

o TDMA is less efficient for handling bursty 

traffic (where data is sent in large chunks at 

irregular intervals), as users must wait for their 

allocated time slot to transmit data, potentially 

leading to delays. 

3. Fixed Time Slots: 

o In TDMA, each user is given a fixed time slot, 

even if they have no data to send. This can lead 

to inefficiency, especially when a user has no 

data to transmit during their assigned time slot. 

4. Limited Capacity: 

o The total number of users that can be 

supported by a TDMA system is limited by the 

number of time slots in a frame. Increasing the 

number of users requires either increasing the 

frame size (which can increase overhead) or 

allocating more bandwidth, which may not 

always be feasible. 

5. Delays in High Traffic: 

o During periods of high traffic, users may 

experience delays due to the limited number of 

time slots in each frame. 

Applications of TDMA 

1. 2G Cellular Networks (GSM): 

o TDMA was widely used in 2G GSM 

networks for mobile communications. In 

GSM, the radio spectrum is divided into time 
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slots, with each user being assigned a specific 

slot for communication. 

2. Satellite Communication: 

o TDMA is used in satellite communication 

systems to ensure that multiple users can share 

the same satellite channel. The satellite 

allocates time slots for each user to prevent 

interference. 

3. Wireless Networks: 

o TDMA can be used in other types of wireless 

communication systems, such as Wi-Fi 

networks and cellular systems, where users 

need to share a common communication 

medium. 

4. Global Navigation Satellite Systems (GNSS): 

o In some GNSS systems, TDMA is used for 

time synchronization and sharing the 

communication channel between multiple 

satellites. 

TDMA Variants 

1. FDMA/TDMA: 

o In some systems, a combination of Frequency 

Division Multiple Access (FDMA) and 

TDMA is used. In such systems, the available 

frequency spectrum is first divided into 

different frequency bands (FDMA), and then 

each frequency band is further divided into 

time slots (TDMA). 

2. CDMA/TDMA: 

o Some systems also combine Code Division 

Multiple Access (CDMA) and TDMA, where 
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CDMA handles the code assignments for 

different users, while TDMA allocates time 

slots for communication. 

Code Division Multiple Access: 

In CDMA, multiple users are allotted different codes that 

consist of sequences of 0 and 1 to access the same channel. As 

shown in Fig., a special coding scheme is used that allows 

signals from multiple users to be multiplexed over the same 

physical channel. As shown in the figure, three different users 

who have been assigned separate codes are multiplexed on the 

same physical channel. 

 
In the following, we elaborate the CDMA technology. In 

CDMA, multiple users use the same frequency at the same time 

and no time scheduling is applied. All the senders send signals 

simultaneously through a common medium. The bandwidth of 

this medium is much larger than the space that would be 

allocated to each packet transmission during FDMA and the 

signals can be distinguished from each other by means of a 

special coding scheme that is used. This is done with the help 

of a frequency spreading code known as the m-bit pseudo-noise 

(PN) code sequence. Using m bits, 2m – 1 different codes can 
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be obtained. From these codes, each user will use only one 

code. 

In the following, we elaborate the CDMA technology. In 

CDMA, multiple users use the same frequency at the same time 

and no time scheduling is applied. All the senders send signals 

simultaneously through a common medium. The bandwidth of 

this medium is much larger than the space that would be 

allocated to each packet transmission during FDMA and the 

signals can be distinguished from each other by means of a 

special coding scheme that is used. This is done with the help 

of a frequency spreading code known as the m-bit pseudo-noise 

(PN) code sequence. Using m bits, 2m – 1 different codes can 

be obtained. From these codes, each user will use only one 

code. 

For simplicity, we assume that all nodes transmit on the same 

frequency at the same time using the entire bandwidth of the 

transmission channel. Each sender has a unique random 

number key, and the sender XORs the signal with this random 

number key. The receiver can “tune” into this signal if it knows 

the pseudorandom number. Consider an example, where X, Y 

are the transmitters and Z is a receiver. Sender Data = 1 and 

Key = (010011). Its autocorrelation representation is (–1, +1, –

1, –1, +1, +1). The signal to be calculated at sender X is Xs = 

Data  Key = +1Key = (–1, +1, –1, –1, +1, +1). Similarly, 

sender Data = 0 and Key = (110101) and the signal to be sent 

at Y is Ys = –1Key = –1(+1, +1, –1, +1, –1, +1) = (–1, –1, 

+1, –1, +1, –1). The signal received by receiver Z is Xs + Ys = 

(–1, +1, –1, –1, +1, +1) + (–1, –1, +1, –1, +1, –1) = (–2, 0, 0, –

2, +2, 0). At the receiver, in order to receive the data sent by 

sender X, the signal Z is dispread. So now if Z wants to get 

information of sender X data, then ZKey = (–2, 0, 0, –2, +2, 
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0)(–1, +1, –1, –1, +1, +1) = 2 + 0 + 0 + 2 + 2 + 0 = 6 > 0 

(positive), that is the original bit was a 1. Similarly, the 

information of sender Y data may be obtained as ZKey = (–2, 

0, 0, –2, +2, 0)(+ 1, +1, –1, +1, –1, +1) = –2 + 0 + 0 – 2 – 2 + 

0 = – 6 < 0 (negative). So the Y data original bit was a 0. 

 

1.4 Random Assignment Schemas: 

There are a number of random assignment schemes that are 

used in MAC protocols. A few important ones are the 

following:  

• ALOHA 

• Slotted ALOHA 

• CSMA 

• CSMA/CD 

• CSMA/CA 

ALOHA Scheme: 

It is a simple communication scheme that was developed at the 

University of Hawaii. The basic (also called pure) ALOHA 

scheme, is a simple protocol. If a node has data to send, it 

begins to transmit. Note that the first step implies that Pure 

ALOHA does not check whether the channel is busy before 

transmitting. If the frame successfully reaches the destination 

(receiver), the next frame is sent. If the frame fails to be 

received at the destination, it is sent again. The simple ALOHA 

scheme works acceptably, when the chances of contention are 

small (i.e., when a small number of senders send data 

infrequently).  

However, the collisions can become unacceptably high if the 

number of contenders for transmission is high. An 

improvement over the pure ALOHA scheme is the slotted 

ALOHA. In the slotted ALOHA scheme, the chances of 
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collisions are attempted to be reduced by enforcing the 

following restrictions. The time is divided into equal-sized slots 

in which a packet can be sent. Thus, the size of the packet is 

restricted. A node wanting to send a packet, can start to do so 

only at the beginning of a slot. The slotted ALOHA system 

employs beacon signals that are sent at precise intervals that 

mark the beginning of a slot, at which point the nodes having 

data to send can start to transmit. Again, this protocol does not 

work very well if the number of stations contending to send 

data is high. In such cases, the CSMA scheme (described next) 

works better. 

 
Key Features of ALOHA: 

1. Simple and Uncoordinated Communication: 

o ALOHA is a decentralized protocol where 

each user can transmit data whenever they 

want, without the need for synchronization or 

coordination with other users. 
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2. Random Access: 

o In ALOHA, nodes (devices) transmit their data 

randomly, and if two nodes transmit at the 

same time (i.e., a collision occurs), the 

transmitted packets are lost or corrupted. 

3. Collision Detection: 

o After a transmission, the sender waits for an 

acknowledgment (ACK) from the receiver to 

confirm successful delivery. 

o If the sender does not receive an 

acknowledgment (due to a collision), it 

assumes that a collision has occurred and 

retransmits the packet. 

The CSMA Scheme: 

A popular MAC arbitration technique is the Carrier Sense 

Multiple Access (CSMA). In this technique, a node senses the 

medium before starting to transmit. If it senses that some 

transmission is already underway, it defers its transmission. 

Two popular extensions of the basic CSMA technique are the 

collision detection (CSMA/CD) and the collision avoidance 

(CSMA/ CA) techniques. 

Unlike that in a wired network, in a wireless network the 

CSMA/CD technique does not work very well. In the 

CSMA/CD technique, the sender starts to transmit if it senses 

the channel to be free. But, even if it senses the channel to be 

free, there can be a collision (why?) during transmission. In a 

wired network, the implementation of a collision detection 

scheme is simple. However, in a wireless network it is very 

difficult for a transmitting node to detect a collision, since any 

received signal from other nodes would be too feeble compared 

to its own signal and can easily be masked by noise. As a result, 
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a transmitting node would continue to transmit the frame, and 

only the destination node would notice the corrupted frame 

after it computes the checksum. This leads to retransmissions 

and severe wastage of channel utilization. In contrast, in a 

wired network when a node detects a collision, it immediately 

stops transmitting, thereby minimizing channel wastage. 

 
In a wireless network, a collision avoidance scheme works 

much better compared to a collision detection-based scheme. A 

collision avoidance scheme is based on the idea that it is 

necessary to prevent collisions at the moment they are most 

likely to occur, that is, when the bus is released after a packet 

transmission. We explain the reason for this in the following. 

During the time a node is transmitting on the channel, several 

nodes might be wanting to transmit. These nodes would be 

monitoring the channel and waiting for it to become free. The 

moment the transmitting node completes its transmission, these 

waiting nodes would sense the channel to be free, and would 

all start transmitting at the same time. To overcome such 

collisions, in the collision avoidance scheme, all nodes are 

forced to wait for a random time and then sense the medium 

again, before starting their transmission. If the medium is 

sensed to be busy, a node waiting to transmit waits for a further 
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random amount of time and so on. Thus, the chance of two 

nodes starting to transmit at the same time would be greatly 

reduced. 

 

1.5 Reservation Based Schemas: 

A basic form of the reservation scheme is the RTS/CTS 

scheme. In an RTS/CTS scheme, a sender transmits an RTS 

(Ready to Send) packet to the receiver before the actual data 

transmission. On receiving this, the receiver sends a CTS 

(Clear to Send) packet, and the actual data transfer commences 

only after that. When the other nodes sharing the medium sense 

the CTS packet, they refrain from transmitting until the 

transmission from the sending node is complete. In a 

contention-based MAC protocol. 

In a contention-based MAC protocol, a node wanting to send a 

message first reserves the medium by using an appropriate 

control message. For example, reservation of the medium can 

be achieved by transmitting a “Ready to Send” (RTS) message 

and the corresponding destination node accepting this request 

answers with a “Clear to Send” (CTS) message. Every node 

that hears the RTS and CTS messages defers its transmission 

during the specified time period in order to avoid a collision. A 

few examples of RTS-CTS based MAC protocols are MACA, 

MACAW, MACA-BI, PAMAS, DBTMA, MARCH, S-MAC 

protocols which have specifically been designed for sensor 

networks. In the following, we discuss MACA as a 

representative protocol belonging to this category of protocols. 
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Key Features of Reservation-Based Schemes: 

1. Pre-allocated Resources: 

o Resources such as bandwidth, time slots, or 

transmission power are pre-allocated or 

reserved for particular users or data flows. This 

eliminates contention and reduces the chances 

of congestion. 

2. Guaranteed QoS: 

o These schemes provide a predictable and 

guaranteed level of service (such as 

throughput, delay, and jitter) by reserving the 

necessary resources ahead of time, ensuring 

that the network can meet the application's 

needs. 

3. Centralized or Decentralized Approaches: 

o Centralized: Involves a central entity (like a 

base station or server) that manages the 

reservation process and allocates resources to 

users. 

o Decentralized: The network relies on 

distributed protocols where nodes 
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communicate and negotiate directly to reserve 

resources. 

4. Control Over Channel Access: 

o Reservation-based schemes give nodes or 

users more control over when and how they 

access the channel, allowing for better 

coordination and minimizing collisions. 

MACA: 

MACA stands for Multiple Access Collision Avoidance. 

MACA solves the hidden/exposed terminal problems by 

regulating the transmitter power. A node running MACA 

requests to use the medium by sending an RTS to the receiver. 

Since radio signals propagate Omni-directionally, every 

terminal within the sender’s radio range will hear this and then 

refrain from transmitting. As soon as the receiver is ready to 

receive data, it responds with a CTS. 

 

 
Figure schematically shows how MACA avoids the hidden 

terminal problem. Before the start of its transmission, it sends 

a Request to Send (RTS). B receives the RTS that contains the 

sender’s name and the receiver’s name, as well as the length of 

the future transmission. In response to the RTS, an 

acknowledgment from B is triggered indicating Clear To Send 

(CTS). The CTS contains the names of the sender and receiver, 



39 | P a g e  

 

and the length of the planned transmission. This CTS is heard 

by C and the medium is reserved for use by A for the duration 

of the transmission. 

On receipt of a CTS from B, C refrains from transmitting 

anything for the time indicated in the CTS. Thus a collision 

cannot occur at B during data transmission, and the hidden 

terminal problem is solved. Though this is a collision avoidance 

protocol, a collision can occur during the sending of an RTS. 

Both A and C could send an RTS at same time. But an RTS 

occurs over a very small duration compared to the duration of 

data transmission. Thus the probability of collision remains 

much less. B resolves this contention problem by 

acknowledging only one station in the CTS.  

 
No transmission occurs without an appropriate CTS. Figure 

schematically shows how the exposed terminal problem is 

solved in MACA. Assume that B needs to transmit to A. B has 

to transmit an RTS first as shown in Fig. 3.7. The RTS would 

contain the names of the receiver (A) and the sender (B). C does 

not act in response to this message as it is not the receiver, but 

A responds with a CTS. C does not receive this CTS and 
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concludes that A is outside the detection range. Thus C can start 

its transmission assuming that no collision would occur at A. 

Key Components of MACA 

1. RTS (Request to Send) 

o The RTS is a control packet sent by a node that 

wants to send data. It is used to request access 

to the medium. When a node wishes to 

transmit data, it first sends an RTS message to 

the destination node. 

o The RTS message contains the duration for 

which the medium will be occupied, allowing 

other nodes to know when the channel will be 

busy. 

2. CTS (Clear to Send) 

o Once the destination node receives the RTS, it 

sends back a CTS message, indicating that it 

is ready to receive data. The CTS message also 

includes the duration of the transmission, 

which helps other nodes in the vicinity know 

when they should not transmit to avoid 

collisions. 

o The CTS serves as a signal to all nodes within 

the transmission range of the destination that 

the channel is reserved. 

3. Data Transmission 

o After receiving the CTS, the sender begins 

transmitting the data. Other nodes, upon 

hearing the CTS, defer their transmission 

during the scheduled period to avoid collision. 

o ACK (Acknowledgment) 
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o Once the data transmission is complete, the 

receiver sends an ACK (Acknowledgment) 

message to the sender to confirm successful 

receipt of the data. 

How MACA Works 

1. RTS-CTS Exchange: 

o When a sender wants to send data, it 

broadcasts an RTS message to the receiver. 

o Upon receiving the RTS, the receiver replies 

with a CTS message, signaling that the 

medium is reserved for the sender. 

o All nodes within the transmission range of the 

receiver can hear the CTS message and know 

not to transmit during the reserved period. 

2. Collision Avoidance: 

o The RTS-CTS exchange prevents hidden node 

problems (where two nodes are out of range of 

each other but may cause interference at a third 

node). By having the RTS-CTS exchange, 

nodes ensure that they won't transmit at the 

same time and cause collisions. 

o The use of RTS and CTS also reduces the 

likelihood of exposed node problems, where 

a node may refrain from transmitting even 

when the medium is available. 

3. Data Transmission and Acknowledgment: 

o After the RTS-CTS exchange, the sender 

transmits data to the receiver. 

o The receiver then sends an ACK message back 

to the sender to confirm successful reception. 
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Advantages of MACA 

1. Collision Avoidance: 

o By using the RTS and CTS control packets, 

MACA helps to avoid collisions and ensures 

that nodes do not transmit simultaneously. 

This significantly improves the efficiency of 

data transmission in wireless networks. 

2. Hidden Node Problem Mitigation: 

o MACA helps to reduce the hidden node 

problem, where two nodes that cannot hear 

each other might cause a collision when they 

transmit data to a third node. 

3. Improved Network Performance: 

o The MACA protocol enhances the overall 

network performance by managing how nodes 

access the channel and reducing the chances of 

retransmissions due to collisions. 

4. Fairness: 

o By ensuring that nodes access the medium in 

an organized manner, MACA can contribute to 

fairness in terms of transmission opportunities, 

reducing the likelihood of some nodes 

monopolizing the channel. 

Disadvantages of MACA 

1. Overhead: 

o The RTS/CTS exchange adds extra control 

packets to the network, which can increase the 

overhead, particularly in environments with 

many nodes. This overhead can become 

problematic if the data packets are very small 

compared to the control packets. 
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2. Exposed Node Problem (Not Fully Avoided): 

o While MACA helps with the hidden node 

problem, it doesn't completely eliminate the 

exposed node problem, where a node that is 

not within the transmission range of the sender 

or receiver unnecessarily refrains from 

transmitting even though the channel is 

available. 

3. Collisions Due to RTS/CTS Interference: 

o If RTS/CTS packets collide, it could cause 

additional delays in the network. If the RTS or 

CTS message is corrupted, the transmission 

process will have to start over, leading to 

delays and inefficiencies. 

4. Limited to Specific Scenarios: 

o MACA works well in scenarios where the 

collision probability is high due to hidden node 

problems, but it may not be as efficient in 

environments with low contention or if the 

network topology changes rapidly. 

Applications of MACA 

• Mobile Ad Hoc Networks (MANETs): 

o MACA is useful in MANETs, where mobile 

devices communicate without fixed 

infrastructure. It helps ensure efficient 

communication in dynamic and decentralized 

networks. 

• Wireless Sensor Networks (WSNs): 

o In WSNs, where nodes are often power-

constrained, MACA's collision avoidance 

ensures that devices transmit data without 
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unnecessarily wasting energy on 

retransmissions due to collisions. 

• Wireless LANs (WLANs): 

o In WLANs, especially in environments with 

many nodes, MACA can be implemented to 

manage medium access and reduce collisions 

in high-traffic scenarios. 

MACA Variants 

Several variants of the original MACA protocol have been 

developed to improve efficiency and performance, especially 

in different network types and use cases. Some notable variants 

include: 

1. MACA-BI (MACA with Bidirectional 

Transmission): 

o A variant that supports bidirectional 

communication, allowing both nodes to 

transmit data simultaneously in certain 

scenarios. 

2. MACA with Exponential Backoff: 

o A variant that uses an exponential backoff 

algorithm for retransmission attempts, which 

reduces congestion and avoids repeated 

collisions. 

3. MACAW (MACA for Wireless): 

o A more advanced version of MACA, which 

introduces additional features like timeout 

mechanisms and channel access priorities, 

allowing for more efficient and fair use of the 

communication channel. 
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2.1 OVERVIEW OF MOBILE INTERNET PROTOCOL: 

The Internet is built on top of a collection of protocols, called 

the TCP/IP protocol suite. Transmission Control Protocol 

(TCP) and Internet Protocol (IP) are the core protocols in this 

suite. IP is responsible for routing a packet to any host, 

connected to the Internet, uniquely identified by an assigned IP 

address. This raises one of the most vexing issues caused by 

host mobility. In the traditional IP addressing scheme, each 

LAN is assigned an address. The nodes in the LAN are assigned 

an address based on the LAN address. In the traditional IP 

addressing scheme, when a host moves to a different location, 

it may move to another network. As a result, it needs to change 

its IP address. This is an unworkable proposition for routing 

messages to a host, as it would keep changing its address as it 

moves from one network to another. In this context, a Mobile 

Internet Protocol (Mobile IP) was proposed by the Internet 

Engineering Task Force (IETF). The mobile IP allows mobile 

computers to stay connected to the Internet regardless of their 

location and without changing their IP address. In other words, 

Mobile IP is a standard protocol that extends the Internet 

Protocol by making mobility transparent to applications and to 

higher level protocols like TCP. Every mobile user likes to 

have a continuous network connectivity irrespective of its 

physical location. The traditional IP does not support user 

mobility. Mobile IP was created by extending IP to enable users 

to keep the same IP address while travelling to a different 

network. Box explains how the necessity of mobile IP arose 

with the introduction of mobile computers to the Internet. 

The packet delivery to and from a mobile node has been 

schematically shown in Fig. 4.1. In this figure, a correspondent 

node (CN) is connected via a router to the Internet, and the 
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home network and the foreign network are also connected via 

a router, i.e. the home agent (HA) and foreign agent (FA), 

respectively, to the Internet. Therefore, home agent (HA) is 

implemented on the router connecting the home network with 

the Internet, a foreign agent (FA) is also implemented on the 

router connecting the foreign network with the Internet. The 

tunnel for the packets towards the mobile node starts at the 

home agent and ends at the foreign agent, again here the foreign 

agent has the care-of-address (COA).  

EVOLUTION OF INTERNET PROTOCOL: 

The IP defined in RFC 791 is the widely-used version of the 

Internet Protocol. Interestingly, however, the present form of 

IP is not version 1 of IP but version 4. The TCP/IP suite evolved 

through three earlier versions, and was split into TCP and IP 

layers in version 4. So, when you use IP today, you are referring 

to IP version 4 (IPv4). It is therefore usual that “IP” means “IP 

version 4. Despite the careful design of IPv4, it was later 

recognized that IP suffers from several shortcomings. For 

example, it would not be able to support the enormous number 

of users that are expected to use Internet in a couple of years. 

Also IP does not distinguish among the different applications, 

and treats all applications equally. However, the quality of 

service (QoS) requirement of different applications may be 

different. For example, a streaming video requires that video 

frames be transmitted without delay jitters, whereas 

applications such as e-mail can tolerate considerable delay. 

This needed the development of a new version of IP. In fact, a 

new version of IP has already been developed. It is formally 

called Internet Protocol version 6 (IPv6) and also sometimes 

referred to as IP Next Generation or IPng. The Internet was 

started at a time when mobile computers did not exist. As a 
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result, the present Internet lacks support for mobile users 

travelling across the world. To address this issues, mobile IP 

was proposed. Mobile IP (MIP) supports mobility at Internet 

Layer (Network Layer). 

 
Mobile IP Various terminologies associated with mobile IP 

and used in are explained below:  

Mobile Node (MN): A mobile node is a hand-held equipment 

with roaming capabilities. It can be a cell phone, personal 

digital assistant, laptop, etc.  

Home Network: The home network of a mobile device is the 

network within which the device receives its identifying IP 

address (home address). In other words, a home network is a 

subnet to which a mobile node belongs to as per its assigned IP 

address. Within the home network, there is no need of mobile 

IP.  

Home Address (HA): The home address of a mobile device is 

the IP address assigned to the device within its home network. 

The IP address on the current network is known as home 

address.  

Foreign Agent (FA): The foreign agent is a router in a foreign 

network that functions as the point of attachment for a mobile 

node when it roams to the foreign network. The packets from 
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the home agent are sent to the foreign node which delivers it to 

the mobile node.  

Foreign Network: The foreign network is the current subnet 

to which the mobile node is visiting. It is different from home 

network. In other words, a foreign network is the network in 

which a mobile node is operating when away from its home 

network.  

Correspondent Node (CN): The home agent is a router on the 

home network serving as the anchor point for communication 

with the mobile node. It tunnels packets from a device on the 

Internet, called a correspondent node (CN), to the roaming 

mobile node. 

Care-of-Address (COA): It is the address that is used to 

identify the present location of a foreign agent. The packets 

sent to the MN are delivered to COA. The COA can be any of 

the following two types: (a) Foreign agent COA: The COA is 

an IP address of foreign agent (FA). (b) Co-located COA: 

When the mobile node (MN) acquires a temporary IP address, 

that address acts as the COA. 

Home Agent (HA): It is located in home network and it 

provides several services for the MN. HA maintains a location 

registry. The location registry keeps track of the node locations 

using the current care-of-address of the MN. 

Agent Discovery: During call establishment it is necessary for 

a mobile node to determine its foreign agent. This task is 

referred to as agent discovery. The following two discovery 

methods are popularly used: (1) Agent advertisement, and (2) 

Agent solicitation. 

1. Agent advertisement: Generally the foreign and the home 

agents advertise their presence through periodic agent 

advertisement messages. An agent advertisement message, lists 
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one or more careof-addresses and a flag indicating whether it 

is a home agent or a foreign agent. Agent advertisement is a 

popularly used method in agent discovery. 

2. Agent solicitation: In case a mobile node (MN) does not 

receive any COA, then the MN should send an agent 

solicitation message. But it is important to monitor that these 

agent solicitation messages do not flood the network. A mobile 

node can usually send up to three solicitation messages (one 

per second) as soon as it enters a new network. The basic 

purpose of the solicitation messages sent by a mobile node 

(MN) is to search for a foreign agent (FA). For a highly 

dynamic wireless network in which MNs move at great speed, 

even a time interval of the order of a second between these 

messages is too long. If an MN does not receive any address in 

response to its solicitation messages, then to avoid network 

flooding, the MN should exponentially reduce the rate of 

sending the solicitation messages. 

Tunnelling and encapsulation  

Tunnelling establishes a virtual pipe for the packets available 

between a tunnel entry and an endpoint. Tunnelling is the 

process of sending a packet via a tunnel and it is achieved by a 

mechanism called encapsulation. 

Encapsulation refers to arranging a packet header and data in 

the data part of the new packet. On the other hand, 

disassembling the data part of an encapsulated packet is called 

decapsulation. Whenever a packet is sent from a higher 

protocol layer to a lower protocol layer, the operations of 

encapsulation and decapsulation usually take place. 

Key Concepts of Tunneling: 

• VPN Tunneling: Tunneling is commonly used in VPNs 

to provide secure communication channels between 
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mobile devices and private networks. When a user 

connects to a VPN, their data is encapsulated within a 

secure tunnel to prevent unauthorized access or 

eavesdropping. This ensures that sensitive data 

remains encrypted while traversing the internet. 

• Mobile VPNs: Mobile devices, especially those on 

cellular networks, experience fluctuating signal 

strengths and varying network conditions. A Mobile 

VPN uses tunneling to ensure uninterrupted and secure 

access to corporate networks, even as the user moves 

between different types of networks (e.g., Wi-Fi to 

cellular data). 

o Protocols Used in Tunneling: 

o IPsec (Internet Protocol Security): A widely 

used protocol for securing network 

communications by encrypting and 

authenticating data. 

o L2TP (Layer 2 Tunneling Protocol): Often 

combined with IPsec to provide secure 

tunneling for VPNs. 

o PPTP (Point-to-Point Tunneling Protocol): An 

older protocol, generally considered less 

secure than IPsec. 

o SSL/TLS: These protocols provide secure 

tunnels for web traffic, ensuring encrypted 

data transmission (commonly used in 

HTTPS). 

Benefits of Tunneling in Mobile Computing: 

• Data Privacy and Security: By encrypting the data in 

a tunnel, tunneling prevents unauthorized entities from 

accessing sensitive information. 
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• Access to Restricted Networks: Tunneling allows 

users to access private networks securely from 

anywhere, bypassing geographical or network 

restrictions. 

• Protection on Untrusted Networks: Mobile devices 

often connect to unsecured networks (like public Wi-

Fi). Tunneling mitigates the risk of data theft or attacks 

on these networks. 

Key Concepts of Encapsulation: 

• Encapsulation of Data: In the context of mobile 

computing, data (such as application data, user 

information, etc.) is encapsulated in network protocol 

headers as it travels through different layers of the 

network stack. Each layer adds its own header, and the 

encapsulated data moves from the application layer to 

the transport layer and so on. 

o Application Layer: The user data (such as a 

message or file) is wrapped in application 

protocol headers (e.g., HTTP, FTP). 

o Transport Layer: The application data is then 

encapsulated with a transport layer header, like 

TCP or UDP, to ensure end-to-end delivery. 

o Network Layer: Next, the transport data is 

encapsulated in an IP header (IPv4 or IPv6), 

which adds routing information. 

o Data Link Layer: Finally, the data is wrapped 

in a frame header for physical transmission 

over the medium (e.g., Ethernet or Wi-Fi). 

Encapsulation in Mobile Communication Networks: 

o In mobile networks, encapsulation is used to 

adapt data to different network environments, 
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such as switching between Wi-Fi and cellular 

networks. For example, when a mobile device 

moves between different networks, the data 

may need to be encapsulated and adapted to 

the different protocols used by those networks. 

o GPRS Tunneling Protocol (GTP): In mobile 

networks like 4G/5G, encapsulation is used to 

carry data between different parts of the 

network. The GTP protocol is used to tunnel 

user data and signaling messages between base 

stations, gateways, and the core network. 

o Mobile IP Encapsulation: When mobile 

devices move between different network 

domains (e.g., switching from Wi-Fi to a 

cellular network), the device's IP address may 

change. Mobile IP uses encapsulation to tunnel 

data packets to the mobile device’s home 

address, even when it is roaming on a different 

network. 

Packet Delivery:  

Let us consider the situation, where the corresponding node 

(CN) wants to send an IP packet to a mobile node. CN sends 

the packet to the IP address of the mobile node as shown in step 

1 of Fig. 4.1. The IP address of the MN is the destination 

address, whereas the address of CN is the source address. The 

packet is passed to the Internet that does not have any 

information about the MN’s current location. So the Internet 

routes the packet to the router of the MN’s home network. The 

home agent examines the packet to determine whether the MN 

is present in its current home network or not. In case that MN 

is not present, then the packet is encapsulated by a new header 
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that is placed in front of the existing IP header. The 

encapsulated packet is tunnelled to the COA, which act as the 

new destination address and the HA acts as the source address 

of the packet as shown in step 2 of Fig. 4.1. The encapsulated 

packet is routed to the foreign agent which performs 

decapsulation to remove the additional header and forwards the 

decapsulated packet to the MN, which is the actual destination, 

as specified by the source node (CN), shown in step 3 of Fig. 

4.1. The MN after receiving the packet from CN, forwards a 

reply packet to the CN by specifying its own IP address along 

with the address of the CN as shown in step 4 of Fig. 4.1. The 

MN’s IP address acts as the source address and the CN’s IP 

address acts as the destination address. The packet is routed to 

the FA. After receiving the packet, FA forwards the packet to 

CN. 

In packet-based networks, data is broken down into smaller 

packets for transmission. These packets are then routed across 

the network, passed through different routers, and eventually 

reach their destination device. The key components involved in 

packet delivery include: 

• Source: The device or node that originates the data. 

• Destination: The device or node that receives the data. 

• Routers and Gateways: Devices that forward packets 

toward the destination based on routing protocols and 

network configurations. 

• Communication Medium: The underlying physical 

medium (e.g., Wi-Fi, cellular networks, Bluetooth) that 

carries the packets. 

Packet delivery in mobile environments is complicated due to 

the following challenges: 
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    a. Network Handover and Mobility 

• Handover: In mobile networks, a device may move 

from one network (e.g., Wi-Fi) to another (e.g., 

cellular). During handovers, packets sent to the device 

might be delayed or lost if the transition is not smooth. 

• Solutions: To handle handovers effectively: 

o Mobile IP (Internet Protocol): Mobile IP 

allows devices to retain their IP address and 

maintain connectivity even when moving 

between networks. It uses care-of addresses 

to forward packets from the home network to 

the current location of the device. 

o SDN (Software-Defined Networking) & 

MEC (Multi-Access Edge Computing): 

New technologies like SDN and MEC can 

optimize the handover process by dynamically 

adjusting network resources to ensure 

seamless packet delivery. 

b. Intermittent Connectivity 

• Network Fluctuations: Mobile devices are often 

connected to networks with fluctuating signal strength 

(e.g., moving between different Wi-Fi hotspots or 

rural/urban cellular coverage areas). This results in 

packet loss, delays, or intermittent connectivity. 

• Solutions: 

o Error Correction and Retransmission: 

Protocols like TCP (Transmission Control 

Protocol) include mechanisms for error 

detection, retransmission, and 

acknowledgment of received packets, ensuring 

reliable delivery despite interruptions. 
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o Buffering and Store-and-Forward: In case 

of packet loss due to intermittent connectivity, 

some systems implement buffering techniques 

where packets are stored temporarily and 

forwarded when connectivity is re-established. 

c. Bandwidth and Latency Variations 

• Network Congestion and Delay: Mobile networks 

often have limited bandwidth and can be subject to 

congestion, leading to high latency and reduced 

throughput. 

• Solutions: 

o Adaptive Bitrate Streaming: Techniques 

like adaptive bitrate streaming (used in video 

delivery) adjust the data rate based on 

available bandwidth, ensuring smooth packet 

delivery even with fluctuating conditions. 

o Traffic Prioritization and QoS (Quality of 

Service): Network operators can implement 

QoS mechanisms to prioritize important traffic 

(e.g., voice or video) and reduce latency or 

jitter for critical applications. 

d. Security and Privacy 

• Packet Interception: Mobile networks, especially 

public Wi-Fi networks, are vulnerable to security 

threats such as packet interception and eavesdropping. 

• Solutions: 

o Encryption: Encrypting packets using 

protocols such as IPsec or SSL/TLS ensures 

that even if packets are intercepted, the data 

remains secure and unreadable. 
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o VPN (Virtual Private Network): A VPN can 

create a secure tunnel for data packets, 

ensuring they remain protected from external 

threats. 

 Key Protocols for Packet Delivery in Mobile Networks 

a. Transmission Control Protocol (TCP) 

• Reliability: TCP ensures reliable packet delivery by 

requiring acknowledgment of received packets and 

retransmitting lost or corrupted packets. 

• Flow Control: TCP uses flow control mechanisms to 

prevent congestion and ensure that packets are 

delivered in the correct order. 

• Challenges in Mobile Networks: TCP performance 

can degrade in mobile networks due to high latency, 

packet loss, and varying bandwidth. To address these 

challenges, mobile networks use TCP optimizations 

like: 

o TCP Fast Retransmit: To quickly detect and 

recover from lost packets. 

o Selective Acknowledgment (SACK): Allows 

the receiver to inform the sender of received 

out-of-order packets, improving efficiency. 

b. User Datagram Protocol (UDP) 

• Low Latency: UDP is used in applications where low 

latency is critical, such as real-time video streaming 

and VoIP calls. Unlike TCP, UDP does not guarantee 

reliability or order of packet delivery, making it faster 

but more prone to packet loss. 

• Challenges: UDP-based applications must implement 

their own error correction and handling mechanisms to 

deal with packet loss or corruption. 
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2.1.1 OVERVIEW OF MOBILE IP: 

The goal of mobile IP is to enable packet transmission 

efficiently without any packet loss and disruptions in the 

presence of host and/or destination mobility. Consider a 

scenario adapted from that discussed by Kozierok to explain 

the mobile IP. Suppose a person working as a business 

development executive for a company needs to take care of 

many regional offices in India and abroad. His home office is 

in Delhi where he spends about 40% of his time. The rest of the 

time he spends between the other offices, say, Kolkata, 

Mumbai, Chennai, Kathamandu and Singapore. A problem that 

arises in this context is: how does he make arrangements so that 

he would continue to receive postal mails regardless of his 

location? If we can answer this, we can easily understand how 

IP works in the context of a mobile device.  

There are two broad categories of solutions to this problem 

being faced by the business executive: (i) address changing, (ii) 

decoupling mail routing from his address. It would be difficult 

for the business development executive to inform about his 

changed address to all those who are likely to write letters to 

him each time he moves. Also, by the time, he would have 

informed everyone about his new address, it would have 

become time for the address to change again. And he certainly 

cannot decouple the routing of mail from his address, unless he 

has set up his own personal postal system. A practical solution 

to this problem is mail forwarding.  

Let us say that he leaves Delhi for Singapore for a couple of 

months. He will inform the Delhi post office that he will be in 

Singapore. The Delhi post office would intercept his mails 

headed for his normal Delhi address, relabel them, and forward 

them to Singapore. Depending on where he is staying, this mail 
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might be redirected either straight to a new address in 

Singapore, or to a Singapore post office where he can pick it 

up. If he leaves Singapore to go to another city, say, 

Kathamandu, he would just call the Delhi post office and tell 

them about his new location. When he gets back to home office, 

he will cancel the forwarding arrangement and get his mail as 

usual.  

The advantages of this system are many. It is a relatively simple 

mechanism to understand and implement. A positive aspect of 

this scheme is that it is transparent to everyone sending mails; 

they still send mail to him at his Delhi address and the mail 

reaches wherever he goes. The handling of the forwarding 

process is taken care by the Delhi post office as well as the post 

office where he presently gets located; the rest of the postal 

system does not even know that anything out of the ordinary is 

going on.  

There are some disadvantages of this approach too. The Delhi 

post office may allow occasional forwarding for free, but would 

probably charge a fee if the business development executive 

needs this service on a regular basis. He may also need a special 

arrangement in the city where he travels to. He has to keep 

communicating with his home post office each time he moves. 

And perhaps most importantly, every piece of mail has to be 

sent through the system twice—first to Delhi and then to 

wherever he moves, which is inefficient and introduces 

additional delay in delivering and also loads the postal system. 

Mobile IP works in a manner very similar to the postal mail 

forwarding system. Each network can be considered like a 

different “city”, and the internetwork of routers is like the 

postal system. The router that connects any network to the 
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Internet is like that network’s “post office”, from an IP 

perspective. 

The mobile node is normally resident on its home network, 

which is the one indicated by the network ID in its IP address. 

Devices on the internetwork always route using this address, so 

the pieces of “mail” (datagrams) always arrive at a router at the 

device’s “home”. When the device “travels” to another 

network, the home router (“post office”) intercepts these 

datagrams and forwards them to the device’s current address. 

It may send the datagrams straight to the device using a new, 

temporary address, or it may send them to a router on the 

device’s current network (the “other post office”, Singapore) 

for final delivery. The mobile node’s home router serves as the 

home agent and the router in Singapore as the foreign agent. 

The mobile has been assigned a temporary “care-of address” to 

use in Singapore (which in this case is a co-located care-of 

address). As per mobile IP terminology, the home agent tunnels 

the packet to the COA. 

The steps used in the operation of mobile IP are the following:  

Step 1: The remote client sends a datagram to the MN using its 

home address. It reaches the home agent (say Delhi) as usual.  

Step 2: The home agent encapsulates that datagram in a new 

packet and sends it to the foreign agent (say Singapore). 

Key Components of Mobile IP 

Mobile IP uses several key components to ensure smooth 

mobility and maintain communication for mobile devices. The 

main components are: 

1. Mobile Node (MN): 

o The device that is moving between networks 

(e.g., a laptop or smartphone). 



60 | P a g e  

 

o It has a home address (HA) and a care-of 

address (CoA), which is the device’s 

temporary address in the foreign network. 

2. Home Network: 

o The network to which the mobile node (MN) 

is originally connected, where the home agent 

(HA) resides. 

o The home address is the permanent IP address 

of the mobile node. 

3. Foreign Network: 

o The network that the mobile node enters while 

moving. It assigns the mobile node a care-of 

address (CoA) to enable it to communicate in 

this new network. 

o The foreign agent (FA) is an optional node in 

the foreign network that helps assign the CoA 

to the mobile node. 

4. Home Agent (HA): 

o A router in the home network responsible for 

keeping track of the mobile node’s location 

and forwarding packets to its care-of address 

when the node is away from the home 

network. 

o The home agent maintains a mapping 

between the mobile node’s home address and 

its current care-of address. 

5. Foreign Agent (FA) (Optional in IPv6): 

o A router in the foreign network that helps 

assign the mobile node a care-of address. 
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o The foreign agent also assists in forwarding 

packets to the mobile node, particularly in 

Mobile IPv4. 

What a Mobile IP Works 

1. Mobile Node Moves to a New Network: 

o When the mobile node moves from its home 

network to a foreign network, it requires a 

care-of address (CoA) for communication in 

the new network. 

2. Registration with the Home Agent: 

o The mobile node sends a registration request 

to the home agent to inform it of its new care-

of address. This request may go through the 

foreign agent, which relays the registration 

request. 

o The home agent updates its routing table to 

map the home address of the mobile node to 

the care-of address. 

3. Packet Forwarding: 

o When a node in the home network wants to 

send data to the mobile node, it sends the 

packet to the home address. 

o The home agent intercepts the packet, 

encapsulates it (using tunneling techniques), 

and forwards it to the mobile node’s care-of 

address. 

4. Decapsulation and Delivery: 

o When the packet reaches the foreign agent (or 

the mobile node directly in IPv6), it is 

decapsulated, and the original data is delivered 

to the mobile node. 
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5. Ongoing Communication: 

o This process allows the mobile node to 

maintain communication with its home 

network while moving between different 

foreign networks, ensuring that ongoing 

connections are not interrupted. 

 

2.1.2 DESIRABLE FEATURES OF MOBILE IP: 

Some of the features required of mobile IP are the followings.  

1. Seamless Mobility 

• Continuous Connectivity: Mobile IP should allow 

devices to maintain continuous network connectivity 

regardless of their location. As users move between 

different networks (e.g., switching from Wi-Fi to 

cellular), Mobile IP ensures that their data traffic 

remains uninterrupted. 

• Transparent Handover: The mobile device should 

not need to make any changes or manual intervention 

while moving between networks. This requires smooth 

handover mechanisms to avoid session disruption or 

connection drops. 

2. No Need for Address Reconfiguration 

• Persistent IP Address: Mobile IP ensures that the 

mobile device retains its home IP address even when 

moving to a new network, meaning that applications 

do not need to be aware of the network changes. The 

device’s IP address remains consistent, ensuring that 

ongoing sessions (e.g., video calls, file transfers) are 

not interrupted. 

• Automatic Address Assignment: Mobile IP should 

automatically update routing information to redirect 



63 | P a g e  

 

traffic meant for the mobile device’s home address to 

its current location without requiring manual 

reconfiguration. 

3. Efficient Handoff Mechanisms 

• Fast Handover: When the mobile device moves from 

one access point to another, Mobile IP should provide 

fast handovers with minimal delays or packet loss. This 

ensures smooth and uninterrupted user experiences, 

especially for applications like VoIP or video 

streaming. 

• Low Latency: The handoff process should involve 

low latency so that users don’t experience delays or 

disruptions in service as they transition between 

networks. 

4. Security 

• Authentication: Mobile IP should include robust 

security mechanisms to authenticate both the mobile 

device and the network. Unauthorized devices or 

malicious actors should not be able to hijack or 

intercept traffic. 

• Data Integrity and Confidentiality: Encryption 

should be used to protect the data during transmission, 

especially in scenarios where the mobile device moves 

over untrusted or public networks (e.g., Wi-Fi 

hotspots). 

• Privacy Protection: The protocol should ensure that 

the user's real IP address and location are hidden to 

prevent tracking or unauthorized surveillance. 

5. Support for Multiple Network Interfaces 

• Heterogeneous Networks: Mobile IP should be able 

to operate across a variety of network types (Wi-Fi, 
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4G/5G, Bluetooth, etc.) and manage connections 

across multiple interfaces simultaneously. 

• Multi-homing: The ability for the mobile device to use 

more than one network interface (e.g., Wi-Fi and 

cellular) at the same time, either for load balancing or 

for improved reliability, is desirable. 

6. Scalability 

• Support for a Large Number of Devices: Mobile IP 

should be capable of handling a large number of 

mobile devices simultaneously without compromising 

performance. This includes supporting a wide range of 

devices with varying connectivity needs and 

bandwidth capabilities. 

• Efficient Routing: The protocol should be able to 

scale efficiently across a large network without 

introducing significant overhead or slowing down data 

transmission. 

 

2.1.3 KEY MECHANISM IN MOBILE IP: 

Mobile IP is associated with the following three basic 

mechanisms:  

• Discovering the care-of-address  

• Registering the care-of-address  

• Tunnelling to the care-of-address A schematic diagram of 

Mobile IP is shown .The specific protocols used by the basic 

mechanisms have also been shown. Observe that the 

registration process works over UDP and the discovery 

protocol over ICMP. 
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Discovering the care-of-address: 

Each mobile node uses a discovery protocol to identify the 

respective home and foreign agents. The discovery of the care-

of-address consists of four important steps.  

1. Mobile agents advertise their presence by periodically 

broadcasting the agent advertisement messages.  

2. The mobile node receiving the agent advertisement message 

observes whether the message is from its own home agent and 

determines whether it is on the home network or on a foreign 

network.  

3. If a mobile node does not wish to wait for the periodic 

advertisement, it can send out agent solicitation messages that 

will be responded to by a mobility agent. 

The process of agent advertisements, involves the following 

activities: 

 • Foreign agents send messages to advertise the available care-

of addresses.  

• Home agents send advertisements to make themselves known.  

• Mobile hosts can issue agent solicitations to actively seek 

information.  
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• If a mobile host has not heard from the foreign agent to which 

its current care-of-address belongs, it takes up another care-of-

address. 

Registering the care-of-address: 

If a mobile node discovers that it is on the home network, it 

operates without requiring any mobility services. If a mobile 

node obtains a care-of-address from a foreign agent, then this 

address should be registered with the home agent. The mobile 

node sends a request for registration to its home agent along 

with the care-of address information whenever the home agent 

receives the registration request information. The routing table 

is updated and it sends back the registration reply to the mobile 

node. The mobile node makes use of the registration procedure 

to intimate the care-of-address to a home agent. These steps are 

schematically shown in Fig. 4.3. We now elaborate these 

different steps of the registration process. 

 
The registration process shown in Fig. 4.3 consists of the 

following steps: 1. if the mobile node is on a new network, it 

registers with the foreign agent by sending a registration 
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request message which includes the permanent IP address of 

the mobile host and the IP address of its home agent. 2. The 

foreign agent in turn performs the registration process on behalf 

of the mobile host by sending a Registration Request 

containing the permanent IP address of the mobile node and the 

IP address of the foreign agent to the home agent. 3. When the 

home agent receives the Registration Request, it updates the 

mobility binding by associating the care-of-address of the 

mobile node with its home address. 4. The home agent then 

sends an acknowledgement to the foreign agent. 5. The foreign 

agent in turn updates its visitors list by inserting the entry for 

the mobile node and relays the reply to the mobile node.         

  

Tunnelling the care-of-address: 

Tunnelling takes place to forward an IP datagram from the 

home agent to a care-of-address. This involves carrying out the 

following steps:  

• When a home agent receives a packet addressed to a mobile 

host, it forwards the packet to the care-of-address using IP-

within-IP (encapsulation).  

• Using IP-within-IP, the home agent inserts a new IP header in 

front of the IP header of any sdatagram. 

• Destination address is set to the care-of-address.  

• Source address is set to the home agent’s address.  

• After stripping out the first header, IP processes the packet 

again. The tunnelling operation in mobile IP and IP-within-IP 

encapsulation (embedding)  

1. Mobile IP and Care-of-Address 

• Mobile IP: A protocol that allows mobile devices 

(such as smartphones or laptops) to maintain a constant 

IP address (home address) while moving across 
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different networks. This is essential for maintaining 

uninterrupted communication during mobility, as 

devices often change their location and IP address. 

• Care-of-Address (CoA): 

o The CoA is the temporary IP address assigned 

to a mobile device while it is away from its 

home network. When a device moves to a new 

network (a foreign network), it gets a new 

CoA to facilitate communication within that 

network. 

o The CoA typically comes from the foreign 

agent (FA) in the foreign network, or it could 

be obtained via a direct link from the device 

to a home agent (HA) in cases of Mobile 

IPv6. 

2. Tunneling Process and Need for Tunneling 

In Mobile IP, tunneling is used to route packets from the home 

network to the mobile device in its foreign network without 

disrupting communication. 

• Problem: When a mobile device moves to a new 

location (foreign network), it no longer uses its original 

IP address (home address). However, any data sent to 

the home address needs to be forwarded to the CoA in 

the foreign network. 

• Solution: Tunneling allows the home network to send 

packets destined for the mobile device's home address 

to the CoA. This is done by encapsulating the packets 

in a tunnel and forwarding them via the home agent 

(HA), which is responsible for directing the packets to 

the CoA. 
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2.1.4 ROUTE OPTIMISATION:  

In the mobile IP protocol, all the data packets to the mobile 

node go through the home agent. Because of this there will be 

heavy traffic between HA and CN in the network, causing 

latency to increase. Therefore, the following route optimization 

needs to be carried out to overcome this problem. In mobile 

computing, route optimization refers to the process of 

determining the most efficient path for data or messages to 

travel across a network, or the best route for mobile nodes (e.g., 

vehicles, devices) to move, ensuring minimal delay, reduced 

energy consumption, and optimal performance. 

• Enable direct notification of the corresponding host  

• Direct tunnelling from the corresponding host to the mobile 

host  

• Binding cache maintained at the corresponding host .The 

mobile IP scheme needs to support the four messages shown  
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Algorithms Used for Route Optimization 

• Dijkstra's Algorithm: It calculates the shortest path 

between a start point and an end point in a weighted 

graph. It’s often used in simple route optimization 

scenarios. 

• A (A-star) Algorithm: * This is an extension of 

Dijkstra's algorithm that uses heuristics to guide the 

search process, making it faster in practice for many 

cases. 

• Genetic Algorithms (GA): These are used in more 

complex optimization problems like the Traveling 

Salesman Problem (TSP), where the objective is to 

visit multiple locations in the shortest possible time. 

• Ant Colony Optimization (ACO): This technique 

mimics the behavior of ants to find an optimal route 

based on pheromone trails left by previous agents. 

• Simulated Annealing: It’s a probabilistic method 

used for approximating the global optimum of a given 

function, commonly used in solving large-scale route 

optimization problems. 
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2.2 OVERVIEW OF TCP/IP: 

The TCP/IP protocol suite was developed by DARPA in 1969 

to provide seamless communication services across an 

internetwork consisting of a large number of different 

networks. The TCP/IP protocol suite is a collection of a large 

number of protocols. The protocol suite has been named after 

the two most important protocols of the protocol suite: 

Transmission Control Protocol (TCP) and Internet Protocol 

(IP). A few important protocols in the TCP/IP suite and the 

specific protocol layer at which they operate have been 

depicted. 

The diagram also depicts the specific lower layer protocols that 

are invoked by a protocol. As shown in, the TCP/IP protocol 

stack consists of four layers of protocols. The four layers of the 

protocol are: Application layer, Transport layer, Internet layer, 

and Network interface layer. Of the four layers, TCP/IP does 

not define any specific protocol for the network interface layer, 

but allows any of the standard protocols to be used at this layer. 

For this reason, in Fig. 5.1 we do not show any specific protocol 

for the network interface layer. 
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The application programmers and end-users are mainly 

concerned with the application layer protocols. The application 

layer protocols, in turn, make use of the services provided by 

the lower layer protocols. An application layer protocol 

requiring to send a message to another application (that may 

possibly be running on a different host either in the same local 

network or in some remote network) makes use of a transport 

layer protocol and passes it with the message to be transmitted. 

The specific transport layer protocol converts the message into 

small parts and attaches certain information to it. The transport 

layer protocol first converts a message into segments and 

passes these segments to the Internet layer protocol (IP).  

The IP layer protocol attaches certain information to the 

segments such as the destination host address to form packets. 

We can say that a TCP segment is carried in one or more IP 

packets. The IP passes on the packets to the network interface 

layer protocol, which in turn converts them to frames by adding 

certain additional information to the packets such as checksum 
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and then transmits them on the network. The reverse operation 

takes place when a frame arrives at a host.  

The network interface layer protocol removes the information 

added by the corresponding network interface layer protocol at 

the sender-end and passes on the packet to the IP layer. The IP 

layer protocol at the destination removes the information added 

by the IP layer at the sender’s end and gets back the segments 

and passes these to the transport layer protocol. The transport 

layer protocol at the receiver strips the information added by 

the transport layer protocol at the sender, reconstructs the 

message and sends it to the application layer.  

Note that the application layer deals with messages; the 

transport layer deals with segments; the internet layer deals 

with packets; and the data link layer deals with frames. We will 

discuss the details of the operations of a few important 

protocols of the TCP/IP suite in the subsequent chapters. Over 

the last two decades, the Internet has seen almost exponential 

growth and now the Internet applications have become 

ubiquitous. The Internet-based applications are developed 

predominantly by using the client-server paradigm. In a typical 

Internet-based application deployment scenario, the server is 

an application providing certain services and a client that 

typically runs on a web browser, is primarily the requester of 

services. TCP has now become the de facto transport layer 

protocol for client-server communications. 

 

2.2.1 ARCHITECTURE OF TCP/IP: 

As already stated in Section 5.1, the TCP/IP protocol consists 

of four layers as shown in Fig. 5.2. These layers are: 

Application layer, Transport layer, Internet layer, and Network 
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access layer. The functionalities of each of these layers are 

discussed below: 

 
Application Layer 

The Application Layer is the topmost layer, which directly 

interacts with user applications. This layer provides the 

interface for mobile applications to access network services 

like web browsing, email, file transfer, etc. 

• Protocols in the Application Layer: These are 

protocols that enable specific mobile applications to 

function over the network. 

o HTTP/HTTPS: Used for web browsing (e.g., 

on mobile browsers). 

o SMTP/IMAP/POP3: Used for email 

communication. 

o FTP (File Transfer Protocol): Used for file 

transfers. 

o DNS (Domain Name System): Resolves 

domain names to IP addresses. 

• Mobile-Specific Applications: Mobile apps like email 

clients, web browsers, messaging apps, and social 

media rely on the Application Layer for 

communication and data exchange. 
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Transport Layer 

The Transport Layer is responsible for ensuring end-to-end 

communication between devices, managing data transfer 

reliability, and handling flow control. Two key protocols are 

involved here: 

• TCP (Transmission Control Protocol): 

o TCP is responsible for reliable data delivery. It 

ensures that data packets are sent and received 

in the correct order and that lost packets are 

retransmitted. 

o In mobile computing, TCP often faces issues 

like packet loss and network latency due to the 

inherent instability of mobile networks (e.g., 

signal drop or switching between Wi-Fi and 

cellular networks). 

• UDP (User Datagram Protocol): 

o UDP is used for applications that don’t require 

guaranteed delivery, such as real-time 

streaming or VoIP (Voice over IP). 

o It’s lighter and faster than TCP, as it doesn’t 

perform error checking and retransmission. 

• Flow Control & Congestion Management: The 

transport layer also manages the flow of data to avoid 

network congestion and prevent data overload on the 

receiver side. 

Internet Layer 

The Internet Layer (sometimes referred to as the Network 

Layer) handles routing and addressing. It is responsible for 

moving data packets from the source to the destination, even 

across multiple networks. 
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• IP (Internet Protocol): 

o The most important protocol in this layer, IP, 

is responsible for addressing and routing data 

packets. It assigns IP addresses to devices and 

ensures that data is delivered to the correct 

destination. 

o In mobile computing, devices (such as 

smartphones and laptops) are assigned 

dynamic IP addresses, especially when 

connecting through cellular networks or Wi-

Fi. 

• IPv4 vs IPv6: 

o IPv4 addresses are 32 bits long, providing 

around 4.3 billion unique IP addresses. 

However, the rise of connected devices 

(especially in mobile networks) has made IPv4 

addresses scarce. 

o IPv6 addresses are 128 bits long, providing an 

almost unlimited number of unique IP 

addresses, which is important for mobile 

computing as it accommodates the growing 

number of devices. 

• Routing and Packet Switching: Routers in this layer 

forward data packets to their destination. In mobile 

environments, routers have to account for factors like 

network handoffs and the mobility of devices as they 

move between different subnets. 

Link Layer 

The Link Layer (also called the Network Access Layer) is 

responsible for the physical transmission of data between the 

device and the network. It handles the actual transmission of 
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data over a particular medium, such as Wi-Fi, 3G, 4G, LTE, or 

Bluetooth. 

• Protocols in the Link Layer: Various protocols 

enable communication at this level, including: 

o Ethernet: Typically used for wired local area 

networks (LAN). 

o Wi-Fi (IEEE 802.11): Used for wireless local 

area networks (WLAN). 

o LTE/4G/5G: Cellular network protocols used 

for mobile communication. 

o Bluetooth: For short-range wireless 

communication between devices. 

• Mobile Adaptation: Mobile devices may use various 

access networks depending on the available 

connectivity (Wi-Fi, cellular, etc.). The Link Layer 

must handle the switching between these networks 

seamlessly. 

 

2.2.2 ADAPTION OF TCP WINDOW: 

The TCP primarily deploys a flow control technique to control 

congestion in a network. Traffic congestion occurs when the 

rate at which data is injected by a host into the network exceeds 

the rate at which data can be delivered to the network. A flow 

control technique helps adapt the rate 
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of data transmission by the TCP at the sending host end. The 

flow control technique helps to prevent the build-up of 

congestion in the network and at the same time helps to prevent 

buffer overrun at the slow receivers. If data transmissions occur 

at a much faster rate than what the network infrastructure can 

comfortably support, then data packets get built up at the 

routers.  

When the buffers at routers start to overflow, the packets start 

getting lost. Additionally, if data transmissions by a sender take 

place at a much faster rate than what a slower receiver can 

handle, then the receiver’s buffer starts to get flooded and 

hence the packets get lost. TCP handles both these causes of 

packet loss by reducing the rate at which data is transmitted at 

the sender’s end. Thus, a receiver uses the flow control 

mechanism to restrict how fast a sender can transmit. However, 

to provide an acceptably fast data transmission service, once 
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congestion disappears the transmission rate at the sender’s end 

needs to be increased to a suitable value.  

Thus we can say that a flow control technique helps TCP 

dynamically adjust the transmission rate at the sender’s end, 

reducing the transmission rate as congestion starts to develop 

and increasing it as congestion starts to disappear. The flow 

control mechanism deployed by TCP (called the sliding 

window protocol) is primarily based on the concepts of 

congestion window and advertised window. We now briefly 

describe these techniques.  

When a sender starts to send data packets, the receiver indicates 

an advertised window (or receiver window) to the sender while 

sending acknowledgements. The advertised window is usually 

set equal to the size of the receive buffer at the receiver. The 

sender uses the advertised window size obtained from the 

receiver to determine the maximum amount of data that it can 

transmit to the receiver without causing buffer overflow at the 

receiver. In other words, to prevent buffer overflow at the 

receiver, the data packets transmitted by a sender without 

having received acknowledgments for them should not exceed 

the size of the buffer available at the receiving end. 

For each segment sent, a sending host expects to receive an 

acknowledgment. A congestion window indicates the 

maximum number of segments that can be outstanding without 

the receipt of the corresponding acknowledgement before the 

TCP at the sender’s end pauses transmitting and waits for an 

acknowledgement to arrive. The TCP at a sender’s end pauses 

if the number of segments for which the acknowledgement is 

outstanding becomes equal to the congestion window. A sender 

sets the congestion window size to 1 and keeps on increasing it 

until duplicate acknowledgements are received or until the 
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number of outstanding packets becomes equal to the size of the 

advertised window.  

Upon receipt of an acknowledgement, TCP detects packet loss 

using Retransmission timeout (RTO) and duplicate 

acknowledgements. After transmitting a segment, a TCP 

sender sets the retransmission timer for only one packet. If an 

acknowledgement for the packet is not received before the 

timer goes off, the packet is assumed to be lost. RTO is 

dynamically calculated. Timeouts can take too long. Again the 

TCP sender assumes that a packet loss has occurred if it 

receives three duplicate acknowledgements consecutively. In 

TCP, when a receiver does not get a packet that it expects in a 

sequence but gets an out of order packet, it considers that the 

expected packet might have got lost and it indicates this to the 

sender by transmitting an acknowledgment for the last packet 

that was received in order.  

Thus, three duplicate acknowledgement are also generated if a 

packet is delivered at least three places beyond its in-sequence 

location. In wired networks, packet losses primarily occur on 

account of congestions encountered in the transmission path. 

However, in a wireless environment packet losses can also 

occur due to mobility and channel errors. In wired networks, 

bit errors are rare. On the other hand, wireless networks are 

vulnerable to noise. Noise can cause intermittent bit errors. 

Further, there can be intermittent disconnections due to fading 

and also due to obstructions that may be encountered by a 

mobile host. Further, packets may get lost during handoff.  

An intermittent disconnection may cause the TCP at the 

sender’s end to time out for an acknowledgement and cause it 

to retransmit. This would cause unnecessary retransmissions to 

occur, even though the packet may be buffered at a router. Also, 
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various additional causes of packet loss can result in a high rate 

of packet loss in a mobile wireless network. These losses would 

be interpreted by TCP as symptoms of congestion and force it 

to operate in slow start. This would cause the network to 

operate inefficiently and result in unacceptable slow data 

transmission. 

 

2.2.3 IMPROVEMENT IN TCP WINDOW: 

TCP was designed for traditional wired networks. If used as it 

is, a few shortcomings become noticeable. We first review a 

few relevant aspects of traditional TCP. Then we discuss how 

TCP has been extended to work efficiently in a mobile 

environment. 

Traditional Networks: 

In the wired networks, packet losses are primarily attributable 

to congestions that get built-up in the network. To reduce 

congestion, TCP invokes the congestion control mechanisms. 

Congestion control is primarily achieved by reducing the 

transmission window, which in turn results in slower data 

transfer. The important mechanisms used by TCP for 

improving (tcp-reno model) performance are given below. 

Slow start: 

The slow-start mechanism is used when a TCP session is 

started. Instead of starting transmission at a fixed transmission 

window size, the transmission is started at the lowest window 

size and then doubled after each successful transmission. The 

rate of doubling is tied to the rate at which acknowledgements 

come back. Thus, the doubling of window size occurs at every 

round trip time (RTT). RTT is the time that elapses between a 

segments is transmitted by a sender and the corresponding 

acknowledgement is received. If congestion is detected 
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(indicated by duplicate acknowledgements), the transmission 

window size is reduced to half of its current size and the 

congestion avoidance process starts. We can say that this 

mechanism of rate doubling and reduction to half the previous 

value is nothing but a binary search technique deployed to 

determine the ‘right’ transmission window size. 

The slow-start process begins by the sender setting the 

transmission window size to one, i.e., transmitting one segment 

to the receiver. The sender does not transmit the next segment 

until it receives an acknowledgement for the previous segment. 

Once the acknowledgement is received, the sender becomes 

sure that the congestion window (network capacity) is at least 

one segment. To determine the exact congestion window size, 

the sender doubles the transmission window size. It transmits 

two segments and after arrival of the two corresponding 

acknowledgements, it again increases the transmission window 

size by two and sets it equal to four, and so on. Increments that 

occur to the size of the congestion window are, thus, 

exponential. A congestion window is doubled every time the 

acknowledgements arrive smoothly. This exponential growth 

of congestion window stops at the congestion threshold. 

Congestion avoidance: 

The congestion avoidance algorithm starts where the slow start 

stops. Once the congestion window reaches the congestion 

threshold level, then after that if an acknowledgement is 

received the window size is increased linearly, i.e., the window 

size doubling is avoided. From this point, the TCP increases its 

transmission rate linearly by adding one additional packet to its 

window at each transmission time. If congestion is detected at 

any point, the TCP reduces its transmission rate to half the 

previous value. Thus the TCP seesaws its way to the right 
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transmission rate. Clearly, this scheme is less aggressive than 

the slow-start phase (note the linear increase against the 

exponential growth in slow start). 

Fast retransmit/fast recovery: 

Usually, a sender initiates a timer after transmitting a packet 

and sets the timeout value (RTO). RTO is calculated based on 

RTT. The sender waits for an acknowledgement of a 

transmitted packet from the receiver until the timer expires. 

When the timer expires, it retransmits the packet. However, 

there exists another situation under which a sender can 

retransmit a packet.  

This mechanism is called fast retransmission. In this, the 

retransmission is not triggered by a timer, it is rather triggered 

by the receipt of three duplicate copies of an acknowledgement 

for a packet received from the sender. Since duplicate 

acknowledgements also arise when a segment is received out 

of order, the sender waits for three copies of acknowledgements 

for the same packet. This is taken by the sender as the 

confirmed indication of a missed packet for starting to 

retransmit the particular packet. When retransmission occurs, 

the congestion window size is reduced by half. For example, if 

the current congestion window size is four segments, then it is 

set to two segments.  

Once the lost segment has been retransmitted, TCP tries to 

maintain the current data transmission rate by not going back 

to slow start. This is called fast recovery. In fast recovery, the 

congestion window size is incremented by three since the 

retransmission occurred after the third duplicate 

acknowledgement. This is construed to be the indication that 

three packets would have been successfully buffered at the 

receiver end. Thus, in fast recovery, compensation for the 
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segments that have already been received by the receiver is 

carried out. If the acknowledgements are received smoothly, it 

is considered to be the indication that there is no congestion. 

TCP IN MOBILE NETWORKS: 

In Internet, TCP is the de facto standard transport protocol. It 

has been remarkably successful in supporting the diverse 

applications which drive the Internet’s popularity. A few of 

such applications are access to information hosted across 

various websites, file transfer and email. The performance of 

TCP is considered satisfactory for wired networks, but it suffers 

from serious performance degradation in wireless networks. 

Wired networks are significantly different from wireless 

mobile networks. The main differences are much lower 

bandwidth, bandwidth fluctuations with time and also as a 

mobile host moves, higher delay, intermittent disconnections, 

high bit error rate, and poor link reliability.  

An implication of these differences is that packet losses are no 

longer only due to network congestion, they may well be also 

due to intermittent link failures, bit errors due to noise, or 

handoffs between two cells. Therefore, the traditional TCP 

assumptions are not valid in mobile (wireless) environments. 

This leads to poor performance of TCP in mixed wired-wireless 

environments. Several modifications at the transport layer have 

been proposed and studied in recent years to deal with the 

problems. To understand these works, we need to first consider 

singlehop wireless networks (such as wireless LANs). Based 

on this, we shall discuss multi-hop wireless networks (such as 

mobile ad hoc networks). A few important mechanisms used to 

improve TCP performance over mobile wireless networks are 

discussed below. 
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TCP in Single-hop Wireless Networks: 

Indirect TCP (I-TCP): 

This protocol was proposed by Bakre and Badrinath. It 

segments the connection between the fixed host and the mobile 

host into two different connections: the wired part and the 

wireless part (Fig. 5.7). The wired connection exists between 

the fixed host (FH) and the base station (BS) and the wireless 

part connection exists between the BS and the mobile host 

(MH). Thus, the base station maintains two separate TCP 

connections: one over the fixed network and the other over the 

wireless link. The wireless link usually has poor quality 

communication, but it gets hidden from the fixed network at 

the BS. When a packet is sent by FH to MH, the packet is 

received by BS first and then BS transmits it to the MH over 

the wireless link. If the mobile host moves out of the current 

BS region, the whole connection information and 

responsibilities that are with the current BS are transferred to 

the new BS. 

 
The advantage of the split connection approach of I-TCP is that 

it does not need any changes to be made to the standard TCP 

protocol. By partitioning a TCP connection into two 

connections in I-TCP, the transmission errors in the wireless 

part would not propagate into the fixed network, thereby 
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effectively achieving an increase in bandwidth over the fixed 

network. An important disadvantage of this scheme is that I-

TCP does not maintain the semantics of TCP as the FH gets the 

acknowledgement before the packet is delivered at MH. I-TCP 

does not maintain the end-to end semantics of TCP and 

assumes that the application layer would ensure reliability. 

Fast retransmission: 

This approach was suggested by Caceres et al.3 to overcome 

the delay in transmissions caused due to intermittent 

disconnections such as those that occurs when a mobile host 

(MH) moves to a foreign agent (FA) during a TCP 

communication. As already discussed, TCP transmission 

behaviour after a disruption depends on its duration. The 

extremely short disruptions (lasting for a time much less than 

RTO) would appears as short bursts of packet losses. In this 

case, the TCP retransmits those packets for which the timeout 

occurs and recovers them without slow-start.  

However, for long disruptions (lasting for a time much greater 

than RTO), TCP resorts to slow-start. This results in 

inefficiency. As soon as a mobile host registers at a foreign 

agent, it starts sending duplicate acknowledgements. As is 

standard with TCP, three consecutive acknowledgements for 

the same TCP segment are inferred as a packet loss by the host-

end TCP, and it is also inferred that the connection is live, 

thereby causing the fast retransmit behaviour of TCP. 

 

Snooping TCP (S-TCP): 

Balkrishnanetal proposed a protocol that improves TCP 

performance by modifying the software at the base station 

while preserving the end-to end TCP semantic. The modified 

software at the base station is known as snoop. It monitors 



87 | P a g e  

 

every packet that passes through the TCP connection in both 

directions that is from MH to FH and vice versa. It buffers the 

TCP segments close to the MH. When congestion is detected 

during sending of packets from the FH to MH in the form of a 

duplicate acknowledgement or the timeout, it locally 

retransmits the packets to MH if it has buffered the packet and 

hides the duplicate acknowledgement. An advantage of 

snooping TCP is that it maintains the TCP semantics by hiding 

the duplicate acknowledgements for the lost TCP segment and 

re-sends the packets locally. However, it also suffers from 

higher overheads incurred when MH moves from its current BS 

to a new BS, the packet buffered at the current BS need not be 

transferred to the new BS. 

Mobile TCP (M-TCP): 

This protocol for mobile cellular networks was proposed by 

Kevin Brown et al.5 In mobile wireless networks, users would 

badly suffer from unacceptable delays in TCP communications 

and frequent disconnections caused by events such as signal 

fades, lack of bandwidth, handoff, unless these are explicitly 

handled by the protocol. The M-TCP protocol tries to avoid the 

sender window from shrinking or reverting to slow-start when 

bit errors cause a packet loss, as is attempted in I-TCP and 

snooping TCP. 

In this protocol, as in I-TCP, the TCP connection between the 

fixed host and the mobile host is segmented into wired and 

wireless parts—the wired part connection between the fixed 

host (FH) and the supervisory host (SH) and the wireless part 

connection between the SH and the mobile host (MH). Many 

MHs are connected to SH through several base stations as 

shown in Fig. 5.8. The SH supervises all the packets 
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transmitted to MH and the acknowledgements sent by MH. It 

is also used as an interface between FH and MH and vice versa. 

 
When a packet is sent to FH by MH using SH, the wired part 

uses the normal unmodified TCP and the wireless part uses the 

modified version of TCP known as M-TCP to deliver data to 

MH. This packet is acknowledged only when the MH receives 

the packet. Thus, it maintains the TCP semantics, unlike the I-

TCP. In case the acknowledgement is not received by FH, SH 

decides that MH is disconnected and sets the sender FH 

window size to zero. This prevents re-transmission. When SH 

notices that the MH is connected, it sets the full windows size 

of the sender FH. When MH moves from its current SH region 

to a new SH region, a state transfer take places, so that the new 

SH can maintain TCP connection between FH and MH. 

Freeze-TCP: 

The basic idea in this scheme is to “freeze” the TCP senders’ 

streams, little before a disconnection is to occur. This is done 

by artificially sending a “Zero Windows Advertisement” 

informing the sender that the receiver cannot receive data at the 

moment. When the sender resumes its connectivity, the 

receiver can unfreeze the sender by sending the value of its 
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actual receive window. The most interesting advantage of this 

proposal is the avoidance of the slow-start period upon re-

establishment of connectivity. The freeze-TCP method has the 

advantage that it does not require the involvement of the 

intermediate nodes and hence it can be used if the IP payload 

is encrypted. This method offers a promising approach for use 

in Virtual Private Networks (VPNs). 

 

3.1 MOBILE TELECOMMUNICATION SYSTEM: 

Mobile communication technology has advanced at a very 

rapid pace over the last five decades. The gradual technology 

improvements over the last four decades can be roughly 

demarcated into four generations. Each generation essentially 

provides higher data rate and additional capabilities, as shown 

schematically in Fig. 2.6. This figure does not show the data 

rates of technologies before GSM, since these were analog 

techniques that did not support the data communications 

facility. The fourth generation (4G) of technology provides a 

substantial order of magnitude improvements in data speeds, 

but is not yet widely implemented. The important 

characteristics of the various generations of cellular mobile 

systems have been summarized in Table 2.1. As can be seen 

from the table, each passing generation of mobile cellular 

system brought about significant advancements to the 

technology, causing the quality of the services to improve and 

the number of service offerings to increase, and at the same 

time the cost to the customer to drop drastically. We briefly 

discuss these different generations of mobile cellular 

communication systems in the following. 
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A Mobile Telecommunication System refers to the 

infrastructure, technology, and protocols that enable wireless 

communication between mobile devices (such as smartphones, 

tablets, etc.) and the broader network infrastructure, which 

includes the internet, voice, and data communication systems. 

These systems rely on radio frequency (RF) signals, satellite 

communication, cellular networks, and base stations to 

facilitate mobile services, including voice calls, text 

messaging, and data transmission. 

 

3.1.1. Key Components of a Mobile Telecommunication 

System 

A typical mobile telecommunication system comprises several 

key components that work together to provide seamless 

communication services: 

1. Mobile Devices (User Equipment) 

• Mobile Phones/Smartphones/Tablets: The mobile 

device used by the end user for communication. These 

devices communicate with base stations to send and 

receive voice, data, and text messages. 

• Modems/Hotspots: Devices that allow users to access 

mobile broadband services using data connections. 
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2. Cellular Network Infrastructure 

• Cell Towers/Base Stations (BTS - Base Transceiver 

Station): These are fixed infrastructure elements 

responsible for wirelessly communicating with mobile 

devices in a given geographical area (called a "cell"). 

A base station connects the mobile device to the 

network and facilitates communication between the 

device and the core network. 

• Microcells, Picocells, and Femtocells: Small-scale 

cells used to enhance coverage in specific areas (e.g., 

inside buildings, rural areas). 

• Radio Access Network (RAN): This includes all base 

stations (and the associated technology) that enable 

mobile devices to communicate with the core network. 

3. Core Network (CN) 

• Switching Centers (MSC - Mobile Switching 

Center): The MSC is the central component of the 

core network responsible for routing and managing 

calls and data between mobile devices and external 

networks (e.g., landline networks, the internet). 

• Gateway: It allows interconnection with external 

networks such as the public switched telephone 

network (PSTN), the internet, and other mobile 

networks. 

• Home Location Register (HLR): A centralized 

database that stores information about subscribers, 

including their phone numbers, services, and location. 

• Visitor Location Register (VLR): A temporary 

database that stores information about mobile users 

when they roam into another network area. 
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• Authentication Center (AUC): A security component 

used to verify the identity of users and ensure secure 

communication. 

• Short Message Service Center (SMSC): A system 

that handles the delivery of SMS (text) messages 

between users. 

4. Backhaul Network 

• The backhaul network connects the base stations and 

other network elements to the core network. It typically 

involves high-speed communication lines, including 

fiber optics, microwave links, and satellite 

communication. 

• This connection allows the data from mobile devices 

to travel to the core network for processing and routing. 

5. Radio Spectrum 

• The radio spectrum is the range of frequencies 

allocated for wireless communication. Different 

mobile telecommunication systems use different 

portions of the spectrum to transmit voice and data 

signals. 

• Frequency Bands: These include the frequency bands 

used for 2G (GSM), 3G (UMTS), 4G (LTE), and 5G 

networks. The allocation of spectrum varies by country 

and regulatory body. 

 

3.1.2. Mobile Telecommunication Generations 

Mobile telecommunication systems have evolved through 

different generations, each offering advancements in speed, 

capacity, and services. These generations are: 
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1. 1G (First Generation) - Analog Systems 

• Technology: Analog voice communication (AMPS - 

Advanced Mobile Phone System). 

• Data Services: None; only voice communication. 

• Features: Limited to voice calls and poor call quality. 

• Limitations: Low capacity, poor security, no data 

services, and low mobility. 

2. 2G (Second Generation) - Digital Systems 

• Technology: Digital cellular systems (e.g., GSM - 

Global System for Mobile Communications). 

• Data Services: Basic data services such as SMS (Short 

Message Service) and MMS (Multimedia Messaging 

Service). 

• Features: Improved voice quality, security, and 

support for basic data services. 

• Limitations: Low data transfer rates, slow internet 

access (e.g., GPRS, EDGE). 

3. 3G (Third Generation) - High-Speed Data 

• Technology: Wideband CDMA (WCDMA), 

CDMA2000. 

• Data Services: Higher-speed internet access, video 

calling, mobile TV, and multimedia content. 

• Features: Faster data transmission (up to several 

Mbps), enabling mobile internet, video streaming, and 

online services. 

• Limitations: Limited coverage and lower speeds 

compared to newer generations (4G, 5G). 

4. 4G (Fourth Generation) - LTE (Long-Term Evolution) 

• Technology: LTE, WiMAX. 

• Data Services: High-speed internet, HD video 

streaming, online gaming, VoIP (Voice over IP). 
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• Features: Data rates up to 100 Mbps (in mobile 

scenarios), low latency, higher capacity for 

simultaneous connections. 

• Advantages: Enhanced multimedia experiences, 

higher speed for browsing, gaming, and video calling. 

• Limitations: Requires dense network infrastructure 

and higher frequency bands for optimal performance. 

5. 5G (Fifth Generation) - Ultra-High-Speed Connectivity 

• Technology: NR (New Radio), millimeter-wave 

frequencies. 

• Data Services: Extremely high-speed internet, ultra-

low latency, massive machine-to-machine 

communication (IoT), and augmented reality (AR) 

applications. 

• Features: Download speeds up to 10 Gbps, ultra-

reliable low-latency communication (URLLC), 

massive connectivity for IoT devices (millions of 

devices per square kilometer). 

• Advantages: Real-time applications (e.g., autonomous 

driving, smart cities, remote healthcare), better support 

for dense networks, significantly faster speeds. 

• Challenges: Complex infrastructure deployment, 

spectrum availability, high cost. 

 

3.2 GLOBAL SYSTEM FOR MOBILE 

COMMUNICATION: 

GSM is a standard developed for mobile networks to enable 

digital voice, data, and messaging services globally. 

It is the most widely used mobile communication system in the 

world. 
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• It is 2G technology (second generation) that uses 

digital transmission instead of analog (like in 1G).  

• Provides services for mobile computing such as SMS, 

data transfer, internet access, and location-based 

services. 

Key Features of GSM: 

1. Digital Technology: Converts voice into digital 

signals for transmission.  

2. International Roaming: Users can use their mobile 

phones worldwide.  

3. Security: Provides authentication, encryption, and 

privacy.  

4. Efficient Spectrum Use: Uses Time Division 

Multiple Access (TDMA).  

5. Integrated Services: Supports voice, SMS, fax, and 

data services.  

6. Standardization: Compatible across different 

countries and network providers. 

GSM provides three main categories of services.  

These are: (i) Bearer services  

(ii) Teleservices  

(iii) Supplementary services in the following, we elaborate 

these different categories of services 

Bearer services: 

Bearer services give the subscribers the capability to send and 

receive data to/from remote computers or mobile phones. For 

this reason, bearer services are also known as data services (see 

Box 2.1). These services also enable the transparent 

transmission of data between GSM and other networks like 

PSTN, ISDN, etc. at rates from 300 bps to 9600 bps. These 

services are implemented on the lower-three layers of the OSI 
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reference model. Besides supporting SMS, e-mail, voice 

mailbox, and Internet access, this service provides the users 

with the capability to execute remote applications. GSM 

supports data transfer rates of up to 9.6 kbps. 

Bearer services permit either transparent or non-transparent, 

and either synchronous or asynchronous modes of data 

transmission. We elaborate these in the following 

• The transparent bearer services use the functions of the 

physical layer of transmission of data leading to constant delay 

and throughput if no transmission errors occur. There is a 

mechanism called FEC (Forward Error Correction) to increase 

the quality of data transmission. • The non-transparent bearer 

services use protocols of the second and third layers to 

implement error correction and flow control. They use 

transparent bearer services in addition to a Radio Link Protocol 

(RLP). This protocol comprises mechanisms of high level data 

link control. 

Teleservices GSM provides both the voice-oriented 

teleservices and the non-voice teleservices, as discussed below.  

Telephony: The main goal of GSM was to provide high quality 

digital voice transmission, offering the bandwidth of 3.1 kHz 

of analog phone systems. Special codecs are used for voice 

transmission, while other codecs are used for the transmission 

of analog data for communication with traditional computer 

modems used in fax machines.  

Emergency number: The same number is used throughout an 

area. This service is free of cost and mandatorily provided by 

all service providers. This connection will automatically be set 

up with the closest emergency centre.  

Short message services: This service offers transmission of 

text messages of sizes up to 160 characters. SMS services use 
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the signalling channels, making possible the duplex system of 

the sending and receiving the SMSs messages.  

Fax: In this service, using modems fax data is transmitted as 

digital data over the analog telephone network according to the 

ITU-T Standards T.4 and T.30. 

Supplementary services  

GSM provides certain supplementary services such as user 

identification, call redirection, and forwarding of ongoing calls. 

In addition, standard ISDN features such as ‘close user groups’ 

and ‘multiparty’ communication are available. 

 

3.2.1. System Architecture of GSM: 

A GSM system consists of three main subsystems:  

(i) Radio Subsystem (RSS)  

(ii) Networking and Switching Subsystem (NSS)  

(iii) Operation Subsystem (OSS)  

A schematic of the functional architecture of a GSM system is 

shown in Fig. The different components of this architecture are 

briefly explained in the following. 
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Radio subsystem (RSS): 

This subsystem comprises all the radio specific entities. That 

is, the mobile stations, the base station subsystems, the base 

transceiver station and the base station controller. We briefly 

explain the important components of the radio subsystem in the 

following: 

Mobile Station (MS):  

A mobile station (MS) or cell phone contains two major 

components: the subscriber identity module (SIM) and the 

mobile device. The SIM is a removable smart card. Each 

mobile device has a unique identifier that is known as its IMEI 

(International Mobile Equipment Identity). Apart from the 

telephone interface, an MS also offers other types of interfaces 

to the users such as USB, Bluetooth, etc. Despite its small size, 

a SIM card is a very important component of a GSM network. 

It contains all the subscription information of a subscriber and 

holds the key information that activates the phone after it is 

powered on. It contains a microcontroller to primarily store and 

retrieve data from the flash storage on the SIM. Identification 

information is stored in the SIM card’s protected memory 

(ROM) that is not accessible or modifiable by the customer. 

Additional flash memory is included in the mobile device to 

allow storage of other information such as addresses, pictures, 

audio and video clips, and short messages. The SIM card 

contains many other identifiers and tables such as card type, 

serial number, a list of subscribed services, and a Personal 

Identity Number (PIN). 

Base Station Subsystem (BSS): A GSM network comprises 

many BSSs. Each BSS consists of a Base Station Controller 

(BSC) and several Base Transceiver Stations (BTSs). We will 

explain these components subsequently. A BSS performs all 
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functions necessary to maintain radio connections to an MS, as 

well as does coding/decoding of voice.  

Base Transceiver Station (BTS): A BTS comprises all radio 

equipment such as antenna, signal processors and amplifiers 

that are necessary for radio transmission. It encodes the 

received signal, modulates it on a carrier wave, and feeds the 

RF signals to the antenna. It communicates with both the 

mobile station and the BSC.  

Base Station Controller (BSC): A BSC manages the radio 

resource of the BTSs in the sense that it assigns frequency and 

time slots for all MSs in the area. It also manages the handoff 

from one BTS to another within the BSS. The BSC also 

multiplexes the radio channels onto the fixed network 

connection to the Mobile Switching Centre (MSC). 

Network and switching subsystem (NSS): 

This subsystem forms the heart of the GSM system. It connects 

the wireless networks to the standard public networks and 

carries out usage-based charging, accounting, and also handles 

roaming. NSS consists of a switching centre and several 

databases as described below.  

Mobile Switching Centre (MSC): An MSC can be considered 

to form the heart of a GSM network. An MSC sets up 

connections to other MSCs and to other networks such as 

Public Data Network (PDN). An MSC is responsible for the 

connection setup, connection release, and call handoff to other 

MSCs. A Gateway MSC (GMSC) is responsible for gateway 

functions, while a customer roams to other networks. It also 

performs certain other supplementary services such as call 

forwarding, multiparty calls, etc.  

Home Location Registers (HLRs): A HLR stores in a 

database important information that is specific to each 
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subscriber. The information contains subscriber’s IMSI, 

pre/post-paid, user’s current location, etc.  

Visitor Location Register (VLR): It is essentially a temporary 

database that is updated whenever a new MS enters its area by 

roaming. The information is obtained from the corresponding 

HLR database. The function of the VLR is to reduce the 

number of queries to the HLR and make the user feel as if he 

were in his home network. 

 

3.2.2. GSM Security: 

Security in GSM is broadly supported at three levels: operator’s 

level, customer’s level and system level. These three levels 

help oversee aspects such as correct billing to the customer, 

avoiding fraud, protecting services, and ensuring anonymity. 

The following are a few important features associated with 

providing security in GSM networks. 

1. Subscriber Authentication 

Authentication in GSM is a two-way process between the 

mobile device and the network to ensure that only valid 

subscribers can access the network. 

• IMSI (International Mobile Subscriber Identity): 

Each GSM subscriber has a unique IMSI, which is 

stored in the SIM card. The IMSI is used to identify the 

user to the network. 

• Authentication Process: 

o When a mobile device connects to the 

network, it provides its IMSI. 

o The network challenges the mobile device 

with a random number. 

o The mobile device uses the Kc (encryption 

key) stored on the SIM card and a 
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cryptographic algorithm (e.g., A3) to compute 

a response based on the random number. 

o The network performs the same computation 

and compares the response to verify the 

authenticity of the device. If they match, the 

device is authenticated. 

• A3 Algorithm: The A3 algorithm is used for 

authentication. It takes the random number (RAND), 

IMSI, and a secret key (K) to generate a response. This 

response is sent to the network for verification. 

2. Encryption 

To ensure the confidentiality of communications, GSM uses 

encryption to protect data sent over the air, preventing 

eavesdropping. 

• A5 Encryption Algorithms: GSM uses the A5 family 

of encryption algorithms to secure data. These 

algorithms encrypt both the signaling and user data. 

o A5/1: A stronger version used in many 

countries. 

o A5/2: A weaker version, eventually 

deprecated due to security concerns. 

o A5/3, A5/4: More recent algorithms that 

provide enhanced security for newer 

generations of mobile networks. 

• The A5/1 encryption algorithm uses a combination of 

a 64-bit key, which is derived from the Kc (the 

encryption key stored in the SIM card), and the frame 

number. The algorithm encrypts the data between the 

mobile device and the base station, preventing 

attackers from intercepting and understanding the 

communication. 
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3. Integrity and Message Authentication 

To ensure data integrity (i.e., that the data hasn’t been altered 

in transit), GSM uses a technique called message 

authentication. 

• A5/2, A5/3, and A8 (Message Authentication Code): 

These algorithms are used to provide integrity. They 

help verify that the data has not been modified or 

tampered with by an attacker. 

• MAC (Message Authentication Code): A MAC is 

generated during communication and is checked by the 

receiver to ensure the integrity of the transmitted 

message. 

4. SIM Card (Subscriber Identity Module) 

The SIM card is a key element in GSM security. It stores 

essential information like the IMSI, encryption keys, and 

authentication data. The SIM card performs cryptographic 

operations locally, making it harder for attackers to tamper with 

sensitive information. 

• The SIM card ensures that sensitive data like 

encryption keys and authentication credentials never 

leave the mobile device, thereby protecting them from 

interception during communication. 

5. Location Privacy 

To protect the privacy of a mobile subscriber, GSM networks 

use location privacy mechanisms that prevent unauthorized 

tracking or eavesdropping on the subscriber's location. 

• Temporary Mobile Subscriber Identity (TMSI): 

Instead of always using the IMSI, which is unique and 

permanent, the GSM network uses a TMSI, a 

temporary identity assigned to the mobile device. This 
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helps protect the subscriber’s actual identity and 

location from being exposed to external threats. 

• Encryption of Location Data: The precise location 

data of the mobile device, such as its position within a 

cell, is not directly available to attackers due to 

encryption and the use of TMSI. 
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