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Preface

The rapid advancement of technology has
transformed the modern world into a digitally connected
ecosystem where devices, systems, and humans communicate
seamlessly through intelligent networks. Among the most
influential innovations driving this transformation is the
Internet of Things (IoT), often regarded as the “Digital
Nervous System” of the modern technological era. IoT has
revolutionized the way we interact with devices, collect data,
automate processes, and make intelligent decisions across
various domains.

This book, loT: The Digital Nervous System — Part 11,
is a continuation of the journey into the fascinating world of
connected technologies and smart systems. The primary
objective of this volume is to provide students, researchers,
educators, and technology enthusiasts with a deeper
understanding of advanced IoT concepts, practical
implementations, sensor technologies, wireless
communication systems, cloud integration, and real-world
applications.

Considerable effort has been made to ensure that the
content remains relevant to current technological
advancements and industry requirements. The concepts
explained in this book are intended to support learners in
understanding how IoT technologies are shaping smart homes,
healthcare systems, industrial automation, agriculture,
environmental monitoring, and numerous other sectors.

It is our sincere hope that this book will serve as a
valuable learning resource and inspire readers to explore the
limitless possibilities of IoT with creativity, curiosity,
responsibility, and ethical awareness. As technology continues
to evolve, may this work contribute to building knowledge,
innovation, and a smarter connected future.
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UNIT I
PROGRAMMING USING ARDUINO

The Arduino programming language is primarily based on C++,

with some simplifications and abstractions to make it more accessible for
beginners. It is not a standalone language but rather a set of C++ functions
and libraries designed to work seamlessly with Arduino hardware. This
abstraction is often referred to as the Arduino Language.

1.1 Key Features of the Arduino Language

1.

Simplified Syntax: The Arduino language simplifies C++ by
abstracting complex concepts, making it easier for beginners to
write code for microcontrollers. For example, functions
like digitalWrite() and pinMode() are used to interact with hardware
without needing low-level programming.

Sketches: Programs written for Arduino are called sketches. These
are saved with the .ino extension and consist of two main functions:
setup(): Runs once when the board is powered on or reset, used for
initialization. loop(): Runs repeatedly after setup(), containing the
main logic of the program.

Libraries: Arduino supports a wide range of built-in and external
libraries, which extend its functionality. These libraries allow users
to work with sensors, displays, motors, and communication
protocols like Wi-Fi or Bluetooth.

C++ Compatibility: While the Arduino language is simplified, it is
fully compatible with standard C++ code. Advanced users can write
custom classes, use pointers, and include external C++ libraries.

1.2 Control Statements

Decision making structures require that the programmer

specify one or more conditions to be evaluated or tested by the

program. It should be along with a statement or statements to be
executed if the condition is determined to be true, and optionally, other

statements to be executed if the condition is determined to be false.
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Following is the general form of a typical decision making
structure found in most of the programming languages.
Control Statements are elements in Source Code that control the
flow of program execution. They are

If statement
Definition
An if statement is a conditional statement that allows a
program to make decisions.
It checks whether a given condition (expression) is true or false.

If condition If condition

is true is false

conditional V
code

e If the condition is true, the specified statement or block of

statements is executed.

e Ifthe condition is false, those statements are skipped.

This helps the program perform different actions based on
different situations. It takes an expression in parenthesis and a
statement or block of statements. If the expression is true then the
statement or block of statements gets executed otherwise these
statements are skipped.

The if statement is one of the most important control structures in
programming. It allows programs to make decisions based on
conditions. By checking whether an expression is true or false, the
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https://www.tutorialspoint.com/arduino/arduino_if_statement.htm

program can execute specific instructions only when required. This
makes programs smarter, more interactive, and capable of solving real-
world problems effectively.

If ...else statement
Definition

An if statement can be followed by an optional else statement.
The if block executes when the condition is true, while the else block
executes when the condition is false.

This statement is used when there are only two possible outcomes.

If..else if ...else statement
Definition

The if...else if...else statement is used when multiple conditions need
to be tested.

It allows the program to choose one block of code among many
alternatives.

This structure is useful for handling several possible conditions
efficiently.

switch case statement
Definition
The switch case statement is a multi-way decision-making
statement. It allows a variable or expression to be tested against multiple
values called cases. Depending on the matching case, the corresponding
block of code executes. It is similar to multiple if...else if statements but is
often simpler and easier to read.
Conditional statements are essential in programming because they
help programs make decisions.
e The if...else statement is used for two-way decisions.
e The if...else if...else statement is used for multiple conditions.
e The switch case statement is used for selecting one option among
many fixed choices.
3|Page
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These statements make programs intelligent, flexible, and capable
of solving real-world problems efficiently.

Conditional Operator ? :

A

Conditional Code

If condition
is true

If condition
is false

The conditional operator ? : is the only ternary operator in C.
Programming languages provide various control structures that allow
for more complicated execution paths. A loop statement allows us to
execute a statement or group of statements multiple times and
following is the general form of a loop statement in most of the
programming languages —

C programming language provides the following types of
loops to handle looping requirements.

1.3 Loop & Description
while loop
Definition

A while loop is an entry-controlled loop that repeatedly executes a
block of statements as long as the given condition is true.

The condition is checked before the execution of the loop body. If
the condition becomes false, the loop terminates. If the condition never
becomes false, the loop continues infinitely.
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do...while loop
Definition

The do...while loop is similar to the while loop, but it is an exit-
controlled loop. In this loop, the loop body executes first, and then the
condition is checked. This means the loop body executes at least one time
even if the condition is false.

for loop
Definition

A for loop is used to execute a block of statements a predetermined
number of times. It is an entry-controlled loop where initialization, condition
checking, and updating are all written inside the loop parentheses.

Nested Loop
Definition

A nested loop is a loop inside another loop. The inner loop executes
completely for every iteration of the outer loop.

C++ programming allows all types of loops to be nested inside
another loop.

Infinite loop
Definition
An infinite loop is a loop that has no terminating condition or whose
condition never becomes false.
As a result, the loop executes endlessly.

1.4 Using Arduino C Library Functions for Serial
1.4.1 Arduino UART Functions
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a) Serial.begin(baud rate)

e baud rate : The baud rate that will be used for serial communication. Can
be 4800, 9600, 14400, 19200, etc.

e This function is used to define the baud rate that will be used for serial
communication. For communicating with specific devices, the device baud
rate needs to be used.

Example

Serial.begin(9600); //defines 9600 baud rate for communication.

b) Serial.available()

e This function is used to get the number of bytes available for reading
from the serial port. It gives the number of bytes of data that has arrived and
is stored in the serial receive buffer.

Example

if(Serial.available()) //If data available at serial port, take action.

¢) Serial.print(value)

e value : character, string, number to be printed.

o This function is used to print data to a serial port in a form that is human
readable (character, strings, numbers).

Example

Serial.print(“Hi 1234”); //Prints Hi 1234 on the serial monitor.
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d) Serial.println(value)

¢ value : character, string, number to be printed.

o This function is used to print data to a serial port in a form that is human
readable (character, strings, numbers) followed by a carriage return (\r) and
a new line character (\n).

e) Serial.read()
e This function returns a character that was received on the Rx pin of
Arduino.

Example
char read byte;
read_byte = Serial.read(); //Byte of data read is stored in read_byte.

f) Serial.write(value),Serial.write(string), Serial.write(buff, length)
e value : value to be sent as a single byte.

e string : string to be sent as a series of bytes.

e buff: array of data to be sent as bytes.

¢ length : number of bytes to be sent.
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e This function writes data in binary form to the serial port. Data is sent in
form of bytes or series of bytes.

Example

Serial.write(100);

Serial.write(“Hello™);

1.4.2 Using Arduino C Library Functions for Delay

The delay() function accepts a single integer (or number) argument.
This number represents the time (measured in milliseconds). The program
should wait until moving on to the next line of code when it encounters this
function. However, the problem is, the delay() function is not a good way to
make your program wait, because it is known as a blocking function.

delay() function Syntax
delay (ms) ;
where, ms is the time in milliseconds to pause (unsigned long).
Example
Flashing LED Turns on and off a light emitting diode(LED)
connected to a digital pin in the intervals of 2 seconds.

int ledPin = 13; // LED connected to digital pin 13
void setup()

{
pinMode(ledPin, OUTPUT); // sets the digital pin as output

b
void loop()

{
digital Write(ledPin, HIGH); // sets the LED on

delay(1000); // waits for a second
digital Write(ledPin, LOW); // sets the LED off
delay(1000); // waits for a second

b
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Arduino - Math Library double acos (double ___ x)

The acos() function computes the principal value of the arc
cosine of ___ x. The returned value is in the range [0, pi] radians. A
domain error occurs for arguments not in the range [-1, +1].

double asin (double __ x)
The asin() function computes the principal value of the arc
sine of ___ x. The returned value

is in the range [-pi/2, pi/2] radians. A domain error occurs for
arguments not in the range [-1,
+1].

double atan (double __ x)

The atan() function computes the principal value of the arc
tangent of __x. The returned value is in the range [-pi/2, pi/2] radians.
double atan2 (double __y, double __ x)

The atan2() function computes the principal value of the arc
tangent of __y/__ X, using the signs of both arguments to determine
the quadrant of the return value. The returned value is in the range [-
pi, +pi] radians.

double cbrt (double ___ x)
The cbrt() function returns the cube root of __ x.

double ceil (double ___x)
The ceil() function returns the smallest integral value greater
than or equal to _x, expressed as a floating-point number.

static double copysign (double ___x, double __y)

The copysign() function returns ___x but with the signof __y.
They work even if __xor__ yare
NaN or zero.
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double cos(double __ x)

The cos() function returns the cosine of __ x, measured in
radians.
double cosh (double __ x)

The cosh() function returns the hyperbolic cosine of ___ x.

double exp (double __ x)
The exp() function returns the exponential value of __ x.

double fabs (double __ x)
The fabs() function computes the absolute value of a floating-point
number __ Xx.

double fdim (double ___x, double __y)
The fdim() function returns max(___ x-__ y,0). If _ xor__y
or both are NaN, NaN is returned.

double floor (double ___ x)
The floor() function returns the largest integral value less than
or equal to X, expressed as a floating-point number.

double fma (double __x, double ___y, double ___7)

The fma() function performs floating-point multiply-add. This
is the operation (__x*__ y)+
__z,but the intermediate result is not rounded to the destination type.
This can sometimes improve the precision of a calculation.

double fmax (double __x, double ___y)

The fmax() function returns the greater of the two values __ x
and __ y. If an argument is NaN, the other argument is returned. If
both the arguments are NaN, NaN is returned.
double fmin (double __x, double __y)
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The fmin() function returns the lesser of the two values __ x
and y. If an argument is NaN, the other argument is returned. If
both the arguments are NaN, NaN is returned.

double fmod (double ___x, double___y)
The function fmod() returns the floating-point remainder of
x/__y.

double hypot (double __ x, double___y)
The hypot() function returns sqrt(___x*__ x+__ y*_ y). This
is the length of the hypotenuse of a right triangle with sides of length

x and y, or the distance of the point (___ X, y) from the origin.
Using this function instead of the direct formula is wise, since the
error is much smaller. No underflow with small x and y. No

overflow if result is in range.

static int isfinite (double __ x)
The isfinite() function returns a nonzero value if __ x is finite:
not plus or minus infinity, and not NaN.

int isnan (double __ x)

The function isnan() returns 1 if the argument ___x represents
a "not-a-number" (NaN)
object, otherwise 0.
double ldexp (double __x,int ___exp )

The ldexp() function multiplies a floating-point number by an
integral power of 2. It returns the value of __ x times 2 raised to the
power ____exp.

double log (double ___x)
The log() function returns the natural logarithm of argument
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double log10(double __ x)
The logl0() function returns the logarithm of argument __ x
to base 10.

long Irint (double __ x)

The Irint() function rounds __x to the nearest integer, rounding
the halfway cases to the even integer direction. (That is both 1.5 and
2.5 values are rounded to 2). This function is similar to rint() function,
but it differs in type of return value and in that an overflow is possible.
Returns

The rounded long integer value. If ___ x is not a finite number
or an overflow, this realization returns the LONG MIN value
(0x80000000).

long Iround (double __ x)

The lround() function rounds ___ x to the nearest integer, but
rounds halfway cases away from zero (instead of to the nearest even
integer). This function is similar to round() function, but it differs in
type of return value and in that an overflow is possible.

Returns

The rounded long integer value. If __ x is not a finite number
or an overflow was, this realization returns the LONG MIN value
(0x80000000).

double modf (double __x, double * __iptr )

The modf() function breaks the argument __ X into integral
and fractional parts, each of which has the same sign as the
argument. It stores the integral part as a double in the object pointed
to by __iptr. The modf() function returns the signed fractional part of
X.
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Note:

This implementation skips writing by zero pointer. However,
the GCC 4.3 can replace this function with inline code that does not
permit to use NULL address for the avoiding of storing.

float modff (float ___ x, float * __iptr)
The alias for modf().

double pow (double ___x, double ___y)
The function pow() returns the value of __ x to the exponent

y.

double round (double __ x)

The round() function rounds ___ x to the nearest integer, but
rounds halfway cases away from zero (instead of to the nearest even
integer). Overflow is impossible.

Returns

The rounded value. If __ x is an integral or infinite, ___ x itself
is returned. If _ x is NaN, then NaN is returned.
int signbit (double __ x)

The signbit() function returns a nonzero value if the value of
x has its sign bit set. This is not the same as '___ x <0.0', because
IEEE 754 floating point allows zero to be signed. The comparison -
0.0 <0.0' is false, but 'signbit (-0.0)' will return a nonzero value.

double sin (double __ x)
The sin() function returns the sine of X, measured in
radians.

double sinh (double __ x)
The sinh() function returns the hyperbolic sine of ___ x.
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double sqrt (double __ x)
The sqrt() function returns the non-negative square root of

double square (double __ x)
The function square() returns ___ x * __ X.
Note: This function does not belong to the C standard definition.

double tan (double __ x)
The tan() function returns the tangent of X, measured in
radians.

double tanh ( double __ x)
The tanh() function returns the hyperbolic tangent of ___ x.

double trunc (double __ x)

The trunc() function rounds x to the nearest integer not
larger in absolute value.

Example Program

void setup()

1

Serial .begin(9600);

Serial _print(''cos num = ")

Serial .println (cos (double_ x) ); // returns cosine
of x

Serial _print("absolute value of num = ")

Serial .println (fabs (double__x) ); // absolute value
of a float

Serial _print("floating point modulo = ");

Serial _println (fmod (double X, double_  y))s; //

floating point modulo

14|Page



Serial _.print("sine of num = ");

Serial .println (sin (double_ xX) ) :// returns sine of
X

Serial _print("square root of num - ");

Serial _println ( sqrt(double x) ):// returns square
root of x

Serial _.print('"tangent of num =z " );

Serial _println ( tan (double_ x) ): // returns tangent
of x

print("exponential value of num - ");

Serial _println ( exp (double_ x) ): // function returns
the exponentia

Serial .print('"cos num = ");
Serial . println (atan (double__x) )3 // arc tangentof x
Serial .print("tangent of num =z ")3

Serial .println (atan2 (double__y. double_ x) ):// arc
tangentof y/x

Serial .print(arc tangent of num =z ")g

Serial .println (log (double x) > 35 // mnatural
logarithm of x

Serial .print('"cos num = ");

Serial _println ( loglO0 (double_ x)); // logarithm of x
to base 10.

Serial .print("logarithm of num to base 10 =z ");

Serial .println (pow (double_ x., double__y) ):// x to
power of y

- "

Serial .print("power of num z ");

Serial _println (square (double_ x)): // square of x
¥
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void loop()

{
¥

Output:
cosnum =0.10

absolute value of num =45.45
floating point modulo =15.25

sine of num = 0.99

square root of num : 6.74
tangent of num : 9.67
exponential value of num : ovf
cos num : 1.55

tangent of num : 0.59

arc tangent of num : 3.82

cos num : 1.66

logarithm of num to base 10 : inf

power of num :2065.70

I6|Page



UNIT II

ANALOG AND DIGITAL SENSORS
In Arduino projects, sensors are generally categorized by the
type of signal they send back to the board: Analog (continuous
range) or Digital (fixed states).

2.1 Analog Sensors

Analog sensors provide a continuous voltage that changes
based on what they are measuring. Arduino boards use a built-in
Analog-to-Digital Converter (ADC) to turn this voltage into a
readable number.

Output Range: On a standard 5V Arduino Uno, the analogRead()
function returns a value between 0 and 1023
(10-bit resolution).

Best For: Measuring physical phenomena that change
gradually, like light, temperature, or sound.

Common Examples:

Potentiometer: A variable resistor used for manual
control.

LDR (Light Dependent Resistor): Changes resistance based on
light intensity.

Thermistor: Measures temperature changes.

Analog Sound Sensor: Measures varying sound vibrations.

2.2 Digital Sensors

Digital sensors communicate using discrete states—
typically just "On" (HIGH) or "Off" (LOW). Advanced digital
sensors may use complex serial protocols like I2C, SPI, or OneWire
to send more detailed data.
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Output Range: Returns only two values: 0 (LOW) or 1 (HIGH)
when using .

Simple detection (presence/absence) or complex
data transmission that is resistant to electrical

Best For:
noise.

Common Examples:

Push Button: Simple on/off switch.

PIR Motion Sensor: Detects movement (detects/doesn't detect).
Ultrasonic Sensor (HC-SR04): Uses digital pulses to measure
distance.

Digital temperature and humidity
sensors using a specific serial protocol

DHT11/DHT22:

Comparison Summary

Feature Analog Sensors Digital Sensors
Sienal Continuous voltage Discrete (High/Low)
& (e.g., 0OV=-5V) or Serial data
Arduino Pin Analog Pins(AO— Digital Pins (0—
AS) 13)
Function analogRead() digitalRead()
. Usually 10-bit (0— 1-bit (O or 1) or
Resolut
esotution 1023 Protocol-based
Precise level Event detection or
Use Case
measurements complex data

2.3 Temperature Sensor

An Arduino Temperature Sensor is an electronic device used to
detect and measure the temperature of the surrounding environment. It
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senses changes in temperature and converts those changes into an electrical
signal, usually in the form of a voltage. The generated voltage is directly
proportional to the temperature, which means that as the temperature
increases or decreases, the output voltage also changes accordingly. This
voltage can then be interpreted and processed to determine the exact
temperature value.

Typically, an Arduino temperature sensor contains three main pins.
The first pin is used for providing the power supply, usually 5 volts from the
Arduino board. The second pin is connected to the ground and helps
establish the reference level for the circuit. The third pin acts as the output
pin, through which the sensor sends the variable voltage corresponding to
the measured temperature.

Arduino plays an important role in this system because it is used to
read, process, and display the temperature data obtained from the sensor.
The Arduino board is programmed using embedded C or the Arduino
programming language so that it can convert the analog voltage signal from
the sensor into a meaningful temperature value, usually expressed in degrees
Celsius or Fahrenheit. After processing the data, the Arduino can display the
temperature on a serial monitor, LCD display, or other output devices.

Arduino-based temperature sensing systems are widely used in
various applications such as weather monitoring systems, home automation,
industrial temperature control, medical equipment, smart devices, and
environmental monitoring systems because of their simplicity, accuracy, and
ease of programming.

This is what a temperature sensor looks like :

L4

2.3.1 Technical Specifications
Before working with an Arduino Temperature Sensor, it is important
to understand the key specifications and operating conditions required for
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accurate and reliable performance. These specifications help ensure that the
sensor functions properly and provides precise temperature measurements
in different environments and applications.

One of the important requirements is that the Arduino board should
display or interpret the measured temperature using a standard and
commonly accepted unit. In most cases, the temperature scale is calibrated
in degrees Celsius (°C), which makes the readings easy to understand and
suitable for scientific, industrial, and everyday applications.

Another essential specification is the accuracy of the sensor. The
Arduino temperature sensing system should ideally maintain an accuracy of
approximately +0.5°C. This small margin of error helps improve the
reliability of the readings and ensures that the measured temperature values
are as close as possible to the actual environmental temperature. Higher
accuracy is especially important in applications such as medical devices,
industrial monitoring systems, and laboratory equipment.

The sensor should also be capable of operating over a wide
temperature range. A good Arduino temperature sensor is generally designed
to measure temperatures from approximately —55°C to 150°C. This wide
operating range allows the sensor to be used in both extremely cold and very
hot environments, making it suitable for outdoor monitoring systems,
industrial processes, weather stations, and electronic protection systems.

In addition, the output characteristics of the temperature sensor
should be linear. A linear scale means that the change in output voltage is
directly proportional to the change in temperature. This simplifies the
calculation and programming process because equal changes in temperature
produce equal changes in voltage. The scale factor is commonly around 10
millivolts per degree Celsius (10 mV/°C), meaning that for every 1°C
increase in temperature, the sensor output voltage increases by
approximately 10 mV. This linear relationship makes it easier for the
Arduino board to process the analog signal and convert it into accurate
digital temperature readings.

Understanding these specifications before implementing the sensor
helps in selecting the appropriate components, improving measurement
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precision, and ensuring stable and efficient performance of the temperature
monitoring system.

2.3.2 Components of Arduino Temperature Sensor

Apparatus refers to the components that are needed for the project.
The components required for designing a temperature sensor using Arduino
include.

. One Breadboard

o Arduino Uno R3 (Generally this model is only preferred
. One LM35 sensor

o Some wires for making connections.

These devices are easily available at nearby electronics shops.
Working Principle of Arduino Temperature Sensor

The idea behind temperature detection is to use a simple formula
which is given by
ADC Value = sample * 1024 / reference voltage (+5v)

The temperature sensor LM35 sensor is used for detecting the
temperature and sending this value to the Arduino. The Analog Digital
Converter (ADC) is used to convert input analog values into a digital
approximation using the formula provided above. When a +5 voltage is
provided at the input, the digital approximation will be equal to

ADC Value = input voltage * 1024/4
so ADC Value = input voltage * 205

2.3.3 Temperature Sensor with its Circuit Diagram
Let us understand the construction and working setup of an Arduino
temperature sensor circuit. The circuit diagram shown below can be used as
a reference for making the required connections between the Arduino board
and the temperature sensor. The temperature sensor consists of three main
pins: the VCC pin for power supply, the GND pin for grounding, and the
output pin that sends temperature data to the Arduino. By connecting these
pins correctly, the Arduino can read and process the temperature values
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sensed by the sensor.Pin 1(DC voltage): This pin is used for setting up the
DC voltage pin to 5V on the Arduino UNO board.

o Pin 2(Analog voltage output): This pin is responsible for
generating the output of the measured temperature.
o Pin 3(GND): This pin is used to set the ground level on Arduino

using some reference voltage.

Arduino - Temperature Sensor circuit

2.3.4 Connection of Arduino Temperature Sensor
Note that the LM35 sensor has three terminals namely Vs, Vo, and
GND. Each terminal has its significance and needs to be used carefully.

These terminals are connected as follows:

. Connect a wire to supply Vs with 5V, the connection must be made
to the appropriate pin on Arduino.

. Make a ground-to-ground connection from GND to GND on
Arduino to set a reference level.

. Connect the Vou: to Analog zero on the Arduino board. This will give
the output on the serial port.

float temp;

int tempPin = 0;

void setup()

{
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Serial.begin(9600);

}

void loop()

{
temp = analogRead(tempPin);
// read analog volt from sensor and save to variable temp
temp = temp * 0.48828125;
// convert the analog volt to its temperature equivalent
Serial.print("TEMPERATURE =");
Serial.print(temp); // display temperature value
Serial.print("*C");
Serial.println();
delay(1000); // update sensor reading each one second

2.3.5 Advantages of Arduino Temperature Sensor

Let us study some advantages of Arduino - Temperature Sensor
¢ Arduino temperature Sensor is easy to design and easy to understand due
to the basic libraries and code lines used in it.
e The Arduino temperature Sensor can accurately predict the temperature
value up to 0.5° C values.
e The Arduino temperature Sensor works in real-time and can show values
in real-time by detecting any fluctuations in surroundings.
e The circuit components required for Arduino temperature sensors are
cheap and cost-friendly.
e The Arduino temperature Sensor is a beginner-level project and has no
prerequisites which make it the most common choice for projects.

2.3.6 Disadvantages of Arduino Temperature Sensor

Let us study some disadvantages of Arduino - Temperature Sensor
e Although, Arduino temperature Sensors can predict temperature ranges
it is not possible to integrate them into professional projects due to the
limitations of Arduino.
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e The Arduino can detect errors up to 0.5° range but these can lead to
inaccurate results in devices that are temperature sensitive.

e The range over which this sensor can predict temperature is limited
therefore, it can't be used over a wide temperature range.

e As compared to other devices like microcontrollers or microprocessors,
the Arduino has comparatively low processing power.

e An Arduino takes some time to determine and provide reading, this

response time can be large enough if the readings change continuously.

2.3.7 Applications of Arduino Temperature Sensor

Let us study some applications of Arduino - Temperature Sensor
e Sometimes, local weather reports use Arduino-based sensors to predict
the temperature and weather fluctuations in a local region.
e Arduino-based sensors can be put to use for science activities like
temperature detection for greenhouse gas models.
e Devices that respond to weather conditions like ventilators, heaters, and
air conditioners can be automated using Arduino-based sensors.
e Clinics and other medical places can use the Arduino-based sensor to
measure patients' temperature and even tell the temperature of units that
store medicines.
e Since aquatic life is possible only at a certain temperature range,
Arduino-based sensors are installed in aquariums to measure this
temperature.

2.4 Ultrasonic Sensor
2.4.1 What is an Ultrasonic Sensor?

An ultrasonic sensor is an electronic device that calculates the time
taken by the ultrasonic wave to travel from the emitter to the receiver.
Ultrasound waves travel faster than sound. Therefore, the operation of
ultrasonic sensors involves sound waves to determine the distance to an
object. A transducer is used to send and receive ultrasonic pulses.
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2.4.2 Components and Pin Diagram of Ultrasonic Sensor

The ultrasonic sensor consists of four main pins: Trig (Trigger),
Echo, VCC, and GND. Each pin plays an important role in
measuring the distance between the sensor and an object. Let us
understand the components of the ultrasonic sensor and the function
of each pin in detail.

VCC Pin: This pin is used to provide power supply to the ultrasonic
sensor, usually +5V from the Arduino board.

GND Pin: This pin is connected to the ground terminal of the
Arduino to complete the electrical circuit.

Trigger Pin (Trig): The Trigger pin is used to initiate the sensing
process. When the microcontroller sends a short pulse signal to this
pin, the ultrasonic sensor activates its transmitter section and emits
high-frequency ultrasonic sound waves into the surrounding
environment.

Echo Pin: After transmitting the ultrasonic waves, the receiver
section of the sensor waits for the waves to reflect back from an
obstacle or object. Once the reflected waves are detected, the sensor
sends an output signal through the Echo pin. The duration of this
signal helps the microcontroller calculate the distance between the
sensor and the object.

2.4.3 Main Components of the Ultrasonic Sensor

Transmitter:

The transmitter generates and sends ultrasonic sound waves when a
trigger signal is applied to the Trig pin. These sound waves travel
through the air until they hit an object.

Receiver:
The receiver detects the reflected ultrasonic waves that bounce back
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after striking an object. It measures the time taken for the waves to
return and sends this information through the Echo pin to the
microcontroller for distance calculation and further processing.

2.4.4 Features of an Ultrasonic Sensor
¢ Supply voltage: 5V (DC).

e Supply current: 15mA.

e Modulation frequency: 40Hz.

e Qutput: 0 — 5V (Output high when obstacle detected in range).
e Beam Angle: Max 15 degrees.

¢ Distance: 2 cm — 400 cm.

e Accuracy: 0.3cm.

e Communication: Positive TTL pulse.

2.4.5 Working Principle of Ultrasonic Sensor

Ultrasonic Sensor works upon the principle of sound waves.
Ultrasonic sensors transmits short, high-frequency sound waves at regular
intervals. These signal moves through the air at the speed of sound. When
these signal hits an object, they return back to the sensor as an echo signal,
and the sensor itself calculates the distance to the target based on the time
delay of the transmission signal and receives an echo.

In order to calculate the distance, this formula is being used:
D=%TxC
where,
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D is the distance,
T is the time, and
C is the speed of sound (346 meters/second)

Ultrasonic sensor having mainly two component: the transmitter
(emits the ultrasonic sound waves) and the receiver (which encounters the
ultrasonic sound wave which travels to and from the obstacle).

2.4.6 Code for Ultrasonic Sensor
Code for Ultrasonic Sensor:
// defines pins numbers
const int trigPin = 9;
const int echoPin = 10;
// defines variables
long duration; // stores time taken to recieve the refleced sound wave
int distance; // stores distance from object
void setup() {
pinMode(trigPin, OUTPUT), // Sets the trigPin as an Output Pin
pinMode(echoPin, INPUT), // Sets the echoPin as an Input Pin
Serial.begin(9600); // Starts the serial communication
/
void loop() {
// Clears the TrigPin
digitalWrite(trigPin, LOW),
delayMicroseconds(2),
// Sets the trigPin on HIGH state for 10 micro seconds which allows Input
from Ultrasonic Sensor
digitalWrite(trigPin, HIGH),
delayMicroseconds(10);
digitalWrite(trigPin, LOW);
// Reads the echoPin and returns the sound wave travel time in microseconds
duration = pulseln(echoPin, HIGH);
// Calculating the distance
distance = duration * 0.034/ 2;
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// Prints the distance on the Monitor
Serial print("Distance: "),
Serial.printin(distance);

/

2.5 IR Sensor

An IR (Infrared) Sensor is an electronic device used to detect
infrared radiation emitted or reflected by objects in its surrounding
environment. It works based on the principle of infrared light and is
commonly used for obstacle detection, object sensing, and motion detection
in electronic and robotic applications.
Unlike ultrasonic sensors, an IR sensor does not accurately measure the
distance between the sensor and the object. Instead, it mainly detects the
presence or absence of an object by sensing reflected infrared rays.
The IR sensor consists mainly of two parts:

2.5.1 IR Transmitter:
The transmitter emits infrared light rays continuously into the
environment.

2.5.2 IR Receiver:

The receiver detects the infrared rays reflected back from nearby
objects or obstacles. When an object comes in front of the sensor, the
reflected infrared light is sensed by the receiver, and the sensor generates an
output signal.

2.5.3 Features of IR Sensor

e It is a fast responsive sensor with quick detection capability.

e Its operation is generally less affected by atmospheric conditions
such as dust or humidity under normal conditions.

e IR sensors work using high-frequency infrared light waves.

¢ Due to the high frequency and straight-line propagation of infrared
rays, the sensing range is usually short compared to ultrasonic
Sensors.
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e The sensor can detect obstacles only when they are present in a
direct line of sight.

e IR sensors are widely used in robotics, obstacle detection systems,
automatic doors, line follower robots, and remote-control
applications.

Because of their compact size, low cost, and quick response time, IR

sensors are commonly preferred in many embedded systems and automation
projects.

2.5.4 Features of an Infrared (IR) Sensor

e Supply Voltage: 5V (DC)

e Supply Current: 20mA

Modulation Frequency: 38kHz

Output: Digital signal (0 or 1) (Output high when obstacle detected)

Detection Range: 2 cm — 30 cm (varies based on model)

Beam Angle: Approximately 35 degrees

Accuracy: £0.5 cm

Communication: Digital output (compatible with microcontrollers)
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2.5.5 Components of IR Sensor and its Working

There are various types of infrared emitters available, and they differ
based on parameters such as wavelength, output power, sensitivity, and
response time. The selection of an infrared emitter depends on the specific
application and the required sensing range. Some emitters are designed for
short-range obstacle detection, while others are used for high-speed
communication and advanced sensing applications.

An IR (Infrared) sensor mainly operates using infrared light and
consists of two important components that work together for object detection
and sensing purposes.

e Aninfrared LED: This is an emitter which emits light waves which hits
the object.

e An infrared Photodiode: This is used to receive the reflected light
waves which was hit by the object.

Note: Collectively an IRLEDand an IR PhotoDiode is called an
OptoCoupler or PhotoCoupler.

2.5.6 Code for IR Sensor

int LEDpin = 13;

int obstaclePin = 10;

int hasObstacle = LOW, // Initialy set for no obstacle

void setup()

{

pinMode(LEDpin, OUTPUT),
pinMode(obstaclePin, INPUT),
Serial.begin(9600),

/

void loop()

{

hasObstacle = digitalRead(obstaclePin),
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if (hasObstacle == HIGH)

{

Serial println("Stop something is ahead!!");
digitalWrite(LEDpin, HIGH),

/

else

{

Serial.printin("Path is clear"),
digitalWrite(LEDpin, LOW);

/

delay(200);

/

2.6 Difference Between Ultrasonic and IR Sensor
Given Below is the Table between Ultrasonic and IR Sensor

Parameter IR Sensor Ultrasonic Sensor
Work Principle InfraRed Light Ultrasonic Sound
Response Time High Low

Atmospheric Impacts ~ No Impact on Accuracy = Impacts Accuracy

Measures Distance No Yes
Range 10cm - 80cm 2cm - 10m
Beam Angle 75 Degree 30 Degree
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Beam Pattern Narrow(line) Conical

Frequency 353 THz 40KHz

Unit Cost 750 INR 130 INR

Arduino - Ultrasonic Sensor is a multipurpose, low cost, highly
useful electronic device which is a part of IOT products development. This
sensor can be used to track record of data where Infrared Sensor fails to
deliver good performance.
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UNIT 111
LED AND BUZZER WITH ARDUINO

3.1 What is an LED?

A light-emitting diode (LED) is a semiconductor component that
emits light by allowing an electric current to pass through it.
The light is produced as a result of electrons and holes recombining due to
the current, which releases energy in the form of light.

HOLES ELECTRONS

CURRENT FLOWS ACROSS THE JUNCTION

__B__

BATTERY

Light Emitting Diodes (LEDs) are semiconductor devices
constructed using a highly doped p-n junction. They are specially designed
to allow electric current to flow easily in the forward direction while
restricting the flow of current in the reverse direction. When current passes
through the LED, electrical energy is converted into light energy through a
process called electroluminescence.

The color of the light emitted by an LED depends mainly on the type
of semiconductor material used and the manufacturing process involved.
Different semiconductor materials emit light at different wavelengths, which
results in the production of various colors such as red, green, blue, yellow,
orange, infrared, and ultraviolet.

Different materials are selected based on the required color output
and brightness level. Each material possesses unique electrical and optical
properties that determine the wavelength and intensity of the emitted light.
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3.2 Semiconductor Materials Used in LEDs
Indium Gallium Nitride (InGaN):

This material is widely used for manufacturing high-brightness blue,
green, and ultraviolet LEDs. InGaN LEDs are highly efficient and are
commonly used in modern display systems, LED bulbs, and electronic
devices.

Aluminum Gallium Indium Phosphide (AlGalnP):

This semiconductor material is mainly used for producing bright
yellow, orange, and red LEDs. These LEDs are commonly found in signal
lights, indicators, and decorative lighting applications.

Aluminum Gallium Arsenide (AlGaAs):

AlGaAs is generally used in the production of red and infrared
LEDs. Infrared LEDs are extensively used in remote controls,
communication systems, and sensing applications.

Gallium Phosphide (GaP):

Gallium phosphide is known for its ability to produce yellow and
green LEDs.

It is commonly used in indicator lamps and display panels.

The use of these different semiconductor materials enables LEDs to
provide a wide range of colors, brightness levels, and operating efficiencies.
Because of their low power consumption, long lifespan, compact size, and
high efficiency, LEDs are widely used in household lighting, electronic
displays, automotive lighting, medical equipment, communication systems,
and industrial applications.
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3.3 Pinout of LED

Alli-ode .’ fl Cathode H

Cathode(-) Anode(+)
Short Lead Long Lead

An LED (Light Emitting Diode) has two terminals known as the
anode and the cathode. These terminals are used to connect the LED to an
electrical circuit. The anode is the positive terminal, while the cathode is the
negative terminal. For the LED to glow properly, it must be connected with
the correct polarity, allowing current to flow from the anode to the cathode.

In most LEDs, the terminals can be identified easily by observing
their physical characteristics.

3.4 Methods to Identify Anode and Cathode in an LED

By Terminal Length:

The easiest method is to compare the lengths of the two leads. The
longer lead represents the anode (+), and the shorter lead represents the
cathode (—). This method is commonly used in new LEDs before the leads
are trimmed.

By Flat Edge on the LED Body:

LEDs usually have a small flat edge or flattened side on the outer
plastic casing. This flat side indicates the cathode terminal. The terminal
located next to the flat edge is the cathode, while the terminal on the opposite
side is the anode.
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By Internal Structure:

Inside the transparent LED casing, the larger internal metal plate
generally represents the cathode, whereas the smaller metal part represents
the anode.

3.4.1 Importance of Correct Polarity

LEDs are polarity-sensitive devices, meaning they will only operate
when connected correctly in a circuit. If the LED is connected in reverse
polarity, current will not flow properly, and the LED will not emit light. In
some cases, excessive reverse voltage may even damage the LED.

Because of their simple structure, low power consumption, high
efficiency, and long operational life, LEDs are widely used in electronic
circuits, indicator lamps, display systems, automotive lighting, and
household illumination systems.

3.4.2 Hardware Required for interfacing LED with Arduino:
e Arduino (You can use any Arduino board for this project) - 1

e LED-1(You canuse LED of any color)
e Resistor 3300hm - 1

e Jumper wires - As required

e Breadboard - 1

Also, read our blog on Buzzer Arduino detailing step by step guide
about how to use the buzzer with your Arduino board.

GPIO 3 of Arduino Anode pin of LED via 220ohm resistor

GND pin of Arduino Cathode pin of the LED
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3.4.3 Connection of LED with Arduino

How to interface LED with an Arduino:

To blink the LED using Arduino, here are the simple steps
First, we need the above-mentioned components and connections to be made
as per the circuit diagram below.

The next step is to program the Arduino board so that it can
control the blinking of an LED. To write and upload programs to the
Arduino, we need to install the Arduino Integrated Development
Environment (Arduino IDE) on our computer. The Arduino IDE is a
software application that allows users to write, compile, and upload code to
the Arduino board easily.

The Arduino IDE can be downloaded from the official Arduino
website. While downloading, choose the version that is compatible with your
computer’s operating system, such as Windows, Linux, or macOS. After
downloading, install the software by following the installation instructions
provided.

Once the Arduino IDE is successfully installed on the PC, we can
begin writing the program for blinking an LED. In this project, the LED is
programmed to turn ON and OFF repeatedly with a time interval of one
second. This is one of the most basic and important beginner projects in
Arduino programming, often called the “Blink LED” program.
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The program works by sending a HIGH signal to the LED pin to
turn the LED ON and a LOW signal to turn it OFF. A delay function is used
to maintain the LED state for one second before changing it again.

Below is the Arduino code used to blink an LED at one-second intervals.

3.4.4 Code for LED Blinking:
#define led_pin 3

void setup()

{

pinMode(led pin, OUTPUT);
H

void loop()

{

digitalWrite(led pin, HIGH);
delay(1000);
digitalWrite(led_pin, LOW);
delay(1000);

H

Explanation:
#define led pin 3

#define led_pin 3 : First, we have declared a pin name and pin
number to which we are going to connect the LED using #define
preprocessor constant. We are assigning GPIO 3 pin of Arduino to connect
LED and given a name to that pin as “led pin”.

void setup()
{
pinMode(led pin, OUTPUT);
h

void setup() : This function executes only once in our program. In
this function, we have called a function called “pinMode(led_pin,
OUTPUT);”.
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The pinMode function is used to tell Arduino, that the connected
peripheral is either input or output peripheral.

In this function, we are passing the “led pin” as pin name
and “OUTPUT” as type.

void loop()

{

digitalWrite(led_pin, HIGH);
delay(1000);
digitalWrite(led_pin, LOW);
delay(1000);

}

void loop() is one of the most important functions in an Arduino
program. This function executes continuously and repeatedly as long as the
Arduino board is powered ON. Any instructions written inside the loop()
function will run again and again in an infinite cycle.
In this program, the digitalWrite() function is used inside the loop()
function to control the state of the LED. The digital Write() function is used
to set a digital pin either HIGH or LOW. It accepts two arguments:

1. The pin number to which the LED is connected
2. The state of the pin (HIGH or LOW)

When the statement: digitalWrite(led_pin, HIGH); is executed,

The Arduino sets the selected GPIO pin to HIGH, which means
approximately 5V is supplied to the pin. As a result, current flows through
the LED and the LED turns ON.

Similarly, when the statement: digitalWrite(led pin, LOW); is

executed, the Arduino sets the GPIO pin voltage to OV. This stops the flow
of current through the LED, causing the LED to turn OFF.
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Between these two operations, the delay() function is used to pause
the execution of the program for a specified amount of time. The delay value
is given in milliseconds.

In this program, the statement: delay(1000);

Creates a delay of 1000 milliseconds, which is equal to 1 second.
Therefore, the LED remains ON for one second and OFF for one second
repeatedly, creating a blinking effect.

This simple LED blinking project is one of the best beginner
experiments in Arduino programming and embedded systems. It helps
learners understand the basic concepts of hardware interfacing, digital output
control, timing functions, and program execution in microcontrollers. By
learning how to connect an LED, control its operation through code, and
understand the behavior of GPIO pins, beginners can build a strong
foundation for developing more advanced electronics and automation
projects in the future.

3.5 Arduino Sensor With LED and Buzzer
3.5.1 Introduction

A sensor system integrated with an LED and buzzer is an electronic
setup designed to detect changes or events in the surrounding environment
and provide both visual and audio indications as output. The sensor
continuously monitors specific environmental conditions such as smoke, gas
leakage, fire, motion, temperature, or obstacle detection. When the detected
value crosses a predefined limit or when a particular event occurs, the system
activates an LED for visual indication and a buzzer for audible alert.

The LED acts as a visual signaling component that glows to indicate
the detection status or warning condition, while the buzzer produces a sound
signal to attract immediate attention. The processing unit receives the sensor
data, analyzes the input signals, and controls the operation of the LED and
buzzer based on programmed conditions.

Such sensor-based alert systems are widely used in safety and
automation applications, including smoke detection systems, fire alarm
systems, gas leakage monitoring, security systems, industrial monitoring,
and smart home automation projects. These systems help provide quick

40|Page



alerts to users, improving safety, monitoring efficiency, and response time
during emergency situations.

Because of their simple design, low cost, fast response, and reliable
operation, LED and buzzer-based sensor systems are commonly used in
educational projects, embedded systems, robotics, and industrial automation
applications.

In this type of electronic monitoring system, a sensor is used to
continuously observe and measure a particular environmental condition or
physical parameter. Different types of sensors can be used depending on the
application, such as an LDR sensor for detecting light intensity, a
temperature sensor for measuring heat, a gas sensor for identifying harmful
gases, or a motion sensor for detecting movement.

The processing unit receives the sensor data through its analog or
digital input pins and continuously analyzes the incoming signals. When the
detected value exceeds or falls below a predefined threshold level, the
system automatically activates output devices to provide alerts or
indications.

The warning system generally includes:

e LED Indicator:
The LED provides a visual indication of the system status
or warning condition. Different colored LEDs may be used to
represent safe and danger conditions.

e Buzzer:
The buzzer generates an audible alarm to immediately alert the user
whenever an abnormal condition or obstacle is detected.

3.5.2 Project Description
In this project, an alarm-based obstacle detection system will be
developed. The system is designed to measure the distance between the
sensor and a nearby object using an ultrasonic sensor. The ultrasonic sensor
continuously sends and receives ultrasonic waves to determine how far an
object is from the sensor.
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If the detected object comes closer than the predefined safe distance,
the system activates a warning indication. The LED lights up and the buzzer
sounds an alarm to notify the user that an object is too close. This type of
project is commonly used in parking assistance systems, obstacle detection
robots, security systems, and smart automation applications.

3.5.3 Components Required for the Project
The following components are required to build the obstacle detection
alarm circuit:
Ultrasonic Sensor:
Used to measure the distance between the sensor and nearby objects.

Arduino Uno:
Acts as the main controller that processes sensor data and controls
the outputs.

Male-to-Male Jumper Wires (approximately 12):

Used for making electrical connections between the components on
the breadboard and the controller.
Green LED and Red LED:

Used as visual indicators for safe and warning conditions.

Active Buzzer:
Produces an audible alarm when an object is detected within the
danger range.

Two 2209 Resistors:

The 220-ohm resistors are connected in series with the LEDs to
control and limit the amount of current flowing through them. LEDs are
sensitive electronic components, and excessive current can damage or
permanently burn them. By using resistors, the circuit ensures safe operation
of the LEDs while maintaining proper brightness and improving the overall
reliability of the system.

42|Page



This project provides a practical understanding of important
concepts used in electronics and embedded systems. It helps learners
understand how sensors can be interfaced with a microcontroller for real-
time monitoring and detection purposes. The project also demonstrates the
working principle of distance measurement using ultrasonic sensing
technology, along with the control of output devices such as LEDs and
buzzers.

In addition, the project introduces the fundamentals of digital input
and output operations, signal processing, and alarm system implementation.
Such applications are widely used in automation systems, security devices,
obstacle detection systems, smart vehicles, industrial monitoring, and
robotics. By developing this project, beginners can gain hands-on experience
in circuit connections, programming logic, and sensor-based automation
techniques.
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Step 1: Connecting the Ultrasonic Sensor

Begin by placing the ultrasonic sensor securely on the breadboard.
Mounting the sensor on the breadboard helps keep it stable and makes the
wiring process easier and more organized. It also ensures that the sensor
remains stationary while taking distance measurements, which improves the
accuracy and reliability of the readings.

The ultrasonic sensor contains four main pins, each having a specific
function in the circuit. Before making the connections, it is important to
identify these pins correctly.

VCC (Power Pin):

Located on the far left side of the sensor, this pin is used to provide
power to the ultrasonic sensor. It is connected to the 5V supply pin of the
controller board.

GND (Ground Pin):

Located on the far right side, this pin is connected to the ground
terminal to complete the electrical circuit.
Trig (Trigger Pin):

This pin is used to send a trigger signal from the controller to the
sensor. When activated, the sensor transmits ultrasonic sound waves.
Echo Pin:

This pin receives the reflected ultrasonic signal and sends the timing
information back to the controller for distance calculation.
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The Trig and Echo pins are the two communication pins that must be
connected to the digital input/output pins of the controller board. These pins
enable the system to send ultrasonic pulses and receive the reflected signals
for measuring the distance between the sensor and nearby objects.

The tric coes to pin 10 and echo to pin 11. Also, go ahead and
make sure the ground and the power are connected from the arduino to the
breadboard.

Step 2: Connecting the LEDs

Place both the red LED and green LED carefully on the breadboard,
ensuring that the terminals are inserted into separate rows for proper
electrical connection. Before wiring the LEDs, it is important to identify the
two terminals of each LED correctly: the anode and the cathode.

e The anode is the positive terminal of the LED and is usually the
longer lead.
e The cathode is the negative terminal and is generally the shorter
lead or the side near the flat edge of the LED casing.
To protect the LEDs from excessive current, connect a 220€2 resistor in
series with the anode terminal of each LED. The resistor helps limit the
current flowing through the LED, preventing damage and ensuring safe

operation.
e Connect the resistor attached to the red LED to digital pin 6 of the
controller board.
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e Connect the resistor attached to the green LED to digital pin 4 of

the controller board.

Next, connect the cathode terminals of both LEDs to the ground rail
(GND column) of the breadboard. This completes the electrical path and
allows the LEDs to operate correctly when the corresponding digital pins are
activated.

In this setup, the LEDs act as visual indicators to represent different
system conditions. For example, the green LED may indicate a safe distance
condition, while the red LED can indicate a warning or danger condition
when an object comes too close to the sensor.

Step 3: Connecting the Buzzer

fritzing

While connecting the buzzer, it is important to correctly identify the
component. The buzzer used in this project is the small black cylindrical
component, not the larger red-colored component that may appear simi
on the breadboard.

Before making the connections, carefully identify the positive anu ..__.uve
terminals of the buzzer:
e The positive terminal (+) is usually marked with a “+” symbol or
indicated by a longer lead.
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e The negative terminal (-) is the ground terminal and may have a

shorter lead.

Connect the negative terminal of the buzzer to the ground (GND) rail
of the breadboard. Then connect the positive terminal to digital pin 12 of
the controller board.

The buzzer used in this project is an active buzzer. An active buzzer
contains an internal oscillating circuit, which means it can produce sound
directly when power is supplied. It only requires HIGH or LOW digital
signals for operation:

e When the controller sends a HIGH signal, the buzzer receives

power and produces sound.

e When a LOW signal is sent, the buzzer turns OFF and stops

producing sound.

Because of this simple operation, active buzzers are widely used in alarm
systems, warning indicators, security systems, and automation projects
where audible alerts are required.

Step 4: Code

Import the NewPing library, it should be on arduino website. After
that, the code is pretty straight forward.
#include
int echoPin = 10; //pin 10 for the echo
int trigPin = 9; //pin 9 for trigger
int buzzPin = 12; //pin 12 for the buzzer
int ledRed = 6; //pin 6 for red LED
int ledGreen = 4; //pin 4 for green LED
int duration, inches, cm; // establish variables for duration of the ping, and
the distance result
NewPing sonar(trigPin, echoPin, 200); //sets up the sonar function and limits
distance to 200 cm
void setup() {
pinMode(ledRed, OUTPUT);
pinMode(ledGreen, OUTPUT);
pinMode(buzzPin, OUTPUT);
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Serial.begin(9600); //sets up serial monitor
}

void loop() {

delay(100);

Serial.print("Ping: ");
Serial.print(sonar.ping_cm());
Serial.println("cm");
//warning
if(sonar.ping_cm()<10)

{

digitalWrite(ledRed, HIGH);
digital Write(ledGreen, LOW);
digital Write(buzzPin, HIGH);
}

//no warning
if(sonar.ping_cm()>=10)

{

digital Write(ledGreen, HIGH);
digitalWrite(ledRed, LOW);
digital Write(buzzPin, LOW);
¥

}+/end loop

Step 5: Warning
Before powering the circuit and uploading the program, carefully
verify all the electrical connections to ensure the components are connected
correctly. Check the positive and negative terminals of the LEDs, buzzer,
and sensor connections to confirm that the polarity is proper. Incorrect
connections, especially reversed polarity, may prevent the circuit from
functioning correctly or may even damage the components.
Make sure that:
e The positive and negative terminals of the LEDs are connected
properly.
e The buzzer polarity is correctly identified and wired.
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e The ultrasonic sensor pins (VCC, GND, Trig, and Echo) are
connected to the correct pins.
e All jumper wire connections are firm and properly inserted into the
breadboard and controller board.
In addition to the hardware connections, the required software library must
also be installed for the program to compile and run successfully. This
project uses the NewPing library for interfacing with the ultrasonic sensor
and measuring distance accurately.
If the NewPing library is not installed in the Arduino IDE, the code may
produce errors during compilation and will not function properly. Therefore,
ensure that the library is installed before uploading the program.
The library can be installed through the Arduino IDE Library Manager by
searching for “NewPing” and installing the appropriate package. Once the
library is installed and all circuit connections are verified, the system will be
ready for testing and operation.
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UNIT IV

SENSOR DATA IN INTERNET
4.1 Sensor

Sensor data is the output of a device that detects, analyzes and
responds to some type of input from the physical environment. The output
is used to provide information to an end user or as input to another system
or to guide a process. Sensors can be used to detect just about any physical
element.

Sensor data is an integral component of internet of things (IoT) and
edge computing environments and initiatives. In IoT, almost any entity
imaginable can be outfitted with a unique identifier and the capacity to
transfer data over a network. Much of the data transmitted is sensor data.

The huge volume of data produced and transmitted from sensing
devices provides a variety of useful information that's often critical to system
operation and enterprise decision-making. It is a big data challenge that
businesses are addressing with sensor data analytics.

4.1.1 How sensor data works

Sensors gather and generate information based on the physical
conditions surrounding them. Sensors usually include the following:
e A processor to convert physical signals into digital data.

e A connector between the sensor and the system analyzing the data.

e Communications capabilities to transmit data to people or machines and
A power source.

IoT sensor data exists in three stages on the network that involve
elements of data management:

1. Creation. Sensors gather and transmit data used for a variety of

smart devices. They do this by collecting signals and turning them into data.

2. Transmission. Data generated is sent to other machines
using network protocols, such as Message Queueing Telemetry Transport,
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Hypertext Transfer Protocol and Constrained Application Protocol.
Transmission methods vary based on loss-tolerance, security and timeliness
requirements.

3. Storage. Data is stored in various formats and accessed for
subsequent use, data analysis and forecasting. In some cases, it's sent in real
time immediately after creation. In others, it's stored for a period of time
before being sent to its next destination in batches. Storage and bandwidth
limitations can dictate the amount of data transmitted and the way it's sent.
Cloud-based storage is used for high-volume sensor data.

4.2 Types of sensors

Sensors are generally classified and named according to the physical
quantity or environmental parameter they are designed to detect or measure.
Different types of sensors are used in electronic systems, industrial
applications, automation, robotics, healthcare, and environmental
monitoring to collect real-time data from the surroundings.

One of the most commonly used categories is the temperature
sensor, which is designed to measure and monitor temperature changes in
an environment, object, or system. Temperature sensors operate using
different principles and technologies depending on the application and
required accuracy.

4.2.1 Types of Temperature Sensors

Thermocouples:

Thermocouples measure temperature by detecting changes in voltage
generated between two dissimilar metal junctions. When the junction
experiences a temperature difference, a small voltage is produced due to the
thermoelectric effect. This voltage is then used to determine the temperature.
Thermocouples are widely used because they can measure a very wide
temperature range and are suitable for industrial applications.
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Infrared Temperature Sensors:

Infrared (IR) temperature sensors detect the infrared radiation
naturally emitted by objects. Every object emits infrared energy depending
on its temperature. The sensor measures the intensity of this emitted
radiation and estimates the temperature without requiring direct physical
contact. These sensors are commonly used in non-contact temperature
measurement systems, medical thermometers, industrial monitoring, and
safety applications.

Semiconductor Temperature Sensors:

Semiconductor-based temperature sensors operate according to the
temperature-dependent electrical properties of semiconductor materials. As
temperature changes, the conductivity or voltage characteristics of the
semiconductor also change. These variations are measured and converted
into temperature readings. Semiconductor sensors are compact, accurate,
low-cost, and widely used in electronic devices and embedded systems.

Temperature sensors play an important role in monitoring and
controlling environmental conditions in industries, medical equipment,
home appliances, automotive systems, weather stations, HVAC systems, and
automation projects. Their ability to provide accurate and real-time
temperature measurements makes them essential components in modern
electronic and control systems.

Proximity sensors

These detect the presence or absence of a nearby object or material.
Inductive proximity sensors sense the presence of a metallic object using an
electromagnetic field. Photoelectric ones use a beam of light to detect
objects. Ultrasonic sensors use sound to detect the presence of objects.

Motion sensors
Accelerometers, gyroscopes and other motion sensors detect
physical movement. They can use technology found in proximity sensors
and are often used in security systems to detect the presence of people.
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Gas sensors

These detect carbon dioxide and other gases, calculating the amount
of an element in the air. Other examples of gas sensors are air quality
sensors, which detect chemicals that indicate air pollution; breathalyzers,
which detect alcohol in the air; and humidity sensors, which measure the
air's water content.

Level sensors

These include point level sensors that measure the level of a liquid
or dry material and indicate whether it's above or below what it should be.
Continuous level sensors provide continuous level readings.

Light sensors

Light-dependent resistors and other similar sensors measure
changes in circuit resistance to determine changes in light intensity.

Pressure sensors

These are devices such as a strain gauge, which has a spring element
that changes shape as force is applied, affecting resistance and changing the
pressure reading. Differential pressure sensors measure the difference
between two pressures connected to each side of the sensor.

Chemical sensors

These include chlorine residual sensors, which measure the amount
of chlorine in water, and pH sensors, which check the hydrogen-ion activity
in a solution to measure its acidity.

Biomedical sensors

Also called biometric sensors, these include medical devices, such as optical
heart rate sensors, which use light-sensitive diodes to determine volume
changes in the capillaries above a person's wrist.

53|Page


https://www.techtarget.com/iotagenda/tip/Seven-use-cases-of-IoT-for-sustainability
https://www.techtarget.com/whatis/definition/resistor
https://www.techtarget.com/whatis/definition/diode

They can include pulse oximeters that shine a light-emitting diode
light through the finger of a patient, analyze the character of the light and
use that data to determine the amount of oxygen in the blood.

4.3 Biometric sensors are used in a variety of IoT devices.
Examples of sensor data

One of the earliest implementations of sensor data was in World War
II, where radar was used to detect objects that previously weren't within the
range of sight. The following sensor examples and types of sensor data
processing techniques show numerous and diverse sensor applications and
use cases:

e Accelerometers

These detect changes in gravitational acceleration in devices, such
as smartphones and game controllers, to determine acceleration, tilt and
vibration.

¢ Photosensors
These detect the presence of visible light, infrared transmission and
ultraviolet energy.

o Lidar

Light detection and ranging is a laser-based method of detection,
range-finding and mapping. It typically uses a low-power, eye-safe pulsing
laser in conjunction with a camera.

¢ Charge-coupled devices

CCDs store and display the data for an image in such a way that each
pixel is converted into an electrical charge. The intensity of the charge in a
CCD is related to a color in the color spectrum.
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e Smart grid sensors

These provide real-time data about grid conditions, detecting
outages, faults and load, as well as triggering alarms. They're important to
the functioning of smart cities.

e Gyroscope sensors
These capture the speed and rotation around an axis of an object.
For example, gyroscope sensors enable mobile phones to sense the
speed they're going and the direction they're facing.

o Infrared sensor

These measure heat in the surrounding air and detect infrared
radiation. They are used in gas warning devices, flame detectors and
precision temperature measurement.

4.3.1 Time series data vs. sensor data

The terms sensor data and time series data are closely related and
are often used together in data collection and monitoring systems. In many
applications, sensor data is stored and analyzed as time series data because
the readings are collected continuously over time. However, the two terms
focus on different aspects of the data.

4.4 Sensor Data

The term sensor data mainly refers to the source of the information
and the method used to collect it. Sensor data is generated by electronic
sensors that measure physical or environmental parameters such as
temperature, pressure, humidity, motion, light intensity, distance, gas
concentration, or sound.

Sensors continuously observe the surrounding environment and
produce readings that can be processed, stored, or analyzed by electronic
systems. These readings may be collected at regular intervals or whenever a
specific event occurs.

Examples of sensor data include:

e Temperature readings from a temperature sensor
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¢ Distance measurements from an ultrasonic sensor

e Motion detection data from a PIR sensor

e Heart rate readings from medical devices

e Humidity measurements from environmental monitoring systems

4.4.1 Time Series Data

The term time series data emphasizes the relationship between data
values and time. Time series data consists of a sequence of data points
collected over a period of time, usually at regular intervals. Each data point
is typically associated with a timestamp that indicates when the data was
recorded.

Time series data helps analyze trends, patterns, fluctuations, and
changes occurring over time. It is widely used in forecasting, monitoring,
statistical analysis, and real-time systems.

Examples of time series data include:

e Hourly temperature recordings

e Daily rainfall measurements

e Monthly electricity consumption data

o Stock market price changes over time

e  Website traffic statistics collected every minute

4.4.2 Relationship Between Sensor Data and Time Series Data

Sensor data often becomes time series data when sensor readings are
continuously recorded along with timestamps. For example, if a temperature
sensor records the room temperature every second, the resulting dataset
forms a time series because the values are arranged according to time.

However, not all time series data originates from sensors. Some
time-based data may come from financial systems, business records,
software logs, or user activity tracking. For instance, stock market prices
recorded throughout the day represent time series data even though no
physical sensor is involved.

4.4.3 Data Collection Methods
Time series data can be collected and delivered in different ways:
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Batch Processing:
Data is collected over a certain period and processed together at
scheduled intervals.

Continuous Streaming:

Data is transmitted and processed continuously in real time as it is
generated. Both sensor data and time series data play an important role in
modern technologies such as IoT systems, industrial automation, healthcare
monitoring, environmental analysis, smart cities, robotics, and machine
learning applications.

Sensor data use cases

The following are examples of how sensor data is used in real-world
settings:
e Air quality monitoring

Sensors measure environmental pollutants like particulate matter
and other gases. Such systems are often found in urban areas where pollution
causes health risks.

e Industrial automation

These ensure that critical manufacturing systems perform at
optimum  efficiency and with minimal errors. These smart
manufacturing systems use automation sensors to detect equipment
malfunctions, and improve production activities and safety.

o Agriculture efficiency

Farmers use smart farming systems that monitor metrics such as air
temperature, humidity and soil moisture to ensure that crops produce
acceptable yields.
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Wearable devices. Smart watches provide a wealth of health-related
data. They use sensors that track metrics such as heart rates, number of steps
and sleep patterns.

4.5 Introduction to NodeMCU ESP8266
The Espressif Systems ESP8266 is a low-cost and highly efficient
WiFi-enabled microcontroller module developed by Espressif Systems. It is
widely used in Internet of Things (IoT) applications because it combines a
microcontroller and built-in WiFi capability within a single compact device.
The ESP8266 acts as a complete wireless networking solution that
allows electronic devices and embedded systems to connect to the internet
easily. It can function as a communication bridge between an existing
microcontroller and a WiFi network, enabling wireless data transmission and
remote monitoring capabilities. In addition to working alongside other
controllers, the ESP8266 is also powerful enough to run standalone
applications independently without requiring an external microcontroller.
One of the major advantages of the ESP8266 is its low cost and
compact size. Despite being available at a very affordable price, it offers
reliable wireless communication, processing capability, and flexible
programming support. This makes it highly suitable for beginners, students,
hobbyists, and professional developers working on smart electronic systems.
The ESP8266 supports wireless communication standards and can
be programmed to monitor sensors, control appliances, send data to cloud
platforms, and communicate with mobile or web applications. With internet
connectivity, devices using the ESP8266 can be monitored and controlled
remotely from anywhere in the world.
Because of these features, the ESP8266 is extensively used in
various [oT and automation projects such as:
¢ Smart home automation systems
e  Wireless sensor networks
¢ Remote monitoring systems
e  Smart agriculture applications
e Industrial automation
e  Weather monitoring stations
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e Security and surveillance systems
¢ Energy management systems
Its combination of low power consumption, built-in WiFi,
affordability, and ease of programming has made the ESP8266 one of the
most popular microcontrollers in modern IoT development and embedded
system applications.

4.5.1 Pinout and description

The NodeMCU ESP8266 development board contains a total of 30
pins, out of which 17 are GPIO (General Purpose Input Output) pins. GPIO
pins are versatile pins that can be programmed either as input pins to read
signals from sensors or as output pins to control external devices such as
LEDs, buzzers, relays, and motors.

The board provides 9 digital GPIO pins labeled from DO to DS.
These digital pins are commonly used for communication, sensor
interfacing, and controlling electronic components in embedded and IoT
applications. Each digital pin can be configured according to the
requirements of the project.

In addition to the digital pins, the NodeMCU ESP8266 also includes
one analog input pin called AQ. This analog pin contains a 10-bit Analog-
to-Digital Converter (ADC), which is used to convert analog voltage
signals into digital values that can be processed by the microcontroller. The
ADC can represent analog input values in the range of 0 to 1023, making it
useful for reading analog sensors such as temperature sensors, LDRs, gas
sensors, and potentiometers.

The DO pin has some limitations compared to the other GPIO pins.
It can mainly be used for basic digital input and output operations such as
reading or writing data, but it does not support certain advanced
functionalities like PWM, 12C, or interrupt operations available on some
other pins.

Another important pin on the ESP8266 board is the EN (Enable) pin.
This pin controls the operational state of the ESP8266 chip:
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e When the EN pin is pulled HIGH, the ESP8266 chip becomes
active and operates normally.
e  When the EN pin is pulled LOW, the chip enters a low-power or
disabled state, reducing power consumption significantly.
This power management feature is especially useful in battery-operated
and low-power loT applications where energy efficiency is important.
Because of its built-in WiFi capability, flexible GPIO pins, low cost, and
compact design, the NodeMCU ESP8266 is widely used in IoT systems,
wireless automation projects, sensor monitoring applications, home
automation, and cloud-connected embedded systems.

WIFI Antenna
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The NodeMCU ESP8266 development board is equipped with a
built-in 2.4 GHz WiFi antenna that provides reliable wireless

USB Serial

communication and supports long-range network connectivity. This enables
the board to connect easily to wireless networks for Internet of Things (IoT)
and remote monitoring applications.

The board also includes the CP2102 USB-to-TTL converter,
which is responsible for enabling communication between the computer and
the ESP8266 microcontroller through a USB connection. The CP2102
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converter allows users to upload programs, perform serial communication,
and power the board directly from a computer using a USB cable.

The NodeMCU development board is built around the ESP-12E
module, which contains the powerful ESP8266 WiFi chip developed by
Espressif Systems. The ESP8266 chip is powered by the Tensilica Xtensa®
32-bit LX106 RISC microprocessor, which operates at an adjustable clock
frequency ranging from 80 MHz to 160 MHz. This processing capability
allows the board to handle networking, sensor interfacing, automation, and
real-time data processing efficiently. The processor also supports RTOS
(Real-Time Operating System) functionality, making it suitable for
multitasking embedded applications.

In terms of memory, the board includes:

¢ 128 KB RAM for temporary data processing and execution
e 4 MB Flash Memory for storing programs, web pages,
configuration files, and application data

This memory capacity is sufficient for handling modern IoT
applications that involve large amounts of text data such as HTML web
pages, JSON data, XML files, and cloud communication protocols.

One of the most important features of the ESP8266 is its integrated
802.11 b/g/n HT40 WiFi transceiver. This allows the device not only to
connect to existing WiFi networks as a client device but also to create its
own wireless access point. As a result, other devices such as smartphones,
laptops, and sensors can connect directly to the NodeMCU board without
requiring an external router.

Because of this dual functionality, the NodeMCU ESP8266
becomes highly flexible and versatile for various wireless applications,
including:

e IoT and smart home automation
e  Wireless sensor networks

e Web server applications

¢ Remote monitoring systems

¢ Cloud-based data logging

¢ Robotics and automation

¢ Industrial monitoring and control systems
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Its compact size, built-in WiFi capability, low power consumption,
affordable cost, and ease of programming make the NodeMCU ESP8266
one of the most widely used development boards in embedded systems and
IoT project development.

4.5.2 Power Requirement

As the operating voltage range of ESP8266 is 3V to 3.6V, the board
comes with an LDO (low dropout) voltage regulator to keep the voltage
steady at 3.3V. It can reliably supply up to 600mA. It has three 3v3 pins
along with 4 GND pins. The power supply is via the onboard MicroB USB
connector. Alternatively, if you have a regulated 5V voltage source,
the VIN pin is used to directly supply the ESP8266. Moreover, it requires
80mA Operating Current and 20 pA during Sleep Mode.

4.5.3 Various Peripherals and 1/0
Multiplexed GPIO

Multiplexed GPIO
The ESP8266 supports multiple communication protocols,
making it highly flexible for interfacing with various electronic devices,
sensors, and modules. These communication interfaces allow the
microcontroller to exchange data efficiently with external components in
embedded systems and [oT applications.
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4.6 Communication Protocols Supported by ESP8266
4.6.1 UART (Universal Asynchronous Receiver Transmitter):

UART is a serial communication protocol used for transmitting and
receiving data between devices. The ESP8266 includes two UART channels
that support serial communication with computers, sensors, GPS modules,
and other microcontrollers. UART communication is commonly used for
debugging, programming, and data transfer applications.

e 12C (Inter-Integrated Circuit):
12C is a two-wire communication protocol used for
connecting multiple devices using only two lines: SDA (data line)
and SCL (clock line). The ESP8266 can communicate with various
12C-based devices such as displays, sensors, EEPROMs, and RTC
modules.

e SPI (Serial Peripheral Interface):

SPI is a high-speed communication protocol used for data
exchange between the microcontroller and peripheral devices. It is
commonly used for interfacing with SD cards, displays, wireless
modules, and memory devices. SPI communication provides fast
and reliable data transfer.

4.6.2 PWM Channels
The ESP8266 also supports 4 PWM (Pulse Width Modulation)
channels. PWM is a technique used to generate variable digital signals by
changing the duty cycle of the pulse. These PWM outputs can be used for:
¢ Controlling the speed of DC motors
e Adjusting the brightness of LEDs
e Driving servo motors
¢ Controlling fans and other output devices
PWM plays an important role in automation and control applications
where variable output control is required.
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Analog-to-Digital Converter (ADC)

The board contains one analog input pin called A0, which is
connected to the built-in ADC (Analog-to-Digital Converter). The ADC
converts analog voltage signals into digital values that the microcontroller
can process. This feature allows the ESP8266 to interface with analog
sensors such as:

e Temperature sensors
e LDR sensors

e (as sensors

e Potentiometers

e Moisture sensors

4.6.3 CMD Pin in SPI Communication

The CMD (Chip Select) pin is used in SPI communication to select
and activate a particular slave device connected to the SPI bus. When
multiple SPI devices are connected, the chip select pin helps the
microcontroller communicate with one device at a time, ensuring proper data
transfer and avoiding communication conflicts.

Because of its support for multiple communication protocols, PWM
capability, analog input functionality, and built-in WiFi connectivity, the
ESP8266 is widely used in IoT systems, automation projects, robotics,
wireless monitoring systems, and smart embedded applications.

4.6.4 On-Board buttons and LED

ESP8266 has 2 onboard buttons along with an on-board LED which
connects with the DO PIN. The two buttons are FLASH and RST.
o FLASH pin— It is to download new programs to the board

. RST pin — It is to reset the ESP8266 chip
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The LED On-board of ESP8266

4.6.5 Development Platforms

The prominent platforms include the Arduino IDE and the ESPlorer
IDE. Other development platforms that can be equipped to program the
ESP8266 are the Espruino— JavaScript SDK and firmware closely
emulating Node.js, or Mongoose OS — An operating system for [oT devices.

4.6.6 Applications of ESP8266

The NodeMCU_ESP8266 is basically a WIFI module integrated
with a Microcontroller, which makes it a very useful device in the field of
IoT. 1t’s 17 GPIO pins are the prime example of this. The main use of
ESP8266 is in home automation which is so much trending these days. This
is due to its low power consumption in Sleep mode. Apart from it, some
other examples where the ESP8266 can be used are:
e Making a web server using ESP8266

e Controlling DHT11 using the NodeMCU

o ESP8266 weather station-using BMP280

e OTA programming

e ESP8266 NTP server for fetching time

4.7 Programming NODEMCU using Arduino IDE

The NodeMCU programming can be as easy as in Arduino,the main

difference is the distribution of pins in the nodemcu board.Following below

operations and enjoy your first NodeMCU & Arduino IDE travel!
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¢ Step 1: Connect Your NodeMCU to the Computer

e Use the USB cable to connect your NodeMCU to the computer,you will
see the blue onboard LED flicker when powered up, but they will not stay
lit.

e Step 2: Install the COM/Serial Port Driver

e In order to upload code to the ESP8266 and use the serial console,
connect any data-capable micro USB cable to ESP8266 10T Board and the
other side to your computer’s USB port.

e The new version NodeMCUv1.0 comes with the CP2102 serial chip,you
can download and install the driver
from:https://www.silabs.com/products/development-tools/.... The
NodeMCUv0.9 comes with the CH340 serial chip,you can download and
install the driver from:https://github.com/nodemcu/nodemcu-
devkit/tree/mas...

e Step 3: Install the Arduino IDE 1.6.4 or Greater
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e Download Arduino IDE from Arduino.cc (1.6.4 or greater) — don’t use
1.6.2! You can use your existing IDE if you have already installed it. You
can also try downloading the ready-to-go package from the ESP8266-
Arduino project, if the proxy is giving you problems.
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e Step 4: Install the ESP8266 Board Package

Enter http://arduino.esp8266.com/stable/package esp8266... into
Additional Board Manager URLs field in the Arduino v1.6.4+ preferences
(Open Arduino IDE—>File—>Perferences—>Settings). Enter the link and
click “OK” to save your changes. Next, use the Board Manager to install the
ESP8266 package Enter the Boards

Manager and find the board type as below: Scroll the Broads
Manager screen down to the bottom, you will see A module called “esp8266
by esp8266 Community” (see following picture), select the latest version
and click “Install.

e The ESP8266 package has benn installed successfully. Note: You’d
better close the Arduino IDE and restart it again.

a

Programamen TAVRISS miil®

Suen Bocdoader

Adafruit Circuit Slaygroved
-

67|Page


https://content.instructables.com/F4L/BKVJ/J7QGGU8X/F4LBKVJJ7QGGU8X.jpg
https://content.instructables.com/FKY/D5SW/J7QGGU8Y/FKYD5SWJ7QGGU8Y.jpg

e Step 5: Setup ESP8266 Support
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File Edit Sketch Tools Help
Auto Format Ctrl+T
Archive Sketch
sketch_may03a Fix Encoding & Reload
void setupO { Serial Monitor Ctrl+Shift+M
// put your se Serial Plotter Ctrl+Shife+L

} WiFi101 Firmware Updater

R Board: "NodeMCU 0.9 (ESP-12 Module)" 3
// put your ma CPU Frequency: "80 MHz"
Flash Size: "4M (3M SPIFFS)"
} Upload Speed: "115200"
Port: "COMA4" 3
‘Get Board Info

Programmer: "AVRISP mkil® >
Burn Bootloader

Invalid libr

NodeMCU 0.9 (ESP-12 Module), 80 MHz, 115200, 4M (3M SPIFFS) on COM4

e When you’ve restarted, select NodeMCU 0.9 (or NodeMCU 1.0) from
the Tools->Board dropdown Config the Board menu and choose the right
Port for your device. CPU Frequency : 80MHz,Flash Size : 4M (3M
SPIFFS) ,Upload Speed : 115200 Now just proceed as the Arduino: Start
your sketching! Note: 115200 baud upload speed is a good place to start —
later on you can try higher speeds but 115200 is a good safe place to start.
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Sending Temperature data to ThingSpeak Cloud and Visualize

“How to send temperature data to ThingSpeak Cloud?”. We can
then visualize the temperature data uploaded to ThingSpeak Cloud anywhere
in the world.
But “What is ThingSpeak?” ThingSpeak is an open-source [oT platform
that allows you to visualize and analyze data in the cloud. One can send
data to ThingSpeak. Then, one can visualize data through available
interesting widgets. Lastly, one can take suitable action after reading the
data.
Sending  temperature data to  ThingSpeak requires hardware
configuration to get the temperature data from the sensor and software
configuration to upload temperature data to ThingSpeak cloud.

4.7.1 Hardware Configuration
Hardware connection demands a temperature sensor to measure temperature
and a microcontroller to interface temperature sensor.

Components Required
In this project, we are using the following hardware components:

1. LM35 (Temperature Sensor)

2. NodeMCU (Microcontroller)

3. Breadboard

4. Jumping wires (To connect temperature sensor with
Microcontroller)

Most Internet of things (IoT) projects use NodeMCU as a
Microcontroller. Because NodeMCU has a built-in Wi-Fi Module
(ESP8266). This Wi-Fi Module helps to connect with the internet and
provides a path between the device and the internet. Moreover, it is easily
programmable on Arduino IDE.
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To measure temperature, the LM35 sensor is the best option. It is cheap and
reliable. This sensor has three pins. These pins can easily be connected to
the microcontroller.
4.7.2 Circuit Diagram

While interfacing the LM35 Temperature Sensor with the
NodeMCU ESP8266, it is important to identify the three pins of the LM35
sensor correctly before making the connections.

The LM35 temperature sensor consists of three terminals:

e Left Pin — VCC (Power Supply):
The left pin of the LM35 acts as the power input pin. This
pin should be connected to the 3.3V power pin of the NodeMCU
board to provide the operating voltage required for the sensor.

e Middle Pin — OQutput Pin:
The middle pin is the analog output pin of the LM35 sensor.
It generates an analog voltage proportional to the surrounding
temperature. As the temperature changes, the output voltage also
changes accordingly. This analog signal must be connected to the
A0 analog input pin of the NodeMCU so that the microcontroller
can read and process the temperature value.

¢ Right Pin — GND (Ground):

The right pin of the LM35 is the ground terminal. It should
be connected to the GND pin of the NodeMCU board to complete
the electrical circuit.

After making these connections, the NodeMCU can continuously
read the analog temperature values from the LM35 sensor and use them for
monitoring, display, automation, or IoT-based temperature control
applications. This type of interfacing is commonly used in smart temperature
monitoring systems, weather stations, industrial automation, and
environmental sensing projects.
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The Circuit diagram of connection is shown below:

4.7.3 Software Configuration
The software configuration process involves setting up the required
platforms and tools for transmitting sensor data and programming the
NodeMCU ESP8266. In this project, two main software components are
required:
e ThingSpeak for cloud-based data storage and monitoring
e Arduino IDE for writing, compiling, and uploading the program to
the NodeMCU board
ThingSpeak is an [oT analytics platform that allows users to collect,
visualize, and analyze sensor data over the internet in real time. The
NodeMCU sends sensor readings such as temperature, humidity, or other
environmental data to the ThingSpeak cloud platform through WiFi
connectivity.
Starting with ThingSpeak
Before sending data to ThingSpeak, a user account must be created
on the platform.
1. Open the official ThingSpeak website in a web browser.
2. On the homepage, click on the “Get Started for Free” option.
3. Create a new account by entering the required details such as email
address, username, and password.
4. After successful registration, log in to the ThingSpeak dashboard.
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Once the account is created, users can create channels, generate API
keys, and monitor live sensor data graphically through the cloud platform.
This setup enables remote monitoring and real-time IoT data visualization
from anywhere using an internet connection.

[JThingSpeak™ channels Apps  Support- CommercialUse  HowtoBuy €Y

ThingSpeak for Iol
Projects

.
Data collection in the cloud with advanced data
analysis using MATLAB

Get Started For Free Learn More | {

Then fill up all the details to sign up. Ignore if you have an account

already.

Once you sign in to ThingSpeak. Create a Channel. Channel can be
said as a stream of data. It identified by a numerical channel ID using which
data can be inserted or retrieved using ThingSpeak APIs.

Go to Channels>My Channels> New Channel.
Moving further, enter the Name of Channel and add the description

of Channel.

[JThingSpeak™ cames  Apps  Support- ConmerdalUse  Howtody £

Touse ThingSpeak, you must sign in with your existing MathWorks

Non-<emmercial users ay use ThingSaeak forfree. Free accounts offer s on cerainfurctionaly. Commercial users are 2lig bleforatime-limited ree evauation. To
get fullacess tothe WATLAB analysis eatures on ThingSeak, g nto ThingSpealusing the emil address associated with your unversity or crganization

To send data faster to ThingSpeak or to send more data from more cevices, consider the pzid license options for commercial, academic, home and studen usage.

Create MathWorks Account

Emall Address

DATA AGGREGATION

mo rpnaton's VAT s, s ar a
prrp— : AND ANALYTICS
Locaton : CIThingSpeak N
7 MATLAB
United States .7
Firsthare IR O
[l BT R 4 /_J.|I
Listhame ;_] SMART CONNECTED DEVICES
? ALGORITHM DEVELOPMENT
.—] SENSOR ANALYTICS

| Cancel
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Tick the field 1 to show LM35 temperature sensor output. We are
using only one field because there is only one sensor reading.

DThingspeakw Channels ~ | Apps~  Support~

My Channels

M y C h a ﬂ ﬂ e I.: Watched Channels

Public Channels
New Channel SeaTcTUy g E

Now, click on the ‘API keys’ tab and note the Write and Read API
key, here we are only using the Write key. Because we are going to write
temperature data to ThingSpeak.

[JIThingSpeak™ chames~ Aps+  Suppot= Commercltse  HowtoBry (@)

New Channel Help

Channels store a the datathat a Thingspeak apglicaton collects, Each chamel includes
‘eight fields that can hold any type of data, plusthree fields for Iacation data and ene for
satusdatz. acannel,you can use ThingSpezk lyze and
Description ~ Sending Temperature cata to ThingSpesk visualizeit

Name  Visualizing Tempe-ature

Channel Settings
Fieldl | Temperaiuiein Celsi:

ondatz dinto the lds of 3
B channel, Enter the rame, description, locarion, URL, video, and tagsto completz your
Field2 O chamel,
~ * Channel Name: Enter a unique nam forthe ThingSpeak channel.
Field3 ]
» Description: Enter a description of the ThingSpeak channel.
Field4 0 o Fleld#: Check the box 1o enable e fied, and enter & field name. £ach Thingspeak
channel can have up to & fields.
Field 5 0 © Metadata: Enter informaticn about channel data, including JSON, XU, or CSV data.
« Tags: Enter keywords thatdentifythe channel. Separate tags with commas,
Field6 u viebsite that contairs infarmation abouty
Thingpeak channel, specythe URL,
Field 7 0 "
« Show Channel Locaticn:
Felds o Latitude: Specty the atude postion in decimal degrees. or example, the
- latituce ofthe city o Londonis 515372
Netadata o Longitude: Speify the longitude position in decimal dagress. For example,the
lengitude of the cty of London is-0.1275.
© Elevaton: 5p Foresample,
Tags the ity of Loadon 1s35.05%.

It is a 16 digit API key code that allows an application to write data
to a channel. We can use this API in Arduino IDE coding.
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4.7.4 Programming NodeMCU
Lastly, there is a code for NodeMCU to send connected LM35
output to field1 of the ThingSpeak channel.

Converting Output Voltage to Temperature in Celsius Degree

The LM35 Temperature Sensor produces an analog voltage at its
output pin that is directly proportional to the surrounding temperature.
However, the microcontroller reads this output as an analog value, not
directly as temperature in degrees Celsius.

[JThingSpeak™ channeis - Apps~  Support~ CommercialUse  HowtoBuy (@)

ateView P v hannel Settings Sharing APl Keys ata Import / Export

Write API Key

<l or read data from @ private channel. AP
hannel,

Key  S2KRVUKXLQUIS29T

API Keys Settings

« Write AP Key: Use this key to wirite data to 2 channel If you feel your key has
been compramised, click Generate New Write AP Key.

+ Read API Keys: Use this key to allow other people to view your private channel
feeds and charts. Click Generate New Read AP Key to generate 2n additions

read key forth

Read API Keys

eys. For example,

Key 1UII6CQBZVWDFR3S

Note

Therefore, a conversion process is required to convert the measured
voltage into an actual temperature value.
The NodeMCU ESP8266 contains an Analog-to-Digital Converter
(ADC) that converts analog voltage into digital values for processing.
Important Parameters for Conversion
e The analog input pin of the NodeMCU can measure voltages up to
3.3V.
e The ADC resolution of the NodeMCU is 10-bit, which means the
analog values range from 0 to 1023.
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e  When an input voltage of 3.3V is applied to the analog pin, the ADC
reading becomes 1023.

e The LM35 sensor provides a maximum output voltage of
approximately 1.5V at 150°C.

The output pin of LM35 gives voltage. But we need to show
temperature in Celsius degree as an output. There is a basic conversion to do
this.
¢ NodeMCU analog pins can calculate up to 3.3 volts

e NodeMCU analog pin resolution is 1023 starting from 0. On 3.3 volts
input, it counts to 1023.

e Lm35 max voltage output is 1.5 volts (At 150 degrees centigrade).

¢ NodeMCU analog pin count for 1.5 volts equals to (1.5 / 3.3)*1023 =
465.

e So, Nodemcu-LM35 Resolution = 465 / 150 = 3.1. Now if NodeMCU
analog pin counts 3.1 its equal to 1 degree change in Celsius temperature of
LM35.

Therefore, when the analog value read by the NodeMCU changes
by approximately 3.1 counts, the temperature changes by 1 degree Celsius.
Using this relationship, the program can convert the ADC readings from the
LM35 sensor into accurate temperature values in Celsius.

This conversion process is very important in temperature monitoring
systems, loT applications, weather stations, industrial automation, and
environmental sensing projects where real-time temperature measurement
and analysis are required.

4.7.5 Code
The code is mentioned below with comments for better understanding.
#include <ESP8266WiFi.h> //Library
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String apiWritekey = "5S2KRVUKXLQUIS29T"; //Write your writeAPI here
const char® ssid = "******". //Write your SSID
const char* password = "*#***E%" . //\Write your Wifi Password
const char* server = "api.thingspeak.com"; //To initializing the device with Thingspe
WiFiClient client;
void setup()
{
Serial.begin(115200);
WiFi.disconnect(); //disconnecting previously connected Wifi
delay(10);
WiFi.begin(ssid, password); //connecting to provided Wifi
while (WiFi.status() != WL _CONNECTED)
{
delay(500);
}
Serial.println("NodeMcu connected to wifi"); /NodeMCU connected to Wifi
}
void loop()
{
float temp = analogRead(A0)/3.1; //temperature in Celsius degree
if (client.connect(server,80)) //connecting to Thingspeak Server
{
String tsData = apiWritekey;
tsData +="&field1=";
tsData += String(temp);
tsData += "\r\n\r\n";
client.print("POST /update HTTP/1.1\n");
client.print("Host: api.thingspeak.com\n");
client.print("Connection: close\n");
client.print("X-THINGSPEAKAPIKEY: "+apiWritekey+"\n");
client.print("Content-Type: application/x-www-form-urlencoded\n");
client.print("Content-Length: ");
client.print(tsData.length());
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client.print("\n\n");
client.print(tsData); //temperature value sent to field1 of Thingspeak channel

Serial.print("Temperature: "); //Displaying the temperature in serial monitor
Serial.print(temp);

}

client.stop();
delay(15000);

}

Output
Now open the ThingSpeak server and observe the monitored
temperature value on created channel graph.

[JThingSpeak™ cramneis-  Apps-  Support- CommercialUse  HowtoBuy ()

Channel ID: 1344635 Sending temperature data to ThingSpeak
Author: uzairmuhammado31
Access: Private

PrivateView = PublicView  ChannelSettings  Sharing  APlKeys  Datalmport/ Export

Export recent data MATLAB Analysis MATLAB Visualization

© Add Visualizations H @ Add Widgets ‘

Channel Stats
Created: aRQUL12.NQMIS280

Lastentry: about.2 hours.age
Entries: 5

Field 1 Chart [c =l A

Visualizing Temperature

inC

Temperamre
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UNIT V
INTERNET OF THINGS PRIVACY, SECURITY AND
GOVERNANCE

5.1 Introduction

The Internet of Things" (IoT) refers to the capability of everyday
devices to connect to other devices and people through the existing Internet
infrastructure. Devices connect and communicate in many ways. Examples
of this are smart phonestha t interact with other smart phones, vehicle-to-
vehicle communication, connected video cameras, and connected medical
devices.

They are able to communicate with consumers, collect and transmit
data to companies, and compile large amounts of data for third parties. This
increased connectivity raises a myriad of consumer privacy and data security
issues. Government agencies, like the Federal Trade Commission, are
concerned with issues such as data security, mobile privacy, and big data.

The development of the IoT means that companies preserve privacy.
Among other things, this involves adopting privacy and data security best
practices, only collecting consumer information with express consumer
consent, and providing consumers with access to their data. [oT is broad
term, which indicates the concept that increasingly pervasive connected
devices will support various applications to enhance the awareness and the
capabilities of users. For example, users will be able to interact with home
automation systems to remotely control the heating or the alarm system.

5.2 Overview of Governance, Privacy and Security Issues

Governance, security and privacy are probably the most challenging
issues in the Internet of Things. As per European Union (EU), ‘governance’
refers to the rules, processes and behaviour that affect the way in which
powers are exercised, particularly as regards openness, participation,
accountability, effectiveness and coherence. These five "principles of good
governance" reinforce those of subsidiary and proportionality. The concept
of Governance have been already applied to the Internet for specific aspects
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and there are already organizations like IETF, ICANN, RIRs, ISOC, IEEE,
IGF, W3C, which are each responsible and dealing with a specific area.

Size and heterogeneity are the two main components that affect the
governance of IoT. Heterogeneity requires security to overcome the
impossibility of implementing efficient protocols and algorithms on all the
devices involved across the many loT application areas. Without guarantees
in security, stakeholders are unlikely to adopt IoT solutions on a large scale.
For this reason, the development of enforcement techniques to support
scalability and heterogeneity, to anonymize users’ data and to allow context
aware data protection are key factors.

In the IoT context, it is difficult to separate the concepts of
Governance, Security and Privacy, because addressing privacy and security
aspects to achieve trust in IoT would probably need governance mechanisms
as well. The security and privacy framework has to provide features to
dynamically adapt access rules and information granularity to the context.

5.3 Contribution from FP7 Projects

FP7 means 7th Framework Programme for research and
technological development. It will last for seven years from 2007 until 2013.
The programme has a total budget of over € 50 billion.
FP7 is a key tool to respond to Europe's needs in terms of jobs and
competitiveness, and to maintain leadership in the global knowledge
economy.
5.3.1 FP7 iCore Access Framework

The iCore cognitive framework is based on the principle that any
real world object and any digital object that is available, accessible,
observable or controllable can have a virtual representation in the “Internet
of Things”, which is called Virtual Object (VO).

iCore initiative addresses two key issues in the context of the
Internet of Things (IoT), namely how to abstract the technological
heterogeneity that derives from the vast amounts of heterogeneous objects,
while enhancing reliability and how to consider the views of different
stakeholders for ensuring proper application provision, business integrity
and, therefore, maximize exploitation opportunities.
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The iCore proposed solution is a cognitive framework comprising
three levels of functionality, reusable for various and diverse applications.
The levels under consideration are Virtual Objects (VOs), Composite Virtual
Objects (CVOs) and functional blocks for representing the stakeholder
perspectives.

Virtual objects are cognitive virtual representations of real-world
objects (e.g. sensors, devices, everyday objects) that hide the underlying
technological heterogeneity. The iCore solutions will be equipped with
essential security protocols/functionality, which span all levels of the
framework, and consider the ownership and privacy of data, as well as
controlling the actual access to objects.

A Virtual Object (VO) is the virtual representation of Real-World
Objects (RWOs). RWOs may be either digital objects with Information and
Communication Technologies (ICT) capabilities or non-ICT objects.

ICT objects include objects such as sensors, actuators, smart phones,
etc. ICT objects may have a physical location and may offer various
functions such as environmental condition measurements, location of
objects /person, monitoring of places for security
reasons, etc.

The VO registry includes information about VOs that are available
in the system. Each VO is identified by a Uniform Resource Identifier (URI)
and contains information on the association with an ICT object.

5.3.2 IoT@Work Capability Based Access Control System

Resources’ protection requires the resource provider be able to
know which client is accessing what resources for doing what. Information
about clients and about their purposes when accessing a specific resource is
critical for a resource provider to grant or deny the requested operation. The
most common form of access control is based on Access Control Lists
(ACLs), which assign access rights to specific subjects.

Capability-Based Access Control (Cap-BAC) : A capability is a
communicable, unforgeable rights markup, which corresponds to a value
that uniquely specifies certain access rights to objects owned by subjects. In
Cap-BAC, the user needs to show the service provider the authorization
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certificate prior to performing corresponding resource request operations.
Fig. 5.3.1 shows traditional ACL-based access control and access control
using capability based messaging.

Authorization certificates are issued by the owner of a
resource/service to desired users, in order to ensure that the users can request
resources or services. The loT@Work capability based approach supports :
Access right delegation, capability tokens revocation, fine-grained access
rights. Token elements are based on
the SAML/XACML standards.

The resource manager creates a first capability token that assigns
rights to itself as the owner of the capability on resources. The capability
token contains other information and is digitally signed by the issuer. The
server that is in charge of managing access to the specified resource has to
trust the resource manager and, therefore, its root capability.

————————————— <
n +“  Access control "\
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Fig. 5.3.1(a) : Traditional ACL-based access control

"

Authorization certificates are issued by the owner of a
resource/service to desired users, in order to ensure that the users can request
resources or services. The loT@Work capability based approach supports :
Access right delegation, capability tokens revocation, fine-grained access
rights. Token elements are based on
the SAML/XACML standards.

The resource manager creates a first capability token that assigns
rights to itself as the owner of the capability on resources. The capability
token contains other information and is digitally signed by the issuer. The
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server that is in charge of managing access to the specified resource has to
trust the resource manager and, therefore, its root capability.

Communication +
access control

Premises

Fig. 5.3.1(b) : Access control using capability based messaging

The resource manager can generate new capability tokens for other
users using its root capability, granting them one or more of its rights. It can
also flag some or all of the granted rights as delegable so they can create
further capability tokens on their own.

The new capability token has to be digitally signed by the issuer and
includes the capability token of the issuer. The resource PDP (Policy
Decision Point) is the service in charge of managing resource access request
validation and decision.

5.3.3 GAMBAS Adaptive Middleware

GAMBAS means Generic Adaptive Middleware for Behavior-
driven Autonomous Service.

Fig. 5.3.2 shows the overall system architecture. GAMBAS
deployment consists of different systems. The mobile systems of the citizens
are acting as both data sources and data sinks. The city systems from
different layers are managing data and providing services to the mobile
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systems. To do this, they may rely on information provided by other services
as well as data provided by the mobile systems.

In most cases, information is accessed via the web which requires
persons to memorize
long URLs, click through web pages or browse through search results.

GAMBAS
distributed
registry

Discovery system

4~
/ e
/ ~
/I o ~
App | /I
App /
II
GAMBAS ,/ GAMBAS
runtime runtime
(Android) (J2SE)
Transport

system
Service

GAMBAS
runtime

Mobile (J2SE)

systems |

Environment
system

Fig. 5.3.2 : Overall system architecture

Furthermore, they may integrate data from legacy systems and they
may be receiving data from other systems through existing means. For
example, a transport system might already be collecting information through
sensors deployed in a city or in vehicles. Similarly, it may already have
access to geographic data describing the different roads in the city.

The GAMBAS middleware will enable the development of novel
applications and Internet-based services that utilize context information in
order to adapt to the behavior
of the user autonomously.
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Fig. 5.3.3 : GAMBAS middleware

To do this, the middleware will provide the means to gather context
in a generic, yet resource-efficient manner and it will support the privacy-
preserving sharing of the acquired data.

Thereby, it will apply interoperable data representations which
support scalable processing of data gathered from a large number of
connected objects. In order to make the resulting novel services accessible
to the user, the middleware will also support intent-aware interaction by
providing a constant stream of relevant
recommendations for services.

From a security and privacy perspective, the developments in
GAMBAS are centered on a secure distributed architecture in which data
acquisition, data storage and at a processing are tightly controlled by the
user. To store and manage data of services as well as data generated by
devices, the GAMBAS runtime encompasses a data processing component.
Internally, the data processing component itself is structured in three sub-
components that (a) Store the data, (b) Query for data and (c) Discover data.

The GAMBAS middle-ware simplifies the development of smart
city applications focusing on three common tasks, namely efficient data
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acquisition, secure and privacypreserving data distribution as well as
interoperable data integration.

5.3.4 Governance, Security and Privacy in the Butler Project

The goal of the BUTLER project is the creation of an experimental
technical platform to support the development of the Internet of Things.
BUTLER brought together a consortium of 19 partners, innovative
companies, research and academic institutions, end-user centric service
providers and business experts from eight European countries.

BUTLER focused on five “innovation eco-systems” that are part of
most people’s daily lives :

1) Smart homes and offices;

2) Smart shopping;

3) Smart mobility and transport;

4) Smart healthcare and wellness; and
5) Smart cities.

The BUTLER services are based on state-of-the-art network
communication protocols that enable reliable communication using secured
protocols that are adapted to the limited capacity of the devices that are part
of the network. The researchers involved used context information to
develop algorithms to improve trust, security and privacy that satisfy the
needs of both users and infrastructure providers.

The main achievement of the BUTLER project is the release of an
open-platform portal that provides a map of open technologies that can be
used to create Internet of Things applications. The platform can also be used
to document their interoperability, relationships, and
reference to existing use cases, infrastructures and deployments.

BUTLER provides an authorization server as a security service path
distinct from the application path. The authorization server and the managed
resources share bootstrap security credentials enabling generation of session
keys.
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The authorization server authenticates user and application for
providing the application with access token and session keys for accessing a
specific resource. BUTLER provides also a threat analysis model that could
be used to evaluate the threat on dedicated use cases and scenarios.

5.4 Security, Privacy and Trust in loT-Data-Platforms for Smart Cities

SMARTIE is a secure and smarter cities data management system.
The SMARTIE project works on security, privacy and trust for data
exchange between loT devices and consumers of their information. A
secure, trusted, but easy to use loT system for a smart city will benefit the
various stakeholders of a smart city. The city administration will have it
easier to get information from their citizens while protecting their privacy.

Furthermore, the services offered will be more reliable if quality and
trust of the underlying information is ensured.

Fig. 5.4.1 shows the components of a typical smart city information
system.

Electronic vehicle
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o g “ - generation
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Brattery Commercial !
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Energy storage device

Fig. 5.4.1 : Components of a typical smart city information system

Privacy and trust are a key prerequisite for citizens to participate in

Smart City activities. A smart city can improve the smart and comfort live
of their citizens enormously. Enterprises benefit from the securely provided
information. They can optimize their business processes and deal with peak
demands introduced by the dynamics of the smart city. Furthermore, they
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can offer more tailored solutions for their customers based on the status of
the smart city.

All parties involved in the overall systems such as sensors and
actuators, end users, data owners but also service providers need strong
mechanisms for reliability and trust.

The Objectives of SMARTIE are

1) Understanding requirements for data and application security and creating
a

policy-enabled framework supporting data sharing across applications.

2) Developing new technologies that establish trust and security in the
perception

layer and network layer.

3) Develop new technologies for trusted information creation and secure
storage for

the information service layer.

4) Develop new technologies for information retrieval and processing
guided by

access control policies in the application layer.

5) Demonstrate the project results in real use cases.

Why risk mitigation is a top priority for smart cities

Due to the large number of connected devices that make up a smart
city's digital infrastructure, enhanced security management for gateway
devices, such as Industrial Control Systems (ICS) and IT Systems (ITS), is
critical to prevent data breach or leakage.

Leakage of sensitive data can lead to a lock-down of critical
services. A smart city framework deals with huge volumes of data that is
generated as a result of communication between various interdependent
subsystems and the interactions between devices and citizens. Protection of
such private and sensitive information, especially citizen data, is of utmost
importance. Further, any incident of data breach or data loss can damage
citizens' perception of security in a smart city.
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Other information security concerns include interception of wireless
data in transit between senders and receivers, leakage of confidential
information, and viruses in devices such as sensors.

Cloud-based information services and data storage in smart cities
can also be compromised through hacking and other subversive activities.
An attacker can simultaneously attack on multiple layers :

1) Manipulate the sensor measurements to infiltrate the system with wrong
data, e.g.

to cause certain actuations.

2) Attack the sensors and actuators physically to obtain credentials.

3) Attack or impersonate network components to act as a man-in-the-middle.
4) Obtain sensitive data or cause actuation by attacking the sharing platform
with

forged or malicious requests

5.5 Data Aggregation for the IoT in Smart Cities

An IoT data is heterogeneous both semantically and syntactically.
Despite this heterogeneity, future [oT applications including smart home,
smart city and smart energy services, will require that all data be easily
compared, correlated and merged, and that interpretation of the resulting
aggregate into higher level context better matches people needs and
requirements.

Data integration research has been focused in database schema
integration approaches and the use of ontologies and related semantic
technologies to provide data consistency among heterogeneous database
schemas.

One major benefit of expressing data representation with semantic
language relates to its ability to provide high level and expressive
abstractions. For instance, in the IoT, data abstraction is concerned with the
ways that the physical world is perceived and
Managed
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5.5.1 First Steps Towards a Secure Platform

In SMARTIE and in other IoT systems, systems belonging to
different owners need to cooperate. Such a cooperating system can be
denoted as a System of Systems (SoS).

Dependability have the following attributes :
1) Availability 2) Reliability

3) Safety 4) Integrity

5) Maintainability

The main aspects of security are confidentiality, integrity and
availability for authorized actions. Confidentiality means absence of
unauthorized disclosure of information. Integrity is the prevention of
unauthorized modification or deletion of information.

Fundamental building blocks for realizing and managing SoS are as follows

1) Autonomy : The ability to make independent choices.

2) Belonging : Happiness found in a secure relationship.

3) Connectivity : The ability of system to link with other systems.
4) Diversity : Distinct elements in a group.

Privacy-preserving sharing of IoT data

The increasing development of IoT is dramatically changing the
way people share information and communicate with their surrounding
environment, enabling a constant, invisible and sometimes unintended data
exchange, between things and people. = The main objective of privacy
preservation is ensuring that private data remains protected, while
processing or releasing sensitive information. Privacy in the Internet of
Things is the threefold guarantee to the subject for:

a) Awareness of privacy risks imposed by smart things and services
surrounding the data subject
b) Individual control over the collection and process-ing of personal
information by the surrounding smart things

89|Page



¢) Awareness and control of subsequent use and dissemination of personal
information by those entities to any entity outside the subject’s personal
control sphere

Fig. 5.5.1 shows an loT reference model with relevant entities and

data flows in a typical IoT application.
Interaction
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Fig. 5.5.1
The fundamental privacy mechanisms lie in the intelligent data
management so that only the required data is collected. Detecting the
redundancy, data is anonymized at the earliest possible stage and then

deleted at the earliest convenience.

5.5.2 SMARTIE Approach

SMARTIE is used for designing and building data centric
information sharing platform. This information is accessed by an
information service layer. An information service layer operates above the
heterogeneous network devices and data sources. SMARTIE is the first EU
project that relies on the loT-ARM. IoT layer with their responsibility is
given below :

IoT Layer Devices and functions Security requirements
Application layer
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Devices and functions

1) Intelligent transportation

2) Smart energy

3) Public safety

4) Utilities

5) Service providers.

Security requirements

1) Authentication, authorization, assurance;

2) Privacy protection and policy management;

3) Secure computation;
4) Application-specific data minimization;
5) Discovery of information sources

Information services layer

Devices and functions

1) In-network data processing

2) Data aggregation

3) Cloud computing

Security requirements

1) Cryptographic data

Storage;

2) Protected data management and handling

Network

Devices and functions

1) Networking infrastructure

2) Network-level protocols

Security requirements

1) Communication and

connectivity security;

2) Secure sensor/cloud

Interaction;

3) Cross-domain data security Handling
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Smart object
Devices and functions

1) Sensors for data collection
2) Actuators
Security requirements

1) Data format and structures;
2) Trust anchors and
Attestation;
3) Access control to nodes
4) Lightweight encryption

5.5.2.1 Smart Transportation

A smart city uses collaboration and stakeholder engagement to
create an aligned vision and uncover synergies that reduce costs, increase
operational efficiencies, improve safety and quality of life, mitigate
environmental impacts, and provide stewardship of resources for future
generations. Smart transportation should provide a comprehensive holistic
approach to the broader issue of managing an urban environment by sharing
and leveraging data to proactively manage traffic.

Performance measures provide quantified evidence of the
consequences of deployed strategies or technologies as well as identifying
traffic bottlenecks and air pollution hot spots. Autonomous and connected
vehicle technologies is expected to revolutionize traditional traffic
management and operations to further reduce traffic crashes and
congestion.

Smart city objectives

1) Use of user smart phones in order to include additional information related
to their travels.

2) Extending traffic control systems with mobile traffic control systems to
react fast on abnormal situations.

3) Improving the management of individual motor car traffic, to reduce
travelling time in the town.
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4) Improving the management of the public transportation networks to foster
greater use of sustainable transport modes.

5.5.2.2 Smart Cities in India : An Overview

The government of India is in the process of developing smart cities
in India which it sees as the key to the country's economic and social growth.
The promises of the smart city mission include reduction of carbon footprint,
adequate water and electricity supply, proper sanitation, including solid
waste management, efficient urban mobility and public transport, affordable
housing, robust I'T connectivity and digitalization, good governance, citizen
participation, security of citizens, health and education
Objectives
1) Provide basic infrastructure.
2) Quality of life.
3) Clean and sustainable environment.
4) Apply smart solutions.
5) Set examples to be replicated both within and outside the smart city and
catalyze the creation of similar smart cities.

Basic infrastructure includes :

1) Assured water and electricity supply,

2) Sanitation and solid waste management,

3) Efficient urban mobility and public transport,

4) Affordable housing,

5) Robust IT connectivity,

6) e-governance and citizen participation,

7) Safety and security of citizens,

8) Health and education and

9) Economic activities and livelihood opportunities.
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