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Preface 

Building on the strong foundation established in Part 1, this second 

volume of Web Development Foundations: HTML, JavaScript, and 

Beyond takes learners further into the practical and advanced aspects of 

modern web development. As technology continues to evolve, developers 

must move beyond basic structure and scripting to create dynamic, 

responsive, and secure web applications that meet real-world demands. 

In this part, we focus on advanced JavaScript concepts, deeper DOM 

manipulation techniques, and the integration of web technologies that 

enhance user experience and application performance. Readers will 

explore topics such as form validation, error handling, event-driven 

programming, and techniques for creating interactive and responsive 

web interfaces. The book also introduces concepts related to web data 

handling, basic security practices, and structured approaches to 

designing efficient web solutions. 

Special emphasis is given to practical implementation through examples, 

mini-projects, and guided exercises that help learners apply their 

knowledge effectively. These activities are designed to strengthen 

problem-solving skills and encourage creativity in developing user-

friendly web applications. 

Part 2 aims to bridge the gap between fundamental learning and real-

world application, preparing readers to explore advanced areas such as 
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frameworks, server-side technologies, APIs, and full-stack development. 

Whether you are a student, educator, or aspiring developer, this book 

continues to support your journey in mastering web technologies with 

clarity and confidence. 

I hope this second part deepens your understanding and inspires you to 

continue exploring the vast and exciting world of web development. Let 

us move forward and build more powerful and innovative web solutions 

together. 

 

Sathya 
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CHAPTER-I 

1.1 JavaScript - Browser Object Model 

The Browser Object Model (BOM) in JavaScript helps to interact 

with the browser, not just the webpage. While the DOM handles the 

content of the page, BOM gives you control over things like the browser 

window, the URL, and the history. This means you can do things like 

resize the window, go back and forth in the browser history, or even find 

out what browser the user is using. In short, BOM helps JavaScript work 

with the browser to make web pagesmoreinteractive.
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1.2 Browser Object Model Types 

Here are the main parts of the Browser Object Model (BOM) 

Object Description 

window 

Represents the browser window, controlling aspects 

like size and location, and serves as the global object. 

navigator 

Provides details about the user's browser and operating 

system. 

location 

Manages the current URL, allowing for retrieval and 

modification of the web address. 

screen 

Offers information about the user's screen, such as its 

width and height. 

history 

Provides access to the browser's session history, 

enabling navigation through the user's browsing 

history. 

Let's see each part of the Browser Object Model in more detail. 

1.2.1 Window Object 

The window object is the main object in the BOM, representing the 

browser window or tab itself. It's the top-level object, and everything else 

in the browser is contained within it. 

https://www.geeksforgeeks.org/javascript/window-object-in-javascript/
https://www.geeksforgeeks.org/html/html-dom-navigator-language-property/
https://www.geeksforgeeks.org/html/html-dom-location-object/
https://www.geeksforgeeks.org/html/what-is-the-difference-between-screen-and-only-screen-in-media-queries/
https://www.geeksforgeeks.org/javascript/window-object-in-javascript/
https://www.geeksforgeeks.org/javascript/window-object-in-javascript/
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window.alert('Hello, World!'); 

console.log(window.innerWidth); 

• The window object provides methods like alert(), confirm(), and 

prompt(). 

• It also gives you access to other important objects, such as document, 

navigator, screen, location, and history. 

 

1.2.2. Navigator Object 

The navigator object provides information about the browser and the 

user's environment. It is often used to detect the browser type or features. 

console.log(navigator.userAgent);  

console.log(navigator.language); 

• navigator.userAgent can be used to identify the browser and its 

version, but it's not always reliable. 

• navigator.language tells you the user's preferred language. 

 

 

https://www.geeksforgeeks.org/javascript/html-dom-window-navigator-property/
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1.2.3. Location Object 

The location object allows you to interact with the URL of the current 

document. It can be used to retrieve or manipulate parts of the URL and 

navigate to different pages. 

console.log(location.href);  

location.href = 'https://www.google.com/' 

• location.href gives you the full URL. 

• You can change location.href to load a different page. 

 

 

location object Properties 

• location.href: Returns the full URL of the current page, including 

the protocol, domain, path, and query string. 

• location.protocol: Returns the protocol part of the URL (e.g., https: 

or http:). 

• location.hostname: Returns the domain name or IP address of the 

URL (e.g., www.example.com). 

https://www.geeksforgeeks.org/html/html-dom-location-object/
https://www.geeksforgeeks.org/javascript/how-to-set-location-and-location-href-using-javascript/
https://www.geeksforgeeks.org/html/html-dom-location-protocol-property/
https://www.geeksforgeeks.org/javascript/javascript-location-host-vs-location-hostname/
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• location.pathname: Returns the path part of the URL after the 

domain (e.g., /path/to/page). 

1.2.4. Screen Object 

The screen object provides information about the user’s screen, such as 

its resolution. 

console.log(screen.width); 

console.log(screen.height); 

• screen.width and screen.height give you the screen's dimensions. 

• This can be useful for adapting your website's layout to different 

screen sizes. 

 

1.2.5. History Object 

The history object allows you to navigate through the browser's session 

history. It provides methods to move forward, backward, or to specific 

pages in the history stack.To see the working of history object you can 

run this code on the browser. 

history.back();  

history.forward(); 

• history.back() goes back one page. 

• history.forward() goes forward one page. 

https://www.geeksforgeeks.org/html/html-dom-location-pathname-property/
https://www.geeksforgeeks.org/html/html-dom-screen-object/
https://www.geeksforgeeks.org/javascript/javascript-history-object/
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1.2.6. Using window.resizeTo 

The window.resizeTo() method is used to resize the browser window to 

a specific width and height. This can be useful for controlling window 

dimensions in a web application. 

let newWindow = window.open("https://www.example.com/", 

"NewWindow", "width=500,height=500"); 

newWindow.resizeTo(300, 300); 

Output 

 

1.3 Form Object 

The Form Object in HTML DOM is used to represent the HTML < form 

> element. This tag is used to set or get the properties of < form 

> element. This element can be accessed by 

using getElementById() method.  

Syntax: 

document.getElementById("Form_ID"); 

Note: This Form_ID is assigned to HTML < form > element.  

https://www.geeksforgeeks.org/html/html-form-tag/
https://www.geeksforgeeks.org/html/html-form-tag/
https://www.geeksforgeeks.org/html/html-dom-getelementbyid-method/
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Example 1: Returning "form 

id" using document.getElementById("myForm").id;. 

<h1 style="color:green;"> 

    GeeksforGeeks 

</h1> 

 

<h2>DOM Form Object</h2> 

 

<form id="myForm" method="GET" target="_blank" 

      action="/action_page.php"> 

    First name: 

    <br> 

    <input type="text" name="fname"  

           placeholder="FName"> 

    <br> 

    <br> Last name: 

    <br> 

    <input type="text" name="lname"  

           placeholder="LName"> 

    <br> 

    <br> 

</form> 

<button onclick="myGeeks()"> 

    Submit 

</button> 
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<p id="Geek_p" style="color:green; 

            font-size:30px;"> 

</p> 

<script> 

    function myGeeks() { 

        // Accessing form element. 

        var txt = document.getElementById( 

        "myForm").id; 

     

        document.getElementById( 

        "Geek_p").innerHTML = txt; 

    } 

</script> 

 

 

 

Output: 
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Example 2: Returning the value of the target attribute in the form 

using  

document.getElementById("Form_ID").target;. 

<h1 style="color:green;"> 

    GeeksforGeeks 

</h1> 

<h2>DOM Form Object</h2> 

<form id="myForm" method="GET" target="_blank"  

      action="/action_page.php"> 

    First name: 

    <br> 

    <input type="text" name="fname"  

           placeholder="FName"> 

    <br> 

    <br> Last name: 

    <br> 

    <input type="text" name="lname"  

           placeholder="LName"> 

    <br> 

    <br> 

</form> 

<button onclick="myGeeks()"> 

    Submit 

</button> 

<p id="Geek_p" style="color:green; 
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            font-size:30px;"> 

</p> 

<script> 

    function myGeeks() { 

        // Accessing form. 

        var txt = document.getElementById( 

        "myForm").target; 

   document.getElementById( 

        "Geek_p").innerHTML = txt; 

    } 

</script> 

Output 

 

1.4 Window navigator Property 

The HTML DOM Window navigator property is used to return a 

Navigator object. The navigator object contains information about the 

browser. This Navigator object contains methods and properties of the 

application which is run the script. 
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Syntax: 

var nav = window.navigator; 

Return Value: A Navigator Object. 

Example: This example shows how to get the Navigator Object of the 

document using this property. 

<body style="text-align:center;"> 

    <h1 style="color:green;"> 

        GeeksforGeeks 

    </h1> 

    <p> 

        HTML | window navigator property 

    </p> 

    <button onclick="Geeks()"> 

        Click Here 

    </button> 

    <script> 

        function Geeks() { 

            console.log(window.navigator); 

        } 

    </script> 

</body> 

Output: 
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1.5 Objects in JavaScript 

An object is a dynamic data structure that stores related data as key-

value pairs, where each key uniquely identifies its value. 

• The values of properties can be primitives, objects, or functions 

(known as methods when defined inside an object). 

• Objects are mutable and dynamic properties can be added, 

modified, or deleted at any time. 

• Objects allow data grouping and encapsulation, making it easier to 

manage related information and behaviour together. 

There are two primary ways to create an object in JavaScript: 

1. Creation Using Object Literal 

The object literal syntax allows you to define and initialize an object 

with curly braces {}, setting properties as key-value pairs.  

let obj = { 

    name: "Sourav", 

    age: 23, 

    job: "Developer" 
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}; 

console.log(obj); 

2. Creation Using new Object() Constructor 

let obj = new Object(); 

obj.name= "Sourav", 

obj.age= 23, 

obj.job= "Developer" 

console.log(obj); 

1.5.1 Basic Operations on JavaScript Objects 

1. Accessing Object Properties 

You can access an object’s properties using either dot notation or 

bracket notation 

let obj = { name: "Sourav", age: 23 }; 

 

// Using Dot Notation 

console.log(obj.name); 

 

// Using Bracket Notation 

console.log(obj["age"]); 

2. Modifying Object Properties 

Properties in an object can be modified by reassigning their values.  

let obj = { name: "Sourav", age: 22 }; 

console.log(obj); 

obj.age = 23; 

console.log(obj); 
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3. Adding Properties to an Object 

You can dynamically add new properties to an object using dot or 

bracket notation.  

let obj = { model: "Tesla" }; 

obj.color = "Red"; 

console.log(obj); 

4. Removing Properties from an Object 

The delete operator removes properties from an object.  

let obj = { model: "Tesla", color: "Red" }; 

delete obj.color; 

console.log(obj); 

5. Checking if a Property Exists 

You can check if an object has a property using the in operator 

or hasOwnProperty() method.  

let obj = { model: "Tesla" }; 

console.log("color" in obj); 

console.log(obj.hasOwnProperty("model")); 

6. Iterating Through Object Properties 

Use for...in loop to iterate through the properties of an object.  

let obj = { name: "Sourav", age: 23 }; 

for (let key in obj) { 

    console.log(key + ": " + obj[key]); 

} 

https://www.geeksforgeeks.org/javascript/javascript-object-hasownproperty-method/
https://www.geeksforgeeks.org/javascript/for-in-loop-in-javascript/
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7. Merging Objects 

Objects can be merged using Object.assign() or the spread syntax { 

...obj1, ...obj2 }. 

let obj1 = { name: "Sourav" }; 

let obj2 = { age: 23}; 

let obj3 = { ...obj1, ...obj2 }; 

console.log(obj3); 

8. Object Length 

You can find the number of properties in an object 

using Object.keys(). 

let obj = { name: "Sourav", age: 23 }; 

console.log(Object.keys(obj).length); 

Recognizing a JavaScript Object 

To check if a value is an object, use typeof and verify it's not null.  

let obj = { name: "Sourav" }; 

console.log(typeof obj === "object" && obj !== null); 

Common Mistakes with JavaScript Objects 

Let's dive into the differences between {} and new Object() in 

JavaScript, as this is an important concept when working with objects. 

In JavaScript, there are two main ways to create objects 

• Using Object Literal Syntax ({}): This is the most common and 

simple way to create objects. 

• Using the Object Constructor (new Object()): This uses JavaScript's 

built-in Object constructor to create objects.  

// Object literal 

https://www.geeksforgeeks.org/javascript/javascript-object-assign-method/
https://www.geeksforgeeks.org/javascript/javascript-object-keys-method/
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const obj1 = { key: "value" }; 

// Object constructor 

const obj2 = new Object(); 

obj2.key = "value"; 

console.log(obj1); 

console.log(obj2); 

At first glance, both approaches seem to achieve the same result. 

However, there are significant differences to understand. 

Key Differences Between {} and new Object() 

Feature {} (Object Literal) 

new Object() 

(Object 

Constructor) 

Ease of Use 
More concise and 

readable. 

Less commonly 

used. 

Performance 
Faster and more 

efficient. 

Slightly slower due 

to the constructor 

call. 

Prototypal 

Inheritance 

Directly inherits from 

Object.prototype. 

Same, but adds an 

extra layer of 

abstraction. 
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Feature {} (Object Literal) 

new Object() 

(Object 

Constructor) 

Customization 

Literal syntax is 

sufficient for most use 

cases. 

Useful only in rare 

scenarios. 

Key Differences Between map and object 

Map Object 

Stores key-value pairs 

and allows keys of any 

type (including objects). 

Stores key-value pairs but keys are 

usually strings or symbols. 

Maintains the order of 

insertion. 
Does not guarantee key order. 

Has a built-

in size property to get the 

number of entries. 

No built-in property for size; must be 

calculated manually. 

Iteration is easy 

using for...of or map.for

Iteration 

requires for...in or Object.keys()/Object
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Map Object 

Each(). .values(). 

Better performance for 

frequent additions and 

removals of key-value 

pairs. 

May be slower for frequent 

additions/removals of properties. 

Can use any value 

(primitive or object) as a 

key. 

Keys are always converted to strings 

(except symbols). 

Reason Behind Using {} 

• Simpler Syntax: The literal form is cleaner and easier to read. 

• Performance: {} skips the overhead of calling a constructor 

function. 

• Fewer Errors: Using new Object() may unintentionally override the 

constructor if the environment changes. 

Understanding objects in JavaScript is essential for effective 

programming. They enable you to create complex data structures and 

perform a variety of operations. 
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1.6 Cookies 

1.6.1 What are Cookies ? 

In JavaScript, cookies are piece of data stored in the user's web browser. 

The cookies are stored in the key-value pair inside the browser. We can 

manipulate the cookies using cookie property of document object. We 

can set or store a cookie in key-value pair using the cookie property. We 

can read cookies using document's cookie property and extract the 

desired information using destructuring. 

1.6.2 Why are Cookies needed? 

Web Browsers and Servers use HTTP protocol to communicate and 

HTTP is a stateless protocol. But for a commercial website, it is required 

to maintain session information among different pages. 

For example, you have logged in to a particular website on a particular 

web page. How do other webpages of the same website know your state 

that you have already completed the logged-in process? In this case, 

cookies are used. 

In many situations, using cookies is the most efficient method of 

remembering and tracking preferences, purchases, commissions, and 

other information required for better visitor experience or site statistics. 

Sometimes, cookies are also used for caching, increasing the website or 

application performance. 

1.6.3 How It Works ? 

Your server sends some data to the visitor's browser in the form of a 

cookie. The browser may accept the cookie. If it does, it is stored as a 

plain text record on the visitor's hard drive. Now, when the visitor arrives 



20 | P a g e  

 

at another page on your site, the browser sends the same cookie to the 

server for retrieval. Once retrieved, your server knows/remembers what 

was stored earlier. 

Cookies are a plain text data record of 5 variable-length fields − 

Expires − The date the cookie will expire. If this is blank, the cookie will 

expire when the visitor quits the browser. 

Domain − The domain name of your site. 

Path − The path to the directory or web page that set the cookie. This 

may be blank if you want to retrieve the cookie from any directory or 

page. 

Secure − If this field contains the word "secure", then the cookie may 

only be retrieved with a secure server. If this field is blank, no such 

restriction exists. 

Name=Value − Cookies are set and retrieved in the form of key-value 

pairs 

Cookies were originally designed for CGI programming. The data 

contained in a cookie is automatically transmitted between the web 

browser and the web server, so CGI scripts on the server can read and 

write cookie values that are stored on the client. 

1.6.4 Setting/ Storing Cookies 

JavaScript can manipulate cookies using the cookie property of 

the Document object. JavaScript can read, create, modify, and delete the 

cookies that apply to the current web page. 

The simplest way to create a cookie is to assign a string value to the 

document.cookie object, which looks like this. 
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document.cookie = "key1 = value1;key2 = value2;expires = date"; 

Here the expires attribute is optional. If you provide this attribute with a 

valid date or time, then the cookie will expire on a given date or time and 

thereafter, the cookies' value will not be accessible. 

The cookie string contains the key-value pairs separated by the semi-

colons. 

Note − Cookie values may not include semicolons, commas, or 

whitespace. For this reason, you may want to use the 

JavaScript escape() function to encode the value before storing it in the 

cookie. If you do this, you will also have to use the 

corresponding unescape() function when you read the cookie value. 

 

1.6.5 Reading Cookies 

Reading a cookie is just as simple as writing one, because the value of 

the document.cookie object is the cookie. So you can use this string 

whenever you want to access the cookie. The document.cookie string will 

keep a list of name=value pairs separated by semicolons, where name is 

the name of a cookie and value is its string value. 

1.6.6 Setting Cookies Expiry Date 

You can extend the life of a cookie beyond the current browser session 

by setting an expiration date and saving the expiry date within the cookie. 

This can be done by setting the expires attribute to a date and time. 

1.6.7 Deleting a Cookie 

Sometimes you will want to delete a cookie so that subsequent attempts 

to read the cookie return nothing. To do this, you just need to set the 
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expiry date to a time in the past. 

1.6.8 Updating Cookies 

To update the particular key-value pair in the cookie, you can assign new 

key-value pair to the document.cookie property. Here, you need to ensure 

you are using the same key whose value you want to update. 
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CHAPTER-II 

2.1 ASP.NET - Introduction 

ASP.NET is a web development platform, which provides a 

programming model, a comprehensive software infrastructure and 

various services required to build up robust web applications for PC, as 

well as mobile devices. 

ASP.NET works on top of the HTTP protocol, and uses the 

HTTP commands and policies to set a browser-to-server bilateral 

communication and cooperation. 

ASP.NET is a part of Microsoft .Net platform. ASP.NET 

applications are compiled codes, written using the extensible and 

reusable components or objects present in .Net framework. These codes 

can use the entire hierarchy of classes in .Net framework. 

The ASP.NET application codes can be written in any of the following 

languages: 

• C# 

• Visual Basic.Net 

• Jscript 

• J# 

ASP.NET is used to produce interactive, data-driven web 

applications over the internet. It consists of a large number of controls 

such as text boxes, buttons, and labels for assembling, configuring, and 

manipulating code to create HTML pages. 
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2.2 ASP.NET Web Forms Model 

ASP.NET web forms extend the event-driven model of 

interaction to the web applications. The browser submits a web form to 

the web server and the server returns a full markup page or HTML page 

in response. 

All client side user activities are forwarded to the server for 

stateful processing. The server processes the output of the client actions 

and triggers the reactions. 

Now, HTTP is a stateless protocol. ASP.NET framework helps in 

storing the information regarding the state of the application, which 

consists of: 

• Page state 

• Session state 

The page state is the state of the client, i.e., the content of various 

input fields in the web form. The session state is the collective 

information obtained from various pages the user visited and worked 

with, i.e., the overall session state. To clear the concept, let us take an 

example of a shopping cart. 

User adds items to a shopping cart. Items are selected from a page, 

say the items page, and the total collected items and price are shown on 

a different page, say the cart page. Only HTTP cannot keep track of all 

the information coming from various pages. ASP.NET session state and 

server side infrastructure keeps track of the information collected 

globally over a session. 

The ASP.NET runtime carries the page state to and from the server 
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across page requests while generating ASP.NET runtime codes, and 

incorporates the state of the server side components in hidden fields. 

This way, the server becomes aware of the overall application state 

and operates in a two-tiered connected way. 

2.2.1 The ASP.NET Component Model 

The ASP.NET component model provides various building blocks of 

ASP.NET pages. Basically it is an object model, which describes: 

Server side counterparts of almost all HTML elements or tags, such as 

<form> and <input>. 

Server controls, which help in developing complex user-interface. For 

example, the Calendar control or the Gridview control. 

ASP.NET is a technology, which works on the .Net framework that 

contains all web-related functionalities. The .Net framework is made of 

an object-oriented hierarchy. An ASP.NET web application is made of 

pages. When a user requests an ASP.NET page, the IIS delegates the 

processing of the page to the ASP.NET runtime system. 

The ASP.NET runtime transforms the .aspx page into an instance of a 

class, which inherits from the base class page of the .Net framework. 

Therefore, each ASP.NET page is an object and all its components i.e., 

the server-side controls are also objects. 

2.2.2 Structure of an Asp.net page 

The main components of an ASP.NET page are: 

➢ Directives 

➢ Code Declaration Blocks 

➢ ASP.NET Controls 
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➢ Code Render Blocks 

➢ Server-Side Comments 

➢ Server-Side Include Directives 

➢ Literal Text and HTML Tags. 

2.2.3 Directives 

A directive controls how the page is compiled. It is marked by the tags, 

<%@ and %>. It can appear anywhere in a page. But, normally it is 

placed at the top of a page. The main types of directives are: 

• Page 

• Import 

A Page directive is used to specify the default programming language for 

a page. 

<%@ Page Language="C#" %> 

 OR 

<%@ Language="C#" %> 

Some namespaces are imported into an ASP.NET page by default. If you 

wish to use a class that is not contained in the default namespaces, you 

must import its namespace. 

<%@ Import Namespace="System.Data.SqlClient" %> 

2.2.4 Code Declaration Blocks 

A code declaration block contains all the application logic for a page. It 

also includes declarations of global variables, and functions. It must be 

written within the script runat= "server" tag. 

<script runat="server"> 

 protected void Page_load(object sender, EventArgs e) 



27 | P a g e  

 

 { 

  // Statements; 

 }  

 protected void btnAdd_Click(object sender, EventArgs e) 

 { 

  // Statements; 

 } 

</script> 

 The <script> tag has two optional parameters: 

• Language: You can specify the programming language to be used 

within the <script> tag. Otherwise, the language specified in the Page 

directive is used. 

• SRC: You can specify an external file that contains the code block. 

Using an External File 

<script runat="server" src="externalfile.aspx" /> 

<html> 

 <head> <title> Including an External File </title> </head> 

 <form runat="server"> 

  <center> 

   <asp:label id="lblMsg" runat="server" /> 

   <p> 

   <asp:button id="btnSubmit" text="click" 

onclick="btnSubmit_click"  

   runat="server" /> 

  </center> 
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 </form> 

</html> 

 

//The external file "externalfile.aspx" is shown below: 

protected void btnSubmit_click(Source As Object, E As EventArgs) 

{ 

 lblMsg.text="Hello World!"; 

} 

 

 There is no difference in output between writing the code on the same 

page and including an external script file. 

2.3 ASP.NET Controls 

ASP.NET controls can be mixed with text and static HTML in a page. 

All controls must appear within a <form runat= "server"> tag. Some 

controls such as <span runat= "server"> and the Label control can appear 

outside this tag. You can have only one form per page in ASP.NET. 

2.3.1 Code Render Blocks 

If you wish to execute code within HTML, you can include the code 

within code render blocks. There are two types of code render blocks: 

• Inline Code: It executes a statement or series of statements. It is marked 

by the characters <% and %>. 

• Inline Expressions: They display the value of a variable or method. 

They can be considered as shorthand notation for the Response.Write 

method. They are marked by the characters <%= and %>. 

Code Render Blocks 
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<html> 

 <head> <title> Code Render Blocks </title> </head> 

 <% 

  Dim strVar As String 

  strVar = "This is a test variable 1." 

 %> 

 <%= strVar %> 

 <p> 

 <% 

  strVar = "This is a test variable 2." 

 %> 

 <%= strVar %> 

</html> 

 

Output: 

 

2.3.2 Server-Side Comments 

You can add comments in server-side code using the characters <%-- and 

--%>. The main use of these comment blocks is to add documentation to 

a page. 

Server-Side Comments 

<html> 
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 <head> <title> Code Render Blocks </title> </head> 

 <% 

  Dim strVar As String 

  strVar = "This is a test variable 1." 

 %> 

 <%= strVar %> 

 <%-- 

  <p> 

  <% 

   strVar = "This is a test variable 2." 

  %> 

  <%= strVar %> 

 --%> 

</html> 

2.3.3 Server-Side Include Directives 

You can include a file in an ASP.NET page by using a server-side 

include directive. It is executed before any of the code in the page. If 

the file is in the same directory or in a sub-directory of the page 

including the file, this directive is written as: 

<!-- #INCLUDE file="includedfile.aspx" --> 

You can also specify the virtual path of the file. To include a file 

located in the directory MyAspx under the wwwroot directory, you will 

write the directive as: 

<!-- #INCLUDE virtual="/MyAspx/includedfile.aspx" --> 
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Note: It is recommended that you avoid using server-side include 

directives. It is better to use user controls. 

2.3.4 HTML Tags and Literal Text 

You can build the static part of an ASP.NET page using HTML tags and 

literal text. The HTML content of your page is also compiled along with 

the rest of the contents. 

The literal text has been made bold and converted to uppercase before 

being rendered in the browser. 

LiteralControl Class 

<script RunAt="Server"> 

 protected void Page_Load(Object sender, EventArgs e) 

    { 

  foreach (LiteralControl lcControl in Page.Controls) 

  { 

            lcControl.Text = "<b>" + (lcControl.Text.ToUpper()); 

  } 

 } 

</script> 

<html> 

 <head> <title> LiteralControl Class </title> </head> 

  <p> This is some literal text. 

</html> 

Output 
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2.5 Page event, Properties: 

In ASP.NET Web Forms, the interaction between the user and the server 

is managed through a specific sequence of Page Events (the Page Life 

Cycle) and a set of built-in Page Properties that provide information 

about the current request. 

2.5.1. Key ASP.NET Page Events 

When an ASP.NET page is requested, it follows a standard execution 

order:  

PreInit: The first event in the life cycle. Use this to set the Master 

Page or Theme dynamically. 

Init: Occurs after all controls have been initialized. Use this to read or set 

initial control properties. 

PreLoad: Raised after the page has loaded its View State for itself and 

all controls, but before the main Load event. 

Load: The most commonly used event. It is used to establish database 

connections and populate controls with data. 

Control Events: If a user performed an action (like clicking a button), 

the specific control events (e.g., Button_Click) fire after the 

page's Load event. 

PreRender: The last opportunity to modify the page or control contents 

before they are converted into HTML. 

Unload: Fired after the page is fully rendered and sent to the client. Used 
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for final cleanup like closing database connections.  

2.5.2. Essential Page Properties 

The Page class includes several properties that help manage state and 

request data:  

IsPostBack: A boolean value that identifies if the page is loading for the 

first time (false) or in response to a user action like a button click (true). 

IsValid: Used during form validation. It returns true if all validation 

controls on the page have passed. 

Request: Provides access to the incoming HTTP request data, such as 

query strings, cookies, and form values. 

Response: Used to send HTTP response data back to the client browser. 

Session: Used to store user-specific data that persists across multiple 

page requests during a single visit. 

ViewState: A dictionary-based property used to preserve the values of 

controls between round trips to the server.  

gcwskl.ac.in +7 

2.5.3. Automatic Event Binding 

By default, ASP.NET uses the AutoEventWireup property in the @ 

Page directive. When set to true, the page automatically looks for 

methods with the naming 

convention Page_EventName (like Page_Load) and binds them to the 

corresponding event without requiring manual delegates.  
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2.6 COMPILER DIRECTIVES: 

Every ASP.NET developer needs to be familiar with Page Directives. If 

you are a beginner and you want to learn about the Page Directives then 

you can read this article. 

 

So the first question is about Page Directives. 

 

What is a Page Directive? 

 

Basically, Page Directives are commands. These commands are used by 

the compiler when the page is compiled. 

 

How to use the directives in an ASP.NET page 

 

It is not difficult to add a directive to an ASP.NET page. It is simple to 

add directives to an ASP.NET page. You can write directives in the 

following format: 

 

<%@[Directive][Attributes]%> 

See the directive format, it starts with "<%@" and ends with "%>". The 

best way is to put the directive at the top of your page. But you can put 

a directive anywhere in a page. One more thing, you can put more than 

one attribute in a single directive. 

Here is the full list of directives: 

@Page 
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@Master 

@Control 

@Import 

@Implements 

@Register 

@Assembly 

@MasterType 

@Output Cache 

@PreviousPageType 

@Reference 

Let's discuss something about each directive. 

@Page 

When you want to specify the attributes for an ASP.NET page then you 

need to use @Page Directive. As you know, an ASP.NET page is a very 

important part of ASP.NET, so this directive is commonly used in 

ASP.NET. 

 

Example: 

<%@Page Language="C#" AutoEventWIreup="false" CodeFile="Defa

ult.aspx.cs" Inherits="_Default"%>   

@Master 

Now you have some information about @Page Directives.  

The @Master Directive is quite similar to the @Page Directive. The only 

difference is that the @master directive is for Master pages. You need to 

note that, while using the @Master Directive you define the template 
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page's property. Then any content page can inherit all the properties 

defined in the Master Page. But there are some properties that are only 

available in a Master Page. 

Example 

<%@Master Language="C#" AutoEventWIreup="false" CodeFile="Ma

sterPage1.master.cs" Inherits="MasterPage"%> 

@Control 

@Control builds ASP.NET user controls. When you use the directive 

you define the properties to be inherited by the user controls and theses 

values are assigned to the user controls 

Example: 

<%@Control Language="C#" Explicit="True" CodeFile="WebUserCo

ntrol.ascx.cs" Inherits="WebUserControl" %> 

@Import 

As you know you need to define namespaces in your .cs class before 

using a C# or VB class. So the @Import Directive imports namespaces. 

This directive supports just a single attribute "namespace" and this 

attribute takes a string value that specifies the namespace to be imported. 

One thing you need to note is that the @Import Directive cannot contain 

more than one attribute/value pair. But you can use multiple lines. 

Example: 

<%@Import Namespace="System.Data"%> 

@Implements 

The @Implements Directive gets the ASP.NET pages to implement .Net 

framework interfaces. This directive only supports a single attribute 
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interface. 

Example: 

<%@Implements Interface="System.Web.UI.IValidator"%> 

@Register 

When you create a user control and you drag that user control onto your 

page then you will see the @Register directive. This directive registers 

your user control on the page so that the control can be accessed by the 

page. 

Example: 

<%@ Register TagPrefix="MayTag Namespace="MyName.MyNameS

pace" Assembly="MyAssembly"%> 

@Assembly 

The @Assembly Directive attaches assemblies to the page or an 

ASP.NET user control thereby all the assembly classes and interfaces are 

available to the class. This directive supports the two attributes Name and 

src. The Name attribute defines the assembly name and the src attribute 

defines the source of the assembly. 

Example: 

<%@Assembly Name="MyAssembly"%>   

<%@Assembly src="MYAssembly.cs"> 

@MasterType 

The @MasterType Directive connects a class name to the ASP.NET page 

for getting strongly typed references or members contained in the 

specified Master Page. This directive supports the two attributes 

Typename and virtualpath. Typename sets the name of the derived class 



38 | P a g e  

 

from which to get the strongly typed or reference members and 

virtualpath sets the location of the page from which these are retrieved. 

Example: 

<%@MasterType VirtualPath="/MasterPage1.master"%> 

@output cache 

It controls the output caching policies of an ASP.NET page. 

Example: 

<%@ OutputCache Duration ="180" VaryByParam="None"%> 

@Previouspagetype 

This directive specifies the page from which any cross-page posting 

originates. 

@Reference 

This directive declares that another page or user control shout be 

complied along with the active page or control. This directive supports 

the single attribute virtualpath. It sets the location of the page or user 

control from which the active page will be referenced. 

Example: 

<%@Reference VirtualPayh="~/MyControl.ascx"%> 

Compiler Directives: 

ASP.NET directives are instructions to specify optional settings, such as 

registering a custom control and page language. These settings describe 

how the web forms .aspx or user controls .ascx pages are processed by 

the .Net framework.  

The syntax for declaring a directive is:  

<%@  directive_name attribute=value  [attribute=value]  %>  
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In this section, we will just introduce the ASP.NET directives and we 

will use most of these directives throughout the tutorials.  

2.6.1 The Application Directive  

The Application directive defines application-specific attributes. It is 

provided at the top of the global.aspx file.  

The basic syntax of Application directive is:  

<%@ Application Language="C#" %> 

The attributes of the Application directive are: 

  

Attributes Description 

Inherits The name of the class from which to inherit. 

Description 
The text description of the application. Parsers 

and compilers ignore this. 

Language The language used in code blocks. 

 

2.6.2 The Assembly Directive 

The Assembly directive links an assembly to the page or the application 

at parse time. This could appear either in the global.asax file for 

application-wide linking, in the page file, a user control file for linking to 

a page or user control. 

The basic syntax of Assembly directive is: 

<%@ Assembly Name ="myassembly" %> 

The attributes of the Assembly directive are: 



40 | P a g e  

 

Attributes Description 

Name 
The name of the 

assembly to be linked. 

Src 
The path to the source file to be linked and 

compiled dynamically. 

2.6.3 The Control Directive 

The control directive is used with the user controls and appears in the 

user control (.ascx) files. 

The basic syntax of Control directive is: 

<%@ Control Language="C#"  EnableViewState="false" %> 

The attributes of the Control directive are: 

Attributes Description 

AutoEventWireup 
The Boolean value that enables or disables 

automatic association of events to handlers. 

ClassName The file name for the control. 

Debug 

The Boolean value 

that enables or 

disables compiling 

with debug 

symbols. 
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Description 
The text description of the control page, 

ignored by compiler. 

EnableViewState 
The Boolean value that indicates whether 

view state is maintained across page requests. 

Explicit 
For VB language, tells the compiler to use 

option explicit mode. 

Inherits 
The class from which the control page 

inherits. 

Language The language for code and script. 

Src The filename for the code-behind class. 

Strict 
For VB language, tells the compiler to use the 

option strict mode. 

 

2.6.4 The Implements Directive 

The Implement directive indicates that the web page, master page or 

user control page must implement the specified .Net framework 

interface. 

The basic syntax for implements directive is: 

<%@ Implements  Interface="interface_name" %> 
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2.6.5 The Import Directive 

The Import directive imports a namespace into a web page, user control 

page of application. If the Import directive is specified in the global.asax 

file, then it is applied to the entire application. If it is in a page of user 

control page, then it is applied to that page or control. 

The basic syntax for import directive is: 

<%@ namespace="System.Drawing" %> 

2.6.6 The Master Directive 

The Master directive specifies a page file as being the mater page. 

The basic syntax of sample MasterPage directive is: 

<%@ MasterPage Language="C#"  AutoEventWireup="true"  

CodeFile="SiteMater.master.cs" Inherits="SiteMaster"  %> 

The MasterType Directive 

The MasterType directive assigns a class name to the Master property 

of a page, to make it strongly typed. 

The basic syntax of MasterType directive is: 

<%@ MasterType attribute="value"[attribute="value" ...]  %> 

The OutputCache Directive 

The OutputCache directive controls the output caching policies of a 

web page or a user control. 

The basic syntax of OutputCache directive is: 

<%@ OutputCache Duration="15" VaryByParam="None"  %> 

2.6.7 The Page Directive 

The Page directive defines the attributes specific to the page file for the 

page parser and the compiler. 



43 | P a g e  

 

The basic syntax of Page directive is: 

<%@ Page Language="C#"  AutoEventWireup="true" 

CodeFile="Default.aspx.cs"  Inherits="_Default"  Trace="true" %> 

The attributes of the Page directive are: 

Attributes Description 

AutoEventWireup 

The Boolean value that enables or disables 

page events that are being automatically bound 

to methods; for example, Page_Load. 

Buffer 
The Boolean value that enables or disables 

HTTP response buffering. 

ClassName The class name for the page. 

ClientTarget 
The browser for which the server controls 

should render content. 

CodeFile The name of the code behind file. 

Debug 
The Boolean value that enables or disables 

compilation with debug symbols. 

Description 
The text description of the page, ignored by the 

parser. 
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EnableSessionState 
It enables, disables, or makes session state 

read-only. 

EnableViewState 
The Boolean value that enables or disables 

view state across page requests. 

ErrorPage 
URL for redirection if an unhandled page 

exception occurs. 

Inherits The name of the code behind or other class. 

Language The programming language for code. 

Src The file name of the code behind class. 

Trace It enables or disables tracing. 

TraceMode 
It indicates how trace messages are displayed, 

and sorted by time or category. 

Transaction It indicates if transactions are supported. 

ValidateRequest 

The Boolean value that indicates whether all 

input data is validated against a hardcoded list 

of values. 
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2.6.8 The Previous Page Type Directive 

The PreviousPageType directive assigns a class to a page, so that the 

page is strongly typed. 

The basic syntax for a sample PreviousPagetype directive is: 

<%@ PreviousPageType attribute="value"[attribute="value" ...]   %> 

2.6.9 The Reference Directive 

The Reference directive indicates that another page or user control 

should be compiled and linked to the current page. 

The basic syntax of Reference directive is: 

<%@ Reference Page ="somepage.aspx" %> 

2.6.10 The Register Directive 

The Register derivative is used for registering the custom server 

controls and user controls. 

The basic syntax of Register directive is: 

<%@ Register Src="~/footer.ascx" TagName="footer" 

TagPrefix="Tfooter" %> 
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CHAPTER-III 

3.1 HTML server controls: 

3.1.1 Introduction of HTML Server Controls 

The HTML elements are considered as text in ASP.NET file. They 

cannot be referred as server side code. These controls can be treated as 

server control by adding runat=”server” attribute. The id attribute in the 

element can be added as reference to the control. All the HTML server 

controls are written in the <form> tag. 

Advantages of using HTML Server Controls: 

❖ The HTML server controls follow the HTML centric object 

model. It is similar to HTML 

❖ The controls can interact with the Client side scripting 

❖ The migration of the code can be made easy by adding 

runat=”server attribute 

❖ The abstraction of the HTML tag is similar to the HTML server 

control 

❖ The controls do not possess any mechanism for identifying 

capabilities of the client browser 

3.2 Control List 

3.2.1 HtmlAnchor control: 

The <a> Html element allows the user to create a hyperlink. User can 

navigate to the page defined in the link. The Target property is used to 

display the Web page. The values can be _blank, _self, _parent, _top. The 

properties are mentioned below: 
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Property Description 

Id It specifies the unique id for the 

control 

Attributes It returns the attribute name 

and value pairs of the element 

Disabled It is a Boolean value used for 

defining the control activation 

HRef It is the URL target of the link 

InnerText It sets or returns the text 

between the opening and 

closing tags of the element 

InnerHtml It sets or returns the content 

between the opening and 

closing tags of the element 

OnServerClick The function to be executed 

when the link is clicked by the 

user 

Runat It specifies that the control is a 

server control 
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Name It is the name of the anchor 

Style It is used to set or return the 

CSS properties applied to the 

control 

Target It defines the target window to 

be opened 

TagName It returns the element tag name 

Title It defines the title to displayed 

by the browser 

Visible It is a Boolean value whether 

control should be visible or not 

A sample code for HTML Anchor control is shown below: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

<html xmlns=”http://www.w3.org/1999/xhtml” > 

 <head runat=”server”> 

   <title></title> 

 </head> 

 <body> 

   <form id=”form1” runat=”server”> 

    <div> 

     <a id=”a1” runat=”server”>Visit Gmail</a><br/> 

     <a id=”a2” runat=”server”>Visit Yahoo</a><br/> 
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10 

11 

12 

13 

    </div> 

   </form> 

 </body> 

</html> 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

public partial class _Default: System.Web.UI.Page 

{ 

  protected void Page_Load( object sender, EventArgs e) 

  { 

    a1.HRef=”http://www.gmail.com”; 

    a1.Title=”Welcome to Gmail”; 

    a1.Target=”_blank”; 

  

    a2.HRef=”http://www.yahoo.com”; 

    a2.Title=”Welcome to yahoo”; 

    a2.Target=”_blank”; 

  } 

} 

Output: 
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3.2.2 HtmlButton control: 

The HtmlButton control is defined using the <button> element. The 

properties are as mentioned below: 

Property Description 

Id It defines a unique id for the control 

Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value for indicating to 

enable or disable the control 

Runat It specifies that the control is a server 

control 

InnerHtml It sets or returns the content between the 

opening and closing tags of the element 

InnerText It sets or returns the text between the 

opening and closing tags of the element 

OnServerClick The function to be executed when the 

button is clicked by the user 

Style It is used to set or return the CSS 

properties applied to the control 



51 | P a g e  

 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

A sample code to demonstrate HTML Button control is: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

 

<html xmlns=”http://www.w3.org/1999/xhtml” > 

 <head runat=”server”> 

  <title></title> 

  <script language=”javascript” type=”text/javascript”> 

   //<![ CDATA [  

     function btn1_onclick () 

     { 

       lbl1.innerHTML =”The button clicked is save”; 

     } 

     funciton btn2_onclick() 

     { 

    lbl1.innerHTML =”The button clicked is display”; 

     } 

    //]]> 

  </script> 

 </head> 

 <body> 

   <form id=”form1” runat=”server”> 

     <button id=”btn1” runat=”server”  

onclick =”return btn1_onclick()” >Save Value </button> 
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20 

21 

 

22 

23 

24 

     <br/> 

     <button id=”btn2” runat=”server”  

onclick=”return btn2_onclick()” >Display Value</button> 

     <br/> 

     <label id=”lbl” runat=”server”></label> 

     </form> 

 </body> 

</html> 

Output: 

 

3.2.3 HtmlForm control: 

The Htmlform control is used to control a <form> element. All the 

Html server controls are written within the Html form control. User can 

add only one form control for a web page. The POST method is the 

default method of the Html form control. The properties are mentioned 

below: 

Property Description 

Action It contains a URL defining where to send 

the data in the form submitted 
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Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value for indicating to 

enable or disable the control 

Id It defines a unique id for the control 

EncType It is mime type used to encode the 

content of the form 

InnerHtml It sets or returns the content between the 

opening and closing tags of the element 

InnerText It sets or returns the text between the 

opening and closing tags of the element 

Method The form posts the data to the server. 

Name It is the name of the form 

Runat It specifies that the control is a server 

control 

Style It is used to set or return the CSS 

properties applied to the control 

TagName It returns the element tag name 
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Target It defines the target window to be opened 

Visible It is a Boolean value whether control 

should be visible or not 

A sample code to demonstrate the HTML form control is shown below: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

<html xmlns=”http://www.w3.org/1999/xhtml”> 

 <head runat=”server”> 

   <title></title> 

    <script runat=”server”> 

      void submit ( object sender, EventArgs e) 

    { 

      lbl1.InnerHtml = “Name inserted is:”+name.Value; 

    } 

    </script> 

 </head> 

 <body> 

    <form id=”form1” runat=”server”> 

     <div> 

       Name: <input is=”name” runat=”server” type=”text” /><br/> 

       <input id=”button1” runat=”server” type=”submit” value=”submit” onserverclick=”submit” style=”height:26px” /> 

       <label id=”lbl1” runat=”server”></label> 

     </div> 

    </form> 

 </body> 

</html> 
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Output: 

 

3.2.4  HtmlGeneric control: 

The HtmlGeneric control is used to control elements other than Html 

server control. The <body>, <div>, <span> and <p> are used as Html 

generic control. The properties are as mentioned below: 

Property Description 

Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value for indicating to 

enable or disable the control 

Id It defines a unique id for the control 

InnerHtml It sets or returns the content between 

the opening and closing tags of the 

element 

InnerText It sets or returns the text between the 

opening and closing tags of the 
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element 

runat It specifies that the control is a server 

control 

Style It is used to set or return the CSS 

properties applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

3.2.5  HtmlImage control: 

The HtmlImage control is used to control <img> element. The <img> 

element is used to display an image. The properties are as follows: 

Property Description 

Align It is used to align images depending on 

the surrounding elements. The values 

that can be assigned are top, middle, 

bottom, left, right. 

Alt It is short description of the image 

Attributes It returns the attribute name and value 

pairs of the element 
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Border It is the width of the borders around the 

image 

Disabled It is a Boolean value indicating whether 

the control can be disabled 

Height It is the height of the image 

Id It defines a unique id for the control 

Runat It specifies that the control is a server 

control 

Style It is used to set or return the CSS 

properties applied to the control 

Src It is the URL of the image to be 

displayed 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

Width It is the width of the image 

An example is as mentioned below: 

1 <html xmlns=”http:www.w3.org/1999/xhtml”> 
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2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

 <head runat=”server”> 

   <title></title> 

 </head> 

 <body> 

  <form id=”form1” runat=”server”> 

   <div> 

    <img id=”img1” runat=”server” /> 

   </div> 

  </form> 

 </body> 

</html> 

? 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

public partial class _Default : System.Web.UI.Page 

{ 

  protected void Page_Load( object sender, EventArgs e) 

  { 

    img1.Src =”Image\\Desert.jpg”; 

    img1.Alt = “Desert”; 

    img1.Height=90; 

    img1.Width=100; 

  } 

} 

Output: 

https://www.wideskills.com/aspnet/html-server-controls
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3.2.6  HtmlInputButton control: 

The HtmlInputButton control is used to control <input type=”button”>, 

<input type=”reset”> and <input type=”submit”> elements. The 

properties are as mentioned below: 

Property Description 

Attributes It returns the attribute name and value  

pairs of the element 

Disabled It is a Boolean value indicating whether  

the control can be disabled 

Id It defines a unique id for the control 

Name It is the name of the element 

OnServerClick It is the function name to executed when  

the button is clicked 
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Runat It specifies that the control is a server control 

Style It is used to set or return the CSS properties  

applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control  

should be visible or not 

Type It is the type of element used 

Value It is the value of the element 

An example is as mentioned below: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

<html xmlns=”http://www.w3.org/1999/xhtml” > 

 <head runat=”server”> 

  <title></title> 

  <script runat=”server”> 

    void submit( object sender, EventArgs e) 

    { 

    p1.InnerHtml =”Course entered is:”+t1.Value; 

    } 

  </script> 

 </head> 

 <body> 

   <form is=”form1” runat=”server”> 
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13 

14 

15 

16 

17 

18 

19 

20 

21 

    <div> 

    Course: <input id=”t1” runat=”server” type=”text” size=”30” /> 

    <br/> 

    <input type=”submit” runat=”server” value=”submit” onserverclick=”submit” /><br/> 

    <p id=”p1” runat=”server”></p> 

    </div> 

   </form> 

 </body> 

</html> 

Output: 

 

3.2.7 HtmlInputCheckBox control: 

The HtmlInputCheckBox control is used to control as <input 

type=”checkbox”> element. The properties are as mentioned below: 

Property Description 

Attributes It returns the attribute name and value 

pairs of the element 



62 | P a g e  

 

Disabled It is a Boolean value indicating whether 

the control can be disabled 

Checked It is a Boolean value indicating whether 

the element is to be checked 

Id It defines a unique id for the control 

Name It is the name of the element 

Runat It specifies that the control is a server 

control 

Style It is used to set or return the CSS 

properties applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

Type It is the type of element used 

Value It is the value of the element 
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An example is as mentioned below:  

 

 

  

Output: 
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3.2.8 HtmlInputFile control: The HtmlInputFile control is used to 

control an <input type=”file”> element. The properties are as mentioned 

below: 

Property Description 

Accept It provides a list of acceptable MIME 

types 

Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value indicating whether 

the control can be disabled 

Id It defines a unique id for the control 

MaxLength It defines the maximum number of 

characters allowed in the element 

Name It is the name of the element 

PostedFile It gets access to the posted file 

runat It specifies that the control is a server 

control 

Size It is the width of the element 
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Style It is used to set or return the CSS 

properties applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

Type It is the type of element used 

Value It is the value of the element 

An example is as mentioned below: 
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Output: 

 

3.2.9 HtmlInputHidden control: The HtmlInputHidden control is sued 

to control an <input type=”hidden”> element. The properties are as 

mentioned below: 

Property Description 

Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value indicating 

whether the control can be disabled 

Id It defines a unique id for the control 

Name It is the name of the element 

Runat It specifies that the control is a server 

control 

Style It is used to set or return the CSS 
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properties applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

Type It is the type of element used 

Value It is the value of the element 

An example is as mentioned below: 

 

Output: 
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3.2.10  HtmlInputRadioButton: The HtmlInputRadioButton control is 

used to control an <input type=”radio”> element. The properties are as 

mentioned below: 

Property Description 

Attributes It returns the attribute name and value 

pairs of the element 

Disabled It is a Boolean value indicating whether 

the control can be disabled 

Checked It is a Boolean value indicating whether 

the element is to be checked 

id It defines a unique id for the control 

Name It is the name of the element 

runat C 

Style It is used to set or return the CSS 
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properties applied to the control 

TagName It returns the element tag name 

Visible It is a Boolean value whether control 

should be visible or not 

Type It is the type of element used 

Value It is the value of the element 

An example is as mentioned below: 

 

  

Output: 
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3.2.11 HtmlInputText control: The HtmlInputText control is used to 

control <input type=”text”> and <input type=”password”> elements. 

The properties are stated below: 

Property Description 

Attributes It returns the attribute name and value 

pairs of the element 

id It defines a unique id for the control 

MaxLength It defines the maximum characters 

allowed in the element 
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runat It defines a unique id for the control 

Size It is the width of the element 

Disabled It is a Boolean value indicating 

whether the control can be disabled 

 

 

 

 

An example of HtmlInputText control is shown below: 
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Output: 
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3.2.12 HtmlSelect control: The HtmlSelect control is used to 

control <select> element. The properties are stated below: 

Property Description 

DataMember It is the name of the table used 

DataSource It is data source in use 

DataTextField It is the data source filed to display 

the drop down list 

DataValueField It specifies the value selected from 

the drop down list 

Multiple It selects multiple items 

Items The list of items in the control 

SelectedIndex It is the index of the selected item 

Size The visible items in the control 
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An example of the control is shown: 

 

Output: 
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3.2.13 HtmlTextArea control: The HtmlTextArea control is used to 

control <textarea> element. The properties are stated below: 

Property Description 

Cols It is the number of columns in the 

control 

Attributes It returns the attribute name and value 

pairs of the element 

Value It is the contents of the text area 

Name It is unique name of the control 

Rows It is the number of rows in the control 

An example of the control is shown below: 
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Output: 
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3.2.14 HtmlTable control: The HtmlTable control is used to 

control <table> element. The properties are stated below: 

Property Description 

Align It specifies the table alignment 

BGColor It is the background color of the table 

Border It is width of the borders 

CellPadding It is the space between the cell walls 

CellSpacing It specifies the space between the cell 

Height It is the height of the table 

Rows It returns the HtmlRowCollection  

object representing all rows 

An example of the control is shown below: 
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Output: 

 

 

 

 



80 | P a g e  

 

CHAPTER-IV 

4.1 INTRODUCTION TO DATA HANDLING IN ASP.NET 

ASP.NET provides a powerful framework for developing dynamic web 

applications that interact with databases and exchange information 

between client and server. In real-time web applications, user inputs are 

sent from the browser to the server, processed using server-side logic, 

and the results are returned back to the browser. 

Data handling in ASP.NET mainly involves: 

➢ Collecting user input  

➢ Sending data to the server  

➢ Processing the data  

➢ Storing or retrieving data from database  

➢ Displaying results to the user  

ASP.NET provides built-in objects and classes that help manage data 

efficiently. 

Important components covered in this chapter: 

• Request Object  

• Response Object  

• OLEDB Connection Class  

• Command Class  

• Transaction Class  

• DataAdapter Class  

• DataSet Class  

These components help create database-driven web applications such 

as: 
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• Student record management system  

• Online registration system  

• E-commerce websites  

• Banking applications  

• Inventory systems  

4.2 REQUEST OBJECT IN ASP.NET 

4.2.1 Definition 

The Request object in ASP.NET is used to collect information sent by 

the client browser to the server. 

Whenever a user interacts with a web page, such as submitting a form, 

clicking a button, or selecting an option, the browser sends data to the 

server using HTTP request. The Request object helps retrieve that data. 

It belongs to the HttpRequest class. 

Syntax: 

Request.Property 

4.2.2 Types of Data Sent Through Request Object 

The client can send data in different ways: 

Query String  

Form Data  

Cookies  

Server Variables  
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4.2.3 Request Object Properties 

Property Description 

Request.QueryString Retrieves values from URL 

Request.Form Retrieves form values 

Request.Cookies Retrieves cookie values 

Request.ServerVariables Retrieves server info 

Request.UserHostAddress Gets client IP address 

4.2.4 Request Flow Diagram 

CLIENT (Browser) 

↓ sends request 

WEB SERVER (ASP.NET) 

↓ processes data 

DATABASE 

↓ returns result 

SERVER sends response 

↓ 

CLIENT displays output 

4.2.5 Example Program Using Request Object 

HTML Page: 

<form method="post" action="Display.aspx"> 

Enter Name: 

<input type="text" name="txtname" /> 

<input type="submit" value="Submit" /> 

</form> 
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ASP.NET Code: 

protected void Page_Load(object sender, EventArgs e) 

{ 

    string name = Request.Form["txtname"]; 

    Response.Write("Welcome " + name); 

} 

Explanation: 

The user enters name in textbox. When submit button is clicked, data is 

sent to server. Request.Form collects the value entered. 

4.2.6 Real Time Example 

Login Page: 

User enters: 

Username 

Password 

Request object collects the entered values and sends to database for 

verification. 

4.3. RESPONSE OBJECT IN ASP.NET 

4.3.1 Definition 

Response object is used to send output from server to client browser. 

It belongs to HttpResponse class. 

It helps to: 

Display output 

Redirect user 

Write cookies 

Control page caching 
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Syntax: 

Response.Method() 

4.3.2 Common Response Methods 

Method Description 

Response.Write() Displays output 

Response.Redirect() Redirects to another page 

Response.End() Stops execution 

Response.Clear() Clears buffer 

Response.Cookies Writes cookies 

4.3.3 Example Program Using Response Object 

protected void Button1_Click(object sender, EventArgs e) 

{ 

    Response.Write("Data submitted successfully"); 

} 

 

4.3.4 Response Redirect Example 

Response.Redirect("Home.aspx"); 

Explanation: 

User will be automatically redirected to Home page. 

4.3.5 Diagram of Response Object 

Browser sends request 

↓ 

Server processes logic 

↓ 
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Response object sends output 

↓ 

Browser displays result 

4.4 WORKING WITH DATA IN ASP.NET 

ASP.NET allows interaction with databases using ADO.NET 

technology. 

ADO.NET is used to: 

Connect database 

Retrieve data 

Insert data 

Update data 

Delete data 

Data providers available: 

SQL Server Provider 

OLEDB Provider 

ODBC Provider 

4.5. OLEDB CONNECTION CLASS 

4.5.1 Definition 

OleDbConnection class is used to establish connection between 

ASP.NET application and database. 

It belongs to: 

System.Data.OleDb namespace 

OLEDB supports databases such as: 

MS Access 

Oracle 
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SQL Server 

Excel files 

4.5.2 Syntax 

OleDbConnection con = new OleDbConnection(connection_string); 

4.5.3 Connection String Example 

string str = "Provider=Microsoft.ACE.OLEDB.12.0; 

Data Source=C:\\StudentDB.accdb"; 

4.5.4 Steps to Use Connection Class 

Step 1: Import namespace 

using System.Data.OleDb; 

Step 2: Create connection object 

Step 3: Open connection 

con.Open(); 

Step 4: Close connection 

con.Close(); 

4.5.5 Example Program 

OleDbConnection con = new OleDbConnection 

("Provider=Microsoft.ACE.OLEDB.12.0; 

Data Source=C:\\student.accdb"); 

con.Open(); 

Response.Write("Connection successful"); 

con.Close(); 

4.5.6 Diagram 

ASP.NET Application 

↓ 
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OleDbConnection 

↓ 

Database 

4.6. COMMAND CLASS 

4.6.1 Definition 

OleDbCommand class is used to execute SQL statements. 

SQL statements include: 

INSERT 

UPDATE 

DELETE 

SELECT 

4.6.2 Syntax 

OleDbCommand cmd = new OleDbCommand(sql_query, 

connection_object); 

4.6.3 Types of Methods 

Method Description 

ExecuteNonQuery() Used for insert, update, delete 

ExecuteReader() Used for select 

ExecuteScalar() Returns single value 

4.6.4 Example Program 

string query = "insert into student values(1,'Arun')"; 

OleDbCommand cmd = new OleDbCommand(query, con); 

cmd.ExecuteNonQuery(); 

Explanation: 

ExecuteNonQuery executes SQL statement. 
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4.7. TRANSACTION CLASS 

4.7.1 Definition 

Transaction is a group of SQL statements executed as a single unit. 

If one statement fails, entire transaction fails. 

This ensures data consistency. 

 

4.7.2 Transaction Properties 

ACID Properties: 

Atomicity 

Consistency 

Isolation 

Durability 

4.7.3 Transaction Methods 

Method Description 

BeginTransaction() Starts transaction 

Commit() Saves changes 

Rollback() Cancels changes 

4.7.4 Example Program 

OleDbTransaction trans; 

trans = con.BeginTransaction(); 

OleDbCommand cmd = new OleDbCommand(); 

cmd.Connection = con; 

cmd.Transaction = trans; 

try 

{ 
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cmd.CommandText="insert into student values(1,'Sam')"; 

cmd.ExecuteNonQuery(); 

trans.Commit(); 

} 

catch 

{ 

trans.Rollback(); 

} 

4.7.5 Diagram 

Start Transaction 

↓ 

Execute SQL commands 

↓ 

Commit OR Rollback 

4.8. DATA ADAPTER CLASS 

4.8.1 Definition 

OleDbDataAdapter acts as bridge between database and dataset. 

It retrieves data and stores in dataset. 

It also updates database. 

4.8.2 Important Methods 

Method Description 

Fill() Fills dataset 

Update() Updates database 
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4.8.3 Example Program 

OleDbDataAdapter da = new OleDbDataAdapter 

("select * from student", con); 

 

DataSet ds = new DataSet(); 

da.Fill(ds); 

Explanation: 

DataAdapter retrieves data and stores in dataset. 

4.8.4 Diagram 

Database 

↓ 

DataAdapter 

↓ 

DataSet 

↓ 

Application 

4.9. DATASET CLASS 

4.9.1 Definition 

DataSet is memory representation of database. 

It stores data temporarily. 

It can contain multiple tables. 

It works in disconnected mode. 

4.9.2 Advantages 

Faster processing 

Works without continuous database connection 
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Supports multiple tables 

 

4.9.3 Components of DataSet 

DataTable 

DataRow 

DataColumn 

Constraints 

Relations 

4.9.4 Example Program 

DataSet ds = new DataSet(); 

da.Fill(ds,"student"); 

GridView1.DataSource = ds; 

GridView1.DataBind(); 

4.9.5 Diagram 

Database 

↓ 

DataAdapter 

↓ 

DataSet 

↓ 

GridView Control 

4.9.6 COMPLETE PROGRAM USING ALL CLASSES 

using System.Data; 

using System.Data.OleDb; 
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protected void Button1_Click(object sender, EventArgs e) 

{ 

OleDbConnection con = new OleDbConnection 

("Provider=Microsoft.ACE.OLEDB.12.0; 

Data Source=C:\\student.accdb"); 

string query="select * from student"; 

OleDbDataAdapter da = 

new OleDbDataAdapter(query,con); 

DataSet ds = new DataSet(); 

da.Fill(ds); 

GridView1.DataSource=ds; 

GridView1.DataBind(); 

} 

4.9.7 COMPARISON TABLE 

Class Purpose 

Request Gets user input 

Response Sends output 

OleDbConnection Connects database 

OleDbCommand Executes SQL 

Transaction Maintains data accuracy 

DataAdapter Transfers data 

DataSet Stores data temporarily 
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CHAPTER-V 

5.1 INTRODUCTION TO WEB SECURITY 

Security plays a very important role in web applications. Modern web 

applications store and process sensitive information such as: 

• Username and password  

• Bank account details  

• Personal information  

• Email addresses  

• Business data  

• Academic records  

If proper security measures are not implemented, attackers may: 

• Steal confidential data  

• Modify information  

• Destroy records  

• Access restricted pages  

• Impersonate authorized users  

ASP.NET provides built-in security features to protect web applications 

from unauthorized access. 

Major security components covered in this chapter: 

Authentication  

IP Address Security  

Secure Socket Layer (SSL)  

Client Certificates  
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5.2  BASIC CONCEPTS OF SECURITY 

Before learning ASP.NET security features, we must understand the 

basic principles of security. 

5.2.1 Security Goals 

Security mechanisms are designed based on the following goals: 

1. Confidentiality 

Ensures that information is accessible only to authorized users. 

Example: 

Only registered students can view exam results. 

2. Integrity 

Ensures that data is not modified by unauthorized users. 

Example: 

Marks stored in database should not be altered illegally. 

3. Availability 

Ensures that system resources are available when required. 

Example: 

Website should be accessible during exam registration time. 

4. Authentication 

Ensures that the user is genuine. 

Example: 

User must login with username and password. 

5. Authorization 

Ensures that users can access only permitted resources. 

Example: 

Admin can modify records but student cannot. 
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5.3 AUTHENTICATION 

Authentication is the process of confirming the identity of a user, 

device, or system by validating provided credentials before granting 

access to a network or its resources. 

• It prevents unauthorized usage of systems 

• It ensures secure interaction within a network environment 

• It maintain security, reliability, and trust within the system 

Authentication Methods 

Authentication can be implemented using different techniques based on 

the type of credentials used. The commonly used methods are: 

5.3.1. Password-Based Authentication 

• The most commonly used authentication technique 

• Each user is assigned a unique username and password 

• During login, the entered password is compared with the stored 

(usually hashed) password 

• If the credentials match, access is granted; otherwise, access is 

denied 

• Security depends on password strength and protection against 

attacks like guessing or phishing 

5.3.2. Physical Identification 

• Uses physical objects such as ID cards, badges, tokens, or smart 

cards 

• The system verifies possession of the physical item to authenticate 

the user 

• Often combined with passwords or PINs to increase security 
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• Smart cards can store authentication data internally 

• Commonly used in ATMs, offices, and restricted access areas 

• Loss or theft of the card can pose a security risk 

5.3.3. Biometric Authentication 

• Relies on unique biological or behavioral characteristics of 

individuals 

• Eliminates the need to remember passwords or carry physical 

tokens 

• Difficult to replicate, providing higher security 

• Requires specialized hardware and accurate data capture 

Common biometric techniques: 

• Facial recognition – analyzes facial features 

• Fingerprint recognition – uses ridge patterns of fingers 

• Hand geometry – measures shape and size of the hand 

• Retinal pattern recognition – scans the eye structure 

• Signature verification – analyzes writing style 

• Voice recognition – matches voice frequency patterns 

5.4 TYPES OF AUTHENTICATION 

Authentication systems are classified based on the number of 

independent factors used to verify a user’s identity. Increasing the 

number of factors improves security by reducing reliance on a single 

credential. 
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5.4.1. Single-Factor Authentication (SFA) 

• Single-Factor Authentication relies on one form of verification, 

typically a username and password 

• The system grants access when the entered credential matches the 

stored value 

• It is widely used in systems where ease of access is prioritized over 

high security 

• Security is entirely dependent on password strength and user 

practices 

Advantages: 

• Simple and quick to use 

• Easy to implement and manage 

• Cost-effective for basic systems 

Disadvantages: 

• Provides limited protection 

• Easily compromised through weak passwords, phishing, or brute-

force attacks 
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5.4.2. Two-Factor Authentication (2FA) 

• Two-Factor Authentication requires two different authentication 

factors to confirm identity 

• Typically combines something the user knows (password) with 

something the user has (OTP, token, smart card) 

• Even if one factor is compromised, the second factor helps prevent 

unauthorized access 

• Commonly used in online banking, email services, and enterprise 

systems 

Advantages: 

• Offers significantly improved security over SFA 

• Reduces the impact of stolen or leaked passwords 

Disadvantages: 

• Adds an extra step during login 

• Depends on additional devices or network connectivity 

5.4.3. Multi-Factor Authentication (MFA) 

• Multi-Factor Authentication uses two or more independent factors 

for identity verification 

• It may combine passwords, physical devices, and biometric traits 

• Designed for environments where data sensitivity and security are 

critical 

• Provides layered protection against advanced attacks 

Advantages: 

• Strong protection against unauthorized access 

• Minimizes risks from credential compromise 
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Disadvantages: 

• More complex to deploy and manage 

• Higher cost and possible dependency on third-party services 

Applications 

Authentication is widely used in computer networks and systems to 

ensure secure and controlled access to resources. Its common 

applications include: 

• User Login Systems: Verifies user identity in operating systems, 

websites, and applications before access is granted. 

• Banking and Financial Systems: Secures ATMs, mobile banking, 

and online transactions using PINs, OTPs, and biometric 

authentication. 

• Network Access Control: Restricts access to private and enterprise 

networks to authorized users and devices only. 

• Email and Cloud Services: Protects sensitive user data using 

password-based and multi-factor authentication mechanisms. 

• Enterprise and Organizational Systems: Controls access to 

internal servers, applications, and confidential organizational 

resources. 

5.5 WHAT IS AN IP ADDRESS? 

An IP Address (Internet Protocol Address) is a unique numerical label 

assigned to each device connected to a computer network that uses the 

Internet Protocol for communication. It serves two main purposes: 

1. Identifying a device on the network. 
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2. Locating the device to enable communication with other devices 

over a network like the Internet. 

 

IP Address 

Note: In simple terms, an IP address acts like a digital home address, 

allowing data to be sent and received between devices correctly. 

Components of an IP Address 

1. Network Portion: Identifies the network to which the device 

belongs. 

2. Host Portion: Identifies the individual device on the network. 

3. Subnet Mask (for IPv4): Defines which part of the IP is network 

and which part is host. 

Example: IP 192.168.1.10 with subnet mask 255.255.255.0 

Network ID: 192.168.1.0 

Host ID: 10 
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Types of IP Address 

IP addresses can be classified in several ways based on their structure, 

purpose, and the type of network they are used in. Here's a breakdown of 

the different classifications of IP addresses: 

 

5.5.1 Types of IP Address 

1. Based on Addressing Scope (IPv4 vs. IPv6) 

1.1 Public IP Addresses 

A Public IP address is assigned to every device that directly accesses 

the internet. This address is unique across the entire internet. 

Uniqueness & Accessibility are its key characteristics & are assigned by 

Internet Service Providers. When you connect to the internet through an 

ISP, your device or router receives a public IP address. These addresses 

can be static or dynamic. 
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Public v/s Private IP Address 

Example Use: If you host a website on your own server at home, your 

ISP must assign a public IP address to your server so users around the 

world can access your site. 

1.2 Private IP Addresses 

Private IP addresses are used within private networks and are not 

routable on the internet. This means that devices with private IP 

addresses cannot directly communicate with devices on the internet 

without a translating mechanism like a router performing Network 

Address Translation (NAT). These are only required to be unique 

within their own network & are used for communication between 

devices within the same network 

• Defined ranges for IPv4: 10.0.0.0 to 10.255.255.255, 172.16.0.0 to 

172.31.255.255, 192.168.0.0 to 192.168.255.255 

• Defined ranges for IPv6: Addresses starting with FD or FC 

Example Use: In a typical home network, the router assigns private IP 

addresses to each device (like smartphones, laptops, smart TVs) from 
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the reserved ranges. These devices use their private IPs to communicate 

with each other and with the router. The router uses NAT to allow these 

devices to access the internet using its public IP address. 

Read more about Private v/s Public IP addresses  

2. Based on IP Version 

2.1 IPv4 

This is the most common form of IP Address. It consists of four sets of 

numbers(octets) separated by dots. This format can support over 4 

billion unique addresses. Each octet represents eight bits, or a byte, and 

can take a value from 0 to 255. This range is derived from the possible 

combinations of eight bits (28 = 256 combinations). 

 

IPv4 Address Format 

Example of IPv4 Address: 192.168.1.1192.168.1.1 

• 192 is the first octet 

• 168 is the second octet 

• 1 is the third octet 

https://www.geeksforgeeks.org/computer-networks/difference-between-private-and-public-ip-addresses/
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• 1 is the fourth octet 

Note: Each part of the IP address can indicate various aspects of the 

network configuration, from the network itself to the specific device 

within that network. 

2.2 IPv6: 

IPv6 addresses were created to deal with the shortage of IPv4 addresses. 

They use 128 bits instead of 32, offering a vastly greater number of 

possible addresses. These addresses are expressed as eight groups of 

four hexadecimal digits, each group representing 16 bits. The groups 

are separated by colons. 

 

IPv6 Address Format 

Example of IPv6 

Address: 2001:0db8:85a3:0000:0000:8a2e:0370:73342001:0db8:85a3:

0000:0000:8a2e:0370:7334 Each group (like 2001, 0db8, 85a3, etc.) 

represents a 16-bit block of the address. 
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3. Based on Assignment 

3.1 Static IP Addresses 

• Static IP Addresses are permanently assigned to a device, typically 

important for servers or devices that need a constant address. 

• Reliable for network services that require regular access such as 

websites, remote management. 

3.2 Dynamic IP Addresses: 

• Temporarily assigned from a pool of available addresses by the 

Dynamic Host Configuration Protocol (DHCP). 

• Cost-effective and efficient for providers, perfect for consumer 

devices that do not require permanent addresses. 

4. Based on Function 

4.1. Unicast Address 

In unicast, data is sent from one sender to one specific receiver 

identified by a unique IP address. It is the most common type of 

communication used in networks. Its Purpose is One-to-one 

communication. 

• Example: Sending an email or loading a webpage - your computer 

directly communicates with a specific server. 

• Use Case: Regular web browsing, file transfers (FTP), email 

(SMTP), etc. 

4. 2. Broadcast Address 

In broadcast, a message is sent from one device to all devices in the 

same network segment. Every device in the network receives and 
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processes the broadcast message. Its Purpose is One-to-all 

communication within a network. 

• Example: An ARP (Address Resolution Protocol) request uses 

broadcasting to find a device’s MAC address on the local network. 

• Use Case: Network discovery, DHCP requests, ARP queries 

4. 3. Multicast Address 

In multicast, data is sent from one source to multiple selected receivers 

that are part of a multicast group. Only devices that have joined the 

group will receive the data, making it more efficient than broadcasting. 

Its Purpose is One-to-many (selected group) communication. 

• Example: Streaming live video or online conferencing to a group 

of users. 

• Use Case: IPTV, video conferencing, live streaming 

• IPv4 

Range:224.0.0.0224.0.0.0 to 239.255.255.255239.255.255.255 

• IPv6 Prefix:FF00::/8FF00::/8 

4.4. Anycast Address 

In anycast, data is sent from one sender to the nearest receiver (in terms 

of network distance) among a group of devices sharing the same IP 

address. Routers determine the closest destination dynamically. Its 

Purpose is One-to-nearest communication (based on routing distance). 

5.6 SECURE SOCKET LAYER (SSL) 

Secure Sockets Layer (SSL) is an Internet security protocol that 

encrypts data to ensure secure communication between devices over a 

network. Originally developed by Netscape in 1995, SSL provides 
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privacy, authentication and data integrity for online communications. 

SSL is the predecessor of TLS (Transport Layer Security), which is 

now the standard protocol for secure communications on the Internet. 

     

                         Secure Socket Layer (SSL) 

Note: Websites using SSL/TLS display "HTTPS" in their URLs instead 

of "HTTP," indicating that communications are encrypted and secure. 

Working of SSL 

SSL ensures secure communication through three main mechanisms: 

1. Encryption: Data transmitted over the network is encrypted, 

preventing unauthorized parties from reading it. If intercepted, 

encrypted data appears as an unreadable jumble of characters. 

2. Authentication: SSL uses a handshake process to authenticate both 

the client and server, ensuring each party is legitimate and not an 

imposter. 

3. Data Integrity: SSL digitally signs transmitted data to detect any 

tampering, ensuring that the data received is exactly what was sent. 
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Importance of SSL 

Before SSL, web data was transmitted in plaintext, making it vulnerable 

to interception. SSL solves this by: 

• Encrypting sensitive information such as login credentials, financial 

transactions and personal data. 

• Authenticating web servers to prevent users from connecting to 

fraudulent websites. 

• Ensuring data integrity so transmitted information cannot be 

modified during transit. 

Note: SSL protects against cyber threats by providing confidentiality, 

authentication and integrity for online communications. 

SSL Protocols 

SSL consists of several protocols, each handling a different aspect of 

secure communication 

1. SSL Record Protocol 
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SSL Record Protocol 

• Provides confidentiality and message integrity. 

• Application data is divided into fragments, optionally compressed 

and appended with a Message Authentication Code (MAC). 

• The data is then encrypted and transmitted with an SSL header. 

2. Handshake Protocol 

Establishes SSL sessions and authenticates clients and servers. 

 

         SSL Handshake Protocol Phases diagrammatic representation 

Four phases: 

• Client and server exchange hello packets, protocol versions and 

cipher suites. 

• Server sends its certificate and server key information. 

• Client responds with its certificate and key exchange. 

• Change Cipher Spec finalizes the handshake, activating secure 

communication. 
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3. Change-Cipher Spec Protocol. 

 

                                   Change Cipher Spec Protocol 

• Signals that pending cryptographic parameters from the handshake 

should now become active. 

• Consists of a single 1-byte message. 

4. Alert Protocol 

 

                                                Alert Protocol 

• Communicates SSL-related warnings or errors. 

• Warning alerts (level 1): Non-critical issues, such as expired or 

unsupported certificates. 

• Fatal alerts (level 2): Critical errors, such as handshake failures, 

bad record MAC or illegal parameters, which terminate the 

connection. 

Versions of SSL/TLS 

Version Release Year Notes 

SSL 1 Never released Insecure 
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Version Release Year Notes 

SSL 2 1995 First public release 

SSL 3 1996 Improved security 

TLS 1.0 1999 Successor to SSL 3.0 

TLS 1.1 2006 Improved encryption and security 

TLS 1.2 2008 Widely adopted, strong encryption 

TLS 1.3 2018 Modern, efficient, secure protocol 

Note: Today, TLS has replaced SSL, but the term "SSL" is still 

commonly used. 

SSL Certificates 

SSL certificates are digital certificates issued by trusted Certificate 

Authorities (CAs) to secure and verify websites. 

Key Features 

• Encryption: Protects sensitive information during transmission. 

• Authentication: Confirms the identity of the website or service. 

• Integrity: Ensures transmitted data is not altered. 

• Non-repudiation: Prevents denial of transmitted messages. 

• Public-key cryptography: Facilitates secure key exchange. 
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• Session management: Allows resumption of secure sessions after 

interruptions. 

Types of SSL Certificates 

1. Single-Domain: Secures one domain. 

2. Wildcard: Secures one domain and all its subdomains. 

3. Multi-Domain: Secures multiple unrelated domains in one 

certificate. 

Validation Levels 

• Domain Validation (DV): Confirms domain ownership. 

• Organization Validation (OV): Confirms the organization's 

identity. 

• Extended Validation (EV): Rigorous verification, highest trust 

level, often indicated by a green address bar. 

 

SSL vs TLS 

• SSL: Older protocol, no longer considered secure. 

• TLS: Updated and more secure version of SSL. 

• Despite TLS being the standard, the term "SSL" is still widely used 

in marketing and casual references. 
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