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ABSTRACT 

The project entitled “ESTABLISHING A HIGH TECH CYBER CRIME RESPONSE SYSTEM” is  

designed using Standard Android 4.0.3 platform. The platform used to develop the application is Eclipse 

IDE (Mars) with Java 1.6 Standard Edition. The aim of the project is to automate the manual work done 

in crime investigation process and to predict the crime using pattern matching technique. It will improve 

efficiency and also avoid delays in the processing of a crime investigation. Anyone dealing with a case 

can access the information in the easiest way.  
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1. INTRODUCTION 

Cyber Crime is a relatively new concern for law enforcement officials. The increasing number of computer owners 

were connected to internet, theopportunity for Cyber Crime is increasing. In order to understand the development of 

Cyber Crime is required to study the language and culture of the internet as well as the pathways that connect users 

from around the world. Crime is one of the major challenges that most governments around the world are strangling 

with. Every family and business has been directly or indirectly affected by robberies, burglaries, vandalism, sexual 

and other crimes. Recent research has identified mobile handheld devices as possible tools for effective crime 

detection and reporting .The high computational power of phones, smart phones, tablets and PDAs accounts for their 

high demand and usage by the general public. Smartphone shipments worldwide reached 485 million in 2011, 

increased to about 655 million in 2012, and expected to rise over one billion smart phones by 2016. Another key 

factor making mobile phone technology a viable medium for fighting crime is the advancement of cellular networks 
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technologies. The introduction of 3G/4G cellular network technologies by most mobile network operators has 

improved the communication demands for mobile users. With these two factors in place, development of dedicated 

mobile platforms for detecting and reporting criminal activities is a great possibility.  

2. RELATED WORKS 

The aim of the project is to automate the manual work done in crime investigation process and to predict the crime 

using pattern matching technique. It will improve efficiency and also avoid delays in the processing of a crime 

investigation. Anyone dealing with a case can access the information in the easiest way. Crime analysis and 

prevention is a systematic approach for identifying and analyzing patterns and trends in crime. The investigator can 

add the suspicious activity about crimes and those details can be viewed by both admin and other crime 

investigators. The system can predict regions which have high probability for crime occurrence and can visualize 

crime prone areas. The application will have an inbuilt interface for adding and updating the crime incidents.  

Depending on the type of crime a different details can be accessed for various crimes that are being registered. The 

application will also maintain data related to all investigators who are working in crime investigation process. 

Besides these this application will allow the person to find and track the investigation process with evidence 

matching technique.To provide systematic analysis for identifying and analyzing patterns and trends in crime .To 

provide efficient communication between various crime department .To facilitate easy access .There  are various 

experiences and  attempts, even successful able to fill this gap. The world of cyber security impacts on at least three 

dimensions .Organizational security, Network security, and Application security. These dimensional are crucial 

because it is not enough to rely on technology. 

3. ARCHITECTURE 

Eclipse uses plug-ins to provide all the functionality within and on top of the run-time system. Its run-time system is 

based on Equinox, an implementation of the OSGI core framework specification. In addition to allowing the Eclipse 

Platform to be extended using other programming languages, such as C and Python, the plug-in framework allows 

the Eclipse Platform to work with typesetting languages like Latex and networking applications such as telnet and 

database management systems.   

The plug-in architecture supports writing any desired extension to the environment, such as for configuration 

management. Java and CVS support is provided in the Eclipse SDK, with support for other version control systems 

provided by third-party plug-ins. With the exception of a small run-time kernel, everything in Eclipse is a plug-in. 

Thus, every plug-in developed integrates with Eclipse in the same way as other plug-ins; in this respect, all features 

are "created equal". Eclipse provides plug-ins for a wide variety of features, some of which are from third parties 
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using both free and commercial models. Examples of plug-ins include for Unified Modeling Language (UML), for 

Sequence and other UML diagrams, a plug-in for DB Explorer, and many more.   

 

 
 

The Eclipse SDK includes the Eclipse Java development tools (JDT), offering an IDE with a built-in Java 

incremental compiler and a full model of the Java source files. This allows for advanced refactoring techniques and 

code analysis. The IDE also makes use of a workspace, in this case a set of metadata over a flat file space allowing 

external file modifications as long as the corresponding workspace resource is refreshed afterward. Eclipse 

implements the graphical control elements of the Java toolkit called Standard Widget Toolkit (SWT), whereas most 

Java applications use the Java standard Abstract Window Toolkit (AWT) or Swing. Eclipse's user interface also uses 

an intermediate graphical user interface layer called JFace, which simplifies the construction of applications based 

on SWT. Eclipse was made to run on Wayland during a Google Summer of Code (GSoC) Project in 2014. 

3.1 MODELLING PLATFORM  

 The Modeling project contains all the official projects of the Eclipse Foundation focusing on model-based 

development technologies. All are compatible with the Eclipse Modeling Framework created by IBM. Those 

projects are separated in several categories: Model Transformation, Model Development Tools, Concrete Syntax 

Development, Abstract Syntax Development, Technology and Research, and Amalgam.Model Transformation 

projects uses Eclipse Modeling Framework (EMF) based models as an input and produce either a model or text as an 
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output. Model to model transformation projects includes ATLAS Transformation Language (ATL), an open source 

transformation language and toolkit used to transform a given model or to generate a new model from a given EMF 

model. Model to text transformation projects contains Acceleo, an implementation of MOFM2T, a standard model 

to text language from the Object Management Group (OMG). The Acceleo code generator can generate any textual 

language (Java, PHP, Python, etc.) from EMF based models defined with any meta-model (Unified Modeling 

Language (UML), Systems Modeling Language (SysML), etc.). It is open-source.  
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4. SYSTEM IMPLEMENTATION 

In the System development life cycle, the system implementation and maintenance will be occurring after the 

completion of analysis and system design. The term implementation is ranging from the conversion of a basic 

application to a complete replacement of a computer system. In other term, implementation is used to process of 

converting a new or a revised system design into an operational one. Implementation is the process of converting a 

new system design into operation. It is the phase that focuses on user training, site preparation and file conversion 

for installing a candidate system. The important factor that should be considered here is that the conversion should 

not disrupt the functioning of the organization. The implementation process begins with preparing a plan for the 

implementation of the system. According to this plan, the activities are to be carried out in these plans; discussion 

has been made regarding the equipment, resources and how to test activities. Thus a clear plan was prepared for the 

activities.  

4.1 USER TRAINING 

An analyst of user training focus on two factors, user capabilities and the nature of the system being installed. Users 

range from the naïve to the highly sophisticated. Development research provides interesting insights into how naïve 

computer users think about their first exposure to a new system.         

 

4.2 SITE PREPARATION 

The review team prepares a formal review plan around the objectives of review, the type of evaluation to be carried 

out and the time schedule required.  

 

4.3 TYPES OF IMPLEMENTATION  

 

There are three types of implementation,  

 Implementation of a computer system to replace a manual system  

 Implementation of a new computer system to replace an existing one  

 Implementation of a modified application to replace an existing one, using the same computer  

During the final testing, user acceptance is tested followed by user training. Depending on the nature of the system, 

extensive user training may be required. Conversion usually takes place about the same time the user is being trained 

or later.  
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CONCLUSION 

It is concluded that project is easy to implement and it is technically. The project maintains more number of crime 

and criminal details. This various software requirement have been met. The user requirements have been satisfied. It 

helps the user to complaints the crime whenever it’s necessary. Therefore, the project has the modified version and 

the result oriented and effective android application. This project makes the user to interact in efficient way and get 

the alert about the thief.  

 

FUTURE ENHANCEMENTS 

 

The application become useful if the below enhancements are made in future.   

1. If the application is designed as web service, it can be integrated in many web sites.  

2. Whenever the crime pattern is matched the user can be notified by either sms or mail.  

3. The application is developed such that above said enhancements can be integrated with current modules. 
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